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EEMA has joined forces with other not-for-profit associations, 
projects and expert organisations to launch the go.eIDAS Initiative, 
which aims to support the widespread adoption of eID and trust 
services according to the eIDAS Regulation (EU) No 910/2014. This 
innovative regulation provides a digital ‘level playing field’ which 
influences every facet of trade - digital or physical. It is focused on 
reducing the friction of trading within the European Single Market 
and is applicable to every Member State.

The main goals of the go.eIDAS Initiative are to:

• Raise awareness for eIDAS in Europe and beyond

• Point out the benefits of eIDAS within application services and  
illustrate the huge trade opportunity for the EU related to pushing 
the eIDAS model and framework internationally

• Demonstrate the ease of use of eID and trust services

• Support the integration of eID and trust services into application 
services, with a special focus on small and medium enterprises 
in selected sectors, such as transportation, financial services and 
online-platforms

• Promote the use and uptake of eIDAS in mobile environments 

• Support the development of the eIDAS Ecosystem and the internal 
market

• Promote interoperability among eIDAS related solution 
components

• Support the creation of a sustainable network of eIDAS 
stakeholders

The go.eIDAS Initiative has been initiated by BITKOM, Buergerservice, 
ecsec, EEMA, European Trust Foundation, Fraunhofer Institute for 
Industrial Engineering IAO, FutureTrust, Kantara Initiative, LIGHTest, 
NorStella, OSI, Procilon and TeleTrusT.

 

Jon Shamah, Chair, EEMA introducing go.eIDAS during the 
FutureTrust session at ISSE 2018 in Brussels.

https://twitter.com/LIGHTest_trust
https://www.linkedin.com/groups/12017516
http://futuretrust.eu
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Partner Profile: Multicert

Multicert is a Trusted Service Provider (TSP) operating a Certification 
Authority fully compliant with eIDAS and listed in the EU Trusted 
List (via Portugal’s TL). All PKI components are exclusive technology 
developed by Multicert. 

In addition to running its own PKI, Multicert deploys critical 
large scale multi level turnkey PKI systems for governments and 
corporations. The company’s expertise lies in its larger projects/
solutions, such as eID for Portugal and Cape Verde, ePassport for 
Portugal and Cape Verde, Greece (eResidence Permit), Peru, Hong 
Kong, Tajikistan, East Timor and São Tomé and Principe. Overall, more 
than 6 million certificates are issued yearly within all PKIs deployed 
by Multicert to date.

Furthermore, Multicert has been developing a wide range of 
Trusted Third Party (TTP) solutions such as Electronic Voting, 2FA 
Authentication Platform based on EMV-CAP, Registered Electronic 
Email (MDDE), Electronic Invoice and Digital Vault.

Multicert participated in the STORK and STORK 2.0 project, 
collaborating in the activities of upcoming technologies, common 
specifications, and the change of address pilot. Before, Multicert 
participated in the Eurostars project CESeCore, where a security 
framework attained Common Criteria EAL 4+ evaluation. CESeCore is 
the basis of several of Multicert’s TTP developed solutions.

Multicert is participating in the H2020 project FutureTrust, in which 
it is providing a demonstrator of SEPA Direct Debit e-Mandates 
integrated with several eIDAS foundational services from the other 
project partners.

Carlos Cardoso is the team leader of Multicert for the e-Mandates 
demonstrator in FutureTrust. Carlos is a Senior Software developer at 
MULTICERT, where he has been working since 2014 and responsible 
for the software development of a range of Multicert PKI products, 
including mPKI (Certification Authority software), Registration 
Authority and SPOC (ePassport).

Nuno Ponte is part of Multicert team on FutureTrust and has the 
roles of project sponsor and senior advisor in the e-Mandates 
demonstrator. He is also a member of FutureTrust’s Security Advisory 
Board.

 

Developing the SEPA e-Mandates demonstrator

e-Mandates are the online alternative to traditional paper-based 
direct debits within the SEPA Scheme. The workflow follows a four-
corner model and is standardised by European Payments Council 
(EPC) in specification EPC208-08, enabling cross-border issuing, 
amendment and cancelation of direct debit mandates.

In addition to the full dematerialisation of the direct debit 
authorisation, e-Mandates have several other key benefits, including 
a real-time online workflow, instant IBAN confirmation, creditor-
driven mandate flow. For example, e-Mandates allows a Creditor 

Nuno Ponte - MulticertCarlos Cardoso - 
Multicert
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to immediately start providing the service to a customer once the 
e-Mandates is issued (for example, online audio/video streaming 
services).

Multicert are extending the standard protocol to leverage the use of 
core FutureTrust services IdMS, SignS, ValS (which in turn uses gTSL) 
and PresS. The ambitious goal of exploring and integrating all of the 
FutureTrust components demonstrates the full potential of eIDAS in a 
“real-world” application.

Furthermore, being an EU-accredited Qualified Trust Service Provider 
within the eIDAS regulation, Multicert is also deploying PSD2 
certificates according to ETSI TS 119 495. This will be one of the very 
first known uses of such certificates in a production-ready payment 
solution.

As a side result of the demonstrator, Multicert will also be making a 
contribution to standardization by submitting to EPC several change 
proposals to EPC208-08, based on the collected experience.

Multicert intends to commercially explore the developed e-Mandates 
solution with banking communities, addressing Payment Service 
Providers and Banks. Besides the SEPA geographical area, other 
possible targets are countries with low penetration of direct debits.

 

Partner Profile: G+D Mobile Security GmbH

Giesecke+Devrient Mobile Security GmbH is part of the 
Giesecke+Devrient Group (G+D). G+D Mobile Security supplies 
banks, wireless operators, local public transit authorities, other 
industrial companies and original equipment manufacturers (OEMs) 
with scalable security solutions comprising hardware, software and 
services for mobile security applications. 

Giesecke+Devrient is an internationally leading group providing 
security technology with headquarters in Munich, Germany. It has 72 
subsidiaries, joint ventures and associated companies in 32 countries 
worldwide. The company was founded in 1852 in Leipzig, Germany. 
Security, trust and professional expertise are the watchwords of 
the G+D Group. Innovative, customer-centric products, system 
solutions and services make G+D a reliable partner for governments 
and central banks, wireless operators, public authorities, and many, 
diverse industrial companies. 

The portfolio of G+D Mobile Security includes security technologies 
and solutions for smart cards, software and services for 
safeguarding electronic applications, particularly in the fields of 
telecommunications, electronic payment and mobile identity.

 

Mobile ID Solutions

As the world is going more and more mobile, there is a growing need 
for mobile ID solutions supporting numerous use cases. Typical 
examples are eGovernment services, legally binding signatures, other 

https://twitter.com/LIGHTest_trust
https://www.linkedin.com/groups/12017516
http://futuretrust.eu
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public services and high-value ecommerce applications. In addition, 
many financial services are subject to regulation and therefore 
require trustworthy identity data. For all of these applications it 
is essential for the relying party to judge the assurance level of a 
presented identity, or an identity attribute.

FutureTrust addresses these needs by developing mobile ID solutions 
based on the FIDO UAF (Universal Authentication Framework) strong 
authentication protocol. FIDO UAF is used to authenticate the user 
to an online service and exhibits a convenient user experience. The 
authentication to the online service is not password based, but the 
user authenticates to their mobile device by means of biometrics or 
a PIN. The authentication to the online service is performed using 
public / private key pairs.

FutureTrust combines FIDO UAF with an Identity Management 

Service in order to add an identification service to FIDO UAF’s strong 
authentication. Therefore credentials for the identification are 
derived e.g. from an eID card.

Another mobile ID solution developed in the FutureTrust project 
allows one to use standard payment cards together with a mobile 

device to perform a FIDO UAF strong authentication.

To reach a certain degree of confidence in the claimed or asserted 
identity of a person the security relevant parts of these mobile ID 
applications need to be protected on the mobile device against 
unauthorised analysis, modification, copying, and usage. For this 
purpose a Trusted Application Kit (TAK), a collection of security 
functions for app developers, has been advanced in FutureTrust.

 

Partner Profile: Arhs Spikeseed

Arhs Spikeseed is involved in the design and implementation 
of two FutureTrust services: the Global Trust List (gTSL) and the 
Comprehensive Validation Service (ValS). 

The gTSL can be viewed as an attempt to expand the trust model 
defined by the European Trusted Lists into a global, borderless 
concept. The key feature of the gTSL is its decentralised nature: it 
relies on blockchain technology and so-called smart contracts for 
accessing and maintaining trust status information related to trust 
service providers. This information is in turn stored on a peer-to-
peer, decentralised file system called IPFS. Existing gTSL members 
can submit votes to onboard new members or revoke existing ones, 
thereby moving away from the centralised nature of the current 
EU Trusted Lists. Ideally, this would enable the gTSL to evolve by 

https://twitter.com/LIGHTest_trust
https://www.linkedin.com/groups/12017516
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itself, with trust relationships being decided and enforced by its 
community.

The ValS is one of the most critical components of the FutureTrust 
project, being the one service that every pilot and demonstrator 
relies upon. This validation service implements a standard 
protocol for requesting the validation of a signed artefact, and also 
implements a standard validation report structure. The ValS supports 
the validation of digital signatures compliant with the eIDAS accepted 
formats (CAdES, XAdES, PAdES) as well as evidence records (cfr. 
RFC4998), authentication tokens (SAML v2, OpenID Connect) and 
X.509 electronic certificates.

Author: Vincent Bouckaert, Delivery Manager, Arhs Spikeseed

 

Partner Profile: Public 
Service Development 
Agency (PSDA)

Public Service Development Agency (PSDA) is a legal entity of 
the public law under the Ministry of Justice of Georgia. PSDA has 
competency in many fields, including (but not limited to):

• Policy development – as a public entity, PSDA actively participates 
in policy-making (including law drafting).

• Software Development – PSDA’s in-house development team 
consists of skilled software architects, developers, business 
analysts and project managers.

• Participation in H2020 – PSDA is a partner of the FutureTrust 
consortium. 

• PSDA has a broad experience in EC project submission and 
management.

• Electronic identification and trust services – PSDA is a sole 
qualified trust service provider in Georgia. PSDA issues electronic 
ID cards and passports in Georgia and the e-ID card is capable 
of doing electronic identification, as well as qualified electronic 
signature. PSDA also operates qualified time stamping service 
and from July 2018 it issues qualified electronic seal certificates 
as well. Law of Georgia “On Electronic Document and Electronic 
Trust Service”, co-authored by PSDA is largely based on 
Regulation (EU) 910/2014 (eIDAS Regulation). Consequently, 
PSDA possesses unique knowledge in this field. Currently, PSDA 
works actively to launch eIDAS compliant electronic identification 
service in their country.

• Big Data – PSDA develops Unified Migration Analytics System 
(UMAS) which is based on Big Data technology. PSDA operates 
Apache Hadoop cluster to process vast amounts of the data 
related to migration, in privacy-friendly manner, to provide 
unique analytical capabilities to the Georgian Government.

https://twitter.com/LIGHTest_trust
https://www.linkedin.com/groups/12017516
http://futuretrust.eu
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The E-Apostille Verification System 

PSDA is a key player in Georgian e-Government development. The law 
of Georgia “On Electronic Document and Electronic Trust Service”, 
which is based on eIDAS regulation, was co-authored by PSDA and 
it was adopted by the Parliament of Georgia in 2017. All necessary 
bylaws, which are also based on EU legislation were authored, or 
co-authored by PSDA and were adopted in 2018. PSDA is the only 
qualified trust service provider (according to the Georgian legislation) 
in the country and delivers services and solutions to the Georgian 
citizens by its own in order to implement the law in practice.

PSDA continues to work on a demonstrator for FutureTrust: 
E-Apostille Verification System. The system will ensure that 
apostilled documents are easily verifiable for receiving parties such 
as administrative bodies of other countries. Primarily, the system will 
focus on electronic apostilles issued by PSDA itself, but will be easily 
extensible to support verification of the documents issued by other 
countries. 

The PSDA team already integrated the FutureTrust Comprehensive 
Validation Service (ValS) and continues working on integration of 
other services. To make Georgian eApostille verification possible, 
PSDA has also prepared a Trusted Services List (TSL) and works with 
other consortium partners to include it in the FutureTrust Global Trust 
List (gTSL). 

Notably, PSDA works actively with the consortium partners to 
integrate Georgian Electronic ID card in Identity Management Service 
and Remote Signing and Sealing Service. The work process is almost 
finished and upon completion, services developed by FutureTrust 
will become accessible for Georgian citizens with the full scope: 
identification, signature creation, validation and long-term storage. 
All of this will contribute to the achievement of the consortium’s 
primary goal – the practical implementation of the eIDAS regulation 
in Europe and beyond.

 

FutureTrust General Meeting and General 
Assembly in Vienna

Project partners and associate partners in Vienna, Austria for the 
General Meeting and General Assembly which took place in November.

https://twitter.com/LIGHTest_trust
https://www.linkedin.com/groups/12017516
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WP Reports

 

WP2 Summary

Within the FutureTrust project we performed the first security study 
of authentication schemes used in eID services. Our security analysis 
shows that seven of the 15 European eID services were vulnerable to 
XML-based attacks which enabled efficient Denial-of-Service (DoS) 
and Server Side Request Forgery (SSRF) attacks. On five of the 15 eID 
services, we were even able to exfiltrate locally stored files and send 
these files to an arbitrary domain.

To support the developers and security teams of eID services, we 
implemented a Burp Suite extension to execute fully-automated or 
semi-automated tests. Additionally, we summarised best practices 
related to eID-based authentication and SSO in general.

The results are summarised in the paper Security Analysis of eIDAS 
– The Cross-Country Authentication Scheme in Europe, which was 
published at the 12th USENIX Workshop on Offensive Technologies 
(WOOT).

In September, we presented our security and legal evaluation results 
at the eIDAS technical subgroup meeting in Brussels. Legal evaluation 
now concentrates around demonstrators and pilots in WP5.

In November, an evaluation Scheme for Trustworthy Services was 
submitted as part of the deliverable D2.6 in November.

 

WP4 Summary

Both services developed by Arhs Spikeseed in the course of this 
project have been delivered. 

Arhs Spikeseed is now busy in addressing technical issues raised 
by other members, as well as providing help in integrating the two 
components (ValS and the gTSL) within the pilot projects and the 
demonstrators.

 

WP6 Summary

EEMA continues to disseminate FutureTrust aims and goals including: 

• Creation of the FutureTrust Bulletin (June)

• Conception and launch of the go.eIDAS initiative (October)

• Hosting ‘FutureTrust/go.eIDAS: applications and pilots to 
create trust in the future’ track session at ISSE 2018 in Brussels 
(November)

• Participating in the FutureTrust General Meeting and General 
Assembly in Vienna, Austria (November) 

https://twitter.com/LIGHTest_trust
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FutureTrust Project Partners 

Full details of all Partners can be 
found on Opencard. 

Arhs Spikeseed (Luxembourg) 

DFN-CERT Services GmbH 

EEMA (Belgium) 

Federal Computing Centre of 
Austria (Austria) 

ecsec GmbH (Germany) 

Giesecke+Devrient Mobile Security 
GmbH (Germany) 

LAW trusted Third Party Services 
(Pty) Ltd (S Africa) 

Leipzig University (Germany)

Ministry of Interior Republic of 
Serbia (Serbia) 

Multicert (Portugal) 

Public Service Development Agency 
(Georgia) 

PwC (Belgium) 

PRIMUSS – CMS-Association 
(Germany) 

Ruhr-Universität Bochum 
(Germany) 

Secure Information Technology 
Center (Austria) 

Southampton University (UK) 

Trustable Ltd (UK) 

Türkiye Bilimsel veTeknolojik 
Arastruma Kurumu TUBITAK 
(Turkey)

  

Planned 
Activities  
and Events 
 
Open Identity 
Summit 2019  
27th - 29th March 
2019 
Garmisch-
Partenkirchen, 
Germany
EEMA Annual 
Conference 
18th - 19th June 
2019  
London, UK
ISSE 
6th - 7th 
November 2019 
IBM, Brussels
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