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Abstract: The deliverable comprises an analysis of the current state of the art in relation to EU 
privacy and data protection law and eIDAS and derives thereby a list of trustworthiness 
requirements. As eIDAS and the GDPR do not have the same domain of application, be it rationae 
materiae or rationae personae, they are conceived as two distinct layers of requirements and 
classified into six or seven categories based on their ratio legis: legal bases, quality, governance, 
administrative, security, third party rights and liability. From this classification, it thus becomes clear 
that while the two layers of requirements are meant to be read in harmony they can clash on 
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occasion, and that the challenge of legal equivalence at the international level cannot be solved by 
focusing upon governance requirements only. The deliverable further examines mechanisms of legal 
equivalence to be found in both eIDAS and the GDPR and identifies a set of legal challenges that a 
global Trust Model would need to take into account.   
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1. Executive Summary 
Trust in an information and communication technology (ICT) system is for the purposes of this 
report understood as a property of individual users of the system representing their subjective 
view about the system integrated within a specific environment. Because trust in a system can be 
influenced by considerations relating to the environment in which the system sits, trustworthiness 
is therefore understood as a property of an ICT system or its environment that makes the system 
worthy of user trust. 

As eIDAS and the GDPR do not have the same domain of application, be it rationae materiae (i.e. 
in relation to the types of data exchanges concerned) or rationae personae (i.e. in relation to the 
types of providers concerned), eIDAS and the GDPR trustworthiness requirements are 
conceived as two layers of trustworthiness requirements: 

•  eIDAS comprises a layer of requirements, specifically targeting electronic identification 
(eID) and trust services 

• The GDPR comprises a layer of requirements, specifically targeting the processing of 
personal data. 

The deliverable maps these complex layers of trustworthiness requirements and presents them 
according to a classification scheme based on their ratio legis. Thus, eID and trust services 
requirements are further classified into six categories: ‘quality,’ ‘governance,’ ‘administrative,’ 
‘security,’ ‘third parties’ rights’ and ‘liability’ requirements. While the GDPR requirements are 
classified using the same categories, the requirement of ‘legal bases’ is added to the list since the 
GDPR does not presuppose any legal basis prior to the processing of personal data. 

Classifying the two layers of requirements in this way is important for two reasons:  

• First, it helps to identify zones of potential clashes between the two layers of requirements. 
Although these two layers of requirements are meant to be interpreted in harmony, at least 
three issues arise, i.e. whether the data-protection-by-design and by-default principles are 
meant to be interpreted as requiring full selective disclosure systems and to what extent 
these principles could constrain the sharing of personal data through the means of the 
distribution of certificates; when it is necessary to combine both notification provisions from 
eIDAS and the GDPR in case of data breaches; or when it is necessary to determine what 
the burden of proof lying with the service provider is in the context of liability claims. What 
is striking is that depending upon the nature of the requirement at stake, either eIDAS or 

The purpose of this deliverable is twofold:  

1. To map and classify these complex layers of trustworthiness requirements deriving 
from both the General Data Protection Regulation (GDPR) and the Regulation on 
electronic identification and trust services for electronic transactions in the internal 
market (eIDAS);  

2. To identify and discuss the challenges relating to legal equivalence, as a preliminary 
step in order to inform the development of a Trust Model in Deliverable 2.5 and to then 
assess the implications of interoperability, mutual recognition and legal equivalence in 
context (i.e. examining a sample of architectures) in Deliverable 2.8, which will inform 
the development of the FutureTrust architecture (in WP3) and its implementation (in 
WP4).  
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the GDPR will contain the most restrictive rule. It is therefore difficult to argue that eIDAS 
is a ‘lex specialis’ and there is a strong argument that the GDPR should prevail in case of 
conflict when the processing of personal data is at stake. This should have implications for 
both the design of eID and trust service architectures and the delivery of services within 
EU Member States and across borders.   

• Second, it shows that legal equivalence at the international level cannot rely upon the 
modelling of governance mechanisms only.  

One key issue is indeed to infer the roles and effects of trustworthiness requirements in a global 
context and in particular in the context of interactions involving eID and trust service providers 
(TSPs) established in third countries, i.e. countries outside both the European Union (EU) and the 
European Economic Area (EEA). In other words, one key challenge is to determine whether 
services supplied by providers established in the EU (i.e. EU services) and services supplied by 
providers established in third countries (i.e. third country services) offer an equivalent level of 
protection in terms of trustworthiness. We capture this challenge by the concept of legal 
equivalence.  
There are at least two ways to ensure legal equivalence between EU services and third country 
services:  

• either to establish an equivalence between the law of the EU (or EEA) and the law of the 
third country by a general decision of adequacy (this has been done in the field of data 
protection through the mechanism of adequacy decisions as per Article 25 of the Data 
Protection Directive (DPD) and is also present in Article 45 of the GDPR) 

• or to establish an equivalence between specific third-country services and EU services, 
e.g. through the means of appropriate safeguards and in particular contracts (e.g. standard 
contractual clauses or biding corporate rules as per Article 26(2) of the DPD, and now 
Article 46 of the GDPR or the creation of a list of equivalent third country services as per 
Article 14 of eIDAS). 

Legal equivalence is thus conceived as a pre-condition for attaching specific legal effects to the 
products of eID and trust services. eIDAS identifies two types of high-level legal effects by 
formulating two principles: a principle of non-discrimination and a principle of assimilation.  

The deliverable therefore discusses legal equivalence, and describes current rules and 
mechanisms to be found in the EU legal framework that are expressly meant to deal with this 
issue, i.e. Article 14 of eIDAS and chapter 5 of the GDPR.  

The upshot of the analysis is the following:  

1. GDPR quality requirements (i.e. the principles of data protection by design and by default) 
and liability requirements should impact upon the provision of services both within Member 
States and across borders.  

2. eIDAS only offers a partial mechanism for legal equivalence in the sense that it only targets 
one category of services: qualified trust services. 

3. eIDAS does not clearly identify the list of requirements that necessarily have to be taken 
into account for the purposes of implementing Article 14 of eIDAS relating to international 
aspects of qualified trust services. Importantly, governance requirements do not seem to 
be the only ones to be taken into account for the purposes of ensuring legal equivalence.  
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4. eIDAS legal equivalence mechanism must be combined with the GDPR mechanism of 
legal equivalence.  

5. A Trust Model at the global level would seem to require more than a simple extension of 
the Trusted List model, as one would need to go beyond Article 24 requirements to 
establish the legal equivalence of third-country qualified trust services. In other words, 
establishing legal equivalence between EU services and third-country services for the 
purposes of eIDAS would require combining a trusted list model with a comprehensive 
assessment of both the modalities under which each service is to be supplied and the legal 
framework as such. 

6. It is arguable whether liability requirements allocating liability shares and burdens of proof 
are essential requirements for the purposes of establishing legal equivalence and in 
particular Article 13 of eIDAS, as trusted lists appear to be essentially informative 
documents. However, the question could then become whether liability requirements could 
be offset by conflict-of-law rules, if they were to ensure in many cases the applicability of 
a Member State national tort law integrating Article 13 of eIDAS.  
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3. Project Description 
Against the background of the regulation 2014/910/EU on electronic identification (eID) and 
trusted services for electronic transactions in the internal market (eIDAS),1 the FutureTrust project, 
which is funded within the EU Framework Programme for Research and Innovation (Horizon 2020) 
under Grant Agreement No. 700542, aims at supporting the practical implementation of the 
regulation in Europe and beyond. 

For this purpose, the FutureTrust project will address the need for globally interoperable solutions 
through basic research with respect to the foundations of trust and trustworthiness, actively 
support the standardisation process in relevant areas, and provide Open Source software 
components and trustworthy services which will ease the use of eID and electronic signature 
technology in real world applications. In particular, the FutureTrust project will extend the existing 
European “Trusted List” infrastructure towards a “Global Trusted List”, develop a comprehensive 
Open Source Validation Service as well as a scalable Preservation Service for electronic 
signatures and seals and will provide components for the eID-based application for qualified 
certificates across borders, and for the trustworthy creation of remote signatures and seals in a 
mobile environment.  

  

                                                 
1 Regulation (EU) No 910/2014 of 23 July 2014 on electronic identification and trust services for electronic 
transactions in the internal market and repealing Directive 1999/93/EC [2014] OJ L257/73. 
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4. Legal foundations of trust and trustworthiness 
4.1 Task and deliverables 

4.1.1 Task description 

The objective of this task is to legally assess trust and trustworthiness requirements of eID 
schemes in relation to their architectures with a view of informing the design of the FutureTrust 
architecture (in WP3) and its implementation (in WP4). The FutureTrust architecture is conceived 
as a metasystem, i.e. a system offering “the capability to connect existing and future identity 
systems into one upper system.”2  

eID schemes can be distinguished in four broad categories, depending on the underlying technical 
specifications of their architecture: standalone, centralized, federated and user-centric. These 
categories differ in terms of data storage options, data exchange options and power over the data 
that providers and users can exert.  

As the use of eIDs spreads and privacy concerns rise, weaknesses of the centralized and 
federated architectures have started to show. Attempts to introduce user-centric features are 
currently being made (ex: Austria,3 United Kingdom (UK)).4  

This task will thus be concerned with three main issues:  

• What are the trust and trustworthiness requirements (including data quality and data 
security requirements) that a metasystem has to embed? What are the objectives achieved 
by assurance levels, liability and interoperability rules? 

• How do the different types of eID schemes and trust service architectures perform in terms 
of compliance with privacy and data protection laws and the European Charter of 
Fundamental Rights? What are the trust and trustworthiness requirements that they 
embed? 

• To what extent does the choice of a particular architecture impact upon assurance levels, 
liability and interoperability? Is the eIDAS framework, based on the principle of mutual 
recognition, well suited to cope with the diversity of architectures?  

 

 

 

                                                 
2 Ann Cavoukian, 'The Case for Privacy-embedded Laws of Identity in the Digital Age' (2006) 
<https://www.ipc.on.ca/images/resources/up-7laws_whitepaper.pdf> accessed 20 July 2015, p. 8. 
3 Armen Khatchatourov, Maryline Laurent, Claire Levallois-Barth, 'Privacy in Digital Identity Systems: 
Models, Assessment, and User Adoption' in Tambouris E and others (eds), 14th International Conference 
on Electronic Government (EGOV), Aug 2015, Thessaloniki, Greece, vol LNCS-9248 (Lecture Notes in 
Computer Science, Springer International Publishing 2015) p. 278 and s. 4. 
4 Luís T. A. N. Brandão, Nicolas Christin, George Danezis, and Anonymous, 'Toward Mending Two Nation-
Scale Brokered Identification Systems' (2015) 2015 Proceedings on Privacy Enhancing Technologies 135 
pp. 137-138; Niko Tsakalakis, Kieron O'Hara and Sophie Stalla-Bourdillon, 'Identity assurance in the UK: 
technical implementation and legal implications under the eIDAS regulation' (Proceedings of the 8th ACM 
Conference on Web Science, Hannover, Germany, May 2016) pp. 56-57. 
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4.1.2 Deliverable description 

Analysis of current state of the art in relation to privacy and data protection requirements. The 
report will comprise an analysis of current and soon-to-be applicable European Union (EU) 
legislation in order to derive a list of to-be-built-in requirements applicable to an EU eID 
metasystem to ensure compliance with EU privacy and data protection laws, including the newly 
adopted eIDAS Regulation.5 This will be carried out via literature review and desk research.  

 

 

4.2 Scope and boundaries of this preliminary report 
Building on previous work undertaken in the context of the OPTET FP7 project we started our 
analysis from the premise that “trust in a system is a property of a stakeholder (known as the 
trustor) reflecting the strength of their belief that engaging in the system for some purpose will 
produce an acceptable outcome.”6  

Generally speaking the law can facilitate greater trust of a user (trustor) in a system (trustee) in 
three ways:7 (a) by offering appropriate redress mechanisms (remedies) to the trustor in case the 
trustee is in breach of their obligations, so that the impact of harm caused to the trustor is 
mediated, (b) by offering to the trustor means to assess the trustworthiness of the trustee through, 
for example, providing the trustor with adequate information on the trustworthiness of the trustee 
before conclusion of a contract between them, thereby reducing the trustor’s vulnerability and (c) 
by setting appropriate standards of care, breach of which would lead to liability of the trustee and 
a right to compensation for the trustor, so as to reduce the probability the trustee will act to the 
detriment of the trustor. 

Conceptualising trust in an ICT system as “a property of individual users of the system 
representing their subjective view about the system”8 integrated within an environment, it becomes 
clearer that the law is first and foremost concerned with trustworthiness conceptualised as a 
property of an ICT system or its environment that makes the system worthy of user trust.9 Because 
trust in a system can be influenced by considerations relating to the environment in which the 
system sits, trustworthiness is conceptualised in a broad way and covers institutions such as third-
party rights that can be asserted against a provider of eID or trust services. Whereas trust in a 
system is a subjective concept, that of trustworthiness is an objective one, including as 
aforementioned considerations relating to the environment in which the ICT system sits, e.g. 
considerations relating to the means by which trustees, or trust service providers (TSPs), to use 
eIDAS terminology, are supervised.  

                                                 
5 eIDAS above n. 1. 
6 German L and others, 'Deliverable D2.1: Socio-economic requirements for trust and trustworthiness, a 
deliverable for the EU-funded project OPTET - Operational Trustworthiness Enabling Technologies, 
European Commission, 7th Framework Programme' (2013) <http://www.optet.eu/wp-
content/uploads/deliverables/OPTET_WP2_D2.1_SocioEconomic_Requirements_V1.1.pdf> accessed 20 
October 2015, p 89. 
7 Ibid, p. 6. 
8 Ibid, p. 104. 
9 Ibid. 
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EU privacy and data protection legislation and eIDAS (although eIDAS is first and foremost an 
attempt to promote the interoperability of electronic identification and trust services through the 
means of the principle of mutual recognition) should therefore be conceived as comprising a 
complex set of trustworthiness requirements.  

This is because the Data Protection Directive (DPD),10 the General Data Protection Regulation 
(GDPR)11 and eIDAS share a common high-level two-fold aim:  

• To ensure the free flow of data in a cross-border context and in particular the cross-border 
use of electronic identification and trust services 12 

• To ensure secure electronic exchanges13 comprising the personal data of individuals. 
While both the DPD and the GDPR are only concerned with the protection of individual 
personal data, they govern interactions between individuals and businesses or public 
authorities.   

Recital 11 of eIDAS expressly explains what the relationship between the DPD, soon-to-be 
replaced by the GDPR, and eIDAS is:  

 

This Regulation should be applied in full compliance with the principles relating to the 
protection of personal data provided for in Directive 95/46/EC of the European Parliament and 
of the Council. In this respect, having regard to the principle of mutual recognition established 
by this Regulation, authentication for an online service should concern processing of only those 
identification data that are adequate, relevant and not excessive to grant access to that service 
online. Furthermore, requirements under Directive 95/46/EC concerning confidentiality and 
security of processing should be respected by trust service providers and supervisory bodies. 

 

With this said, eIDAS and the GDPR do not have the same domain of application, be it rationae 
personae (i.e. in relation to the types of services targeted by these regulations) and rationae 
materiae (i.e. in relation to the types of data exchanges targeted by these regulations). More 
precisely, the domain rationae personae of eIDAS is narrower than that of the GDPR as it only 
targets eID and trust services providers, while the domain rationae materiae of eIDAS appears 
broader than that of the GDPR as it covers situations in which no personal data are at stake.14 

                                                 
10 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the Protection 
of Individuals with Regard to the Processing of Personal Data and on the Free Movement of Such Data 
[1995] OJ L281/0031. 
11 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free movement of 
such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (Text with EEA 
relevance), OJ L119/1. 
12 See e.g. Recs. 8 and 56 of the DPD above n.10; Rec. 5 of the GDPR above n. 11; Rec. 12 of eIDAS 
above n. 1. 
13 See e.g. Recs. 5 and 25 of the DPD above n. 10; Rec. 7 of the GDPR above n. 11; Rec. 2 of eIDAS above 
n. 1. 
14 See e.g. eIDAS Arts. 11 and 13 relating to liability.  
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eIDAS and the GDPR trustworthiness requirements are thus conceived as two distinct 
layers of trustworthiness requirements: 

•  eIDAS comprises a layer of requirements, specifically tailored for eID and trust services 

• The GDPR comprises a layer of requirements, specifically targeting the processing of 
personal data.  

As aforementioned, Recital 11 of eIDAS stresses that eIDAS is not meant to derogate from the 
general framework to be found in the DPD but should be interpreted in harmony with it. 
Interestingly, it is expressly mentioned that confidentiality and security requirements to be found 
in the DPD apply to TSPs. This thus seem to mean that the DPD and eIDAS were initially 
conceived as complementary. With this said, eIDAS does not exactly reproduce the language to 
be found in the ePrivacy Directive.15 Article 1(2) of the ePrivacy Directive states that: “The 
provisions of this Directive particularise and complement Directive 95/46/EC for the purposes 
mentioned in paragraph 1.”  

One key challenge is then to infer the roles and effects of these trustworthiness requirements in a 
global context and in particular in the context of interactions involving eID and TSPs established 
in third countries, i.e. countries outside both the EU and the European Economic Area (EEA).16 In 
other words, one key challenge is to determine whether services supplied by providers established 
in the EU (i.e. EU services) and services supplied by providers established in third countries (i.e. 
third country services) offer an equivalent17 level of protection in terms of trustworthiness. We 
capture this challenge by the concept of legal equivalence. There are at least two ways to 
ensure legal equivalence between EU services and third country services:  

• either to establish an equivalence between the law of the EU and the law of the third 
country by a general decision of adequacy (this has been done in the field of data 
protection through the mechanism of adequacy decisions as per Article 25 of the DPD and 
is also present in Article 45 of the GDPR) 

• or to establish an equivalence between specific third country services and EU services, 
e.g. through the means of appropriate safeguards and in particular contracts (e.g. standard 
contractual clauses or biding corporate rules as per Article 26(2) of the DPD, and now 

                                                 
15 Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the 
processing of personal data and the protection of privacy in the electronic communications sector (Directive 
on privacy and electronic communications) [2002] OJ L201/0037. 
16 eIDAS above n. 1 is at the moment under scrutiny by the EEA EFTA Joint Committee for incorporation 
into the EEA Agreement, under Annex XI Electronic Communication, Audiovisual Services and Information 
Society [indicative]. The process started on 29 August 2014: http://www.efta.int/eea-lex/32014R0910 . 
17 The adjective ‘equivalent’ rather than ‘similar’ or ‘adequate’ has been intentionally chosen as explained 
infra n. 254 and related discussion. 

http://www.efta.int/eea-lex/32014R0910
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Article 46 of the GDPR or the creation of a list of equivalent third country services as per 
Article 14 of eIDAS). 

 

Even though some instances of eID and trust service provision will ultimately be regulated by 
national laws, it is not within the scope of this deliverable to examine specific national rules. Instead 
the deliverable focuses on the legislation applicable or soon-to-be-applicable at the EU level, only 
referring to national rules where appropriate for illustration purposes. 

We start by identifying the different pieces of the European legal framework and therefore begin 
with a brief overview of relevant European legal sources. While eIDAS and the GDPR are our 
main focus, the European legal framework as a whole comprises other pieces of potentially 
relevant legislation and legal instruments, which we need to be aware of. We then focus upon 
eIDAS and the GDPR in order to derive the two most important layers of trustworthiness 
requirements having a direct link with privacy and data protection. Being the sectorial piece of 
legislation eIDAS is examined before the GDPR. Finally, we identify and discuss the challenges 
relating to the formulation of rules of equivalence for eID and trust services, inspecting once again 
both eIDAS and the GDPR to determine how international aspects of trust services and 
transborder personal data flows are dealt with.  

The purpose of this deliverable is twofold:  

1. To map and classify these complex layers of trustworthiness requirements deriving 
from both eIDAS and the GDPR; 

2. To identify and discuss the challenges relating to legal equivalence, as a preliminary 
step in order to inform the development of the Trust Model in Deliverable 2.5 and to 
then assess the implications of interoperability, mutual recognition and legal 
equivalence in context (i.e. examining a sample of architectures) in Deliverable 2.8, 
which will inform the development of the the FutureTrust architecture (in WP3) and its 
implementation (in WP4).  
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5. Overview of eIDAS and relevant privacy and data protection laws 
5.1 Regulation (EU) No 910/2014 (eIDAS) 

The purpose of Regulation 910/2014 on electronic identification and trust services for electronic 
transactions in the internal market and repealing Directive 1999/93/EC (eIDAS)18 is to establish a 
common legal framework for cross-border transactions by (1) setting up common interoperability 
requirements for national electronic identification schemes, (2) expanding the framework 
introduced by Directive 1999/93/EC19 (eSignature Directive) to include electronic seals, time 
stamps, certificates for website authentication and electronic documents and delivery, and (3) 
laying down rules for use of these trust services in electronic transactions. Compared to the 
repealed eSignatures Directive, eIDAS introduces two significant changes:  

• It is an EU Regulation, and as such it is directly applicable in all Member States without 
the need for them, as a matter of principle, to transpose its provisions into national law, 
with a view of ensuring the uniform application of eIDAS. 

• While the eSignature Directive dealt only with data authentication (ensuring the message 
was really sent by the claimed sender), eIDAS includes entity authentication provisions 
(ensuring that the sender has the claimed identity).20 

eIDAS applies to notified Member State eID schemes and TSPs that are established in the EU as 
per Article 2(1) of eIDAS.  

eIDAS does not cover services used exclusively within closed systems as per Article 2(2), e.g. 
organisations’ intranets to manage internal procedures (eIDAS Recital 21). Besides, “[o]nly trust 
services provided to the public having effects on third parties should meet the requirements laid 
down in the Regulation”, as per Recital 21.  

Notably, eIDAS is not meant to affect rules governing the conclusion and validity of contracts 
between parties and e.g. “national form requirements pertaining to public registers, in particular 
commercial and land registers.”21 

 

5.2 Regulation (EU) 2016/679 (the GDPR) 
eIDAS makes express reference to the DPD.22 Article 5(2) mandates that all processing of 
personal data shall be carried out in compliance with personal data protection rules. Consequently, 
data protection requirements are one fundamental layer of requirements for both eID schemes 
and trust services.  

                                                 
18 eIDAS above n. 1 Art. 1; eIDAS follows a technology-neutral goal-oriented approach to perform these 
objectives: OIXGroup, International Identity Law & Policy Workshop (Report, 18 January, 2015), p. 5: “The 
eIDAS approach seeks to define an outcome without defining the process for achieving that outcome.” 
19 Council Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a 
Community framework for electronic signatures [1999] OJ L013/0012. 
20 Robert Zuccherato, 'Entity Authentication' in Henk C. A. van Tilborg and Sushil Jajodia (eds), 
Encyclopedia of Cryptography and Security (Springer US 2011), pp. 420-421. 
21 eIDAS above n. 1 Rec. 21. See also Art. 2(3).  
22 DPD above n. 10. 
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On 27 April 2016 the Commission adopted the GDPR23 that will substitute the existing DPD. The 
GDPR entered into force on 24 May 2016 but will become applicable from 25 May 2018. This 
deliverable deals with the GDPR as the most recent EU text on data protection. Since the GDPR 
is a regulation, it will be directly applicable, unless it allows Member States to adopt more specific 
rules.24 Because the DPD only bound Member States by its objectives, on occasion transpositions 
had been delayed and divergences still exist between Member States.25 

In order for the GDPR to apply, two types of conditions should be met: conditions relating to the 
material scope of the GDPR and conditions relating to its territorial scope.  

 

1. The material scope of the GDPR is mainly dependent upon the characterisation of 
personal data. Under Article 4(1) of the GDPR, personal data is “any information relating 
to an identified or identifiable natural person”. It is safe to assume that both eID schemes 
and trust services within the meaning of eIDAS are or will be processing personal data. By 
way of example, and by definition, an advanced electronic signature “is capable of 
identifying the signatory.”26 

2. The territorial scope of the GDPR is dealt with by Article 3: the GDPR is applicable when 
either the data controller or the processor (or both) are established27 in the Union, even if 

                                                 
23 GDPR above n. 11. 
24 Note that the GDPR allows Member States to determine specific conditions for certain data processing 
activities: see for example Art. 35(1),(4) about the appointment of a Data Protection Officer beside the three 
reasons provided, Art. 80(b) on the processing of national identification numbers, Art. 82 on data processing 
in employment, Art. 84 on processing by controllers subject to professional secrecy. See also Cedric Burton 
and others, 'The Final European Union General Data Protection Regulation' (2016) 15 PVLR 153, section 
13. Although during the ‘Trilogue’ negotiation that led up to the final text the EU Parliament proposed 
minimum standards for these discretions of Member States (see for example EU Parliament Committee on 
Employment and Social Affairs, Draft Opinion of the Committee on Employment and Social Affairs for the 
Committee on Civil Liberties, Justice and Home Affairs on the proposal for a regulation of the European 
Parliament and of the Council on the protection of individuals with regard to the processing of personal data 
and on the free movement of such data (General Data Protection Regulation) (COM(2012)0011 – C7-
0025/2012 – 2012/0011(COD) on 8 November 2012)), that proposal did not make it to the final text. It 
remains to be seen, therefore, if the leeway offered to Member States will lead to fragmentation of the data 
protection rules between states (for example the UK ICO notes that the discretion offered in Art. 82 might 
lead to a mandatory appointment of Data Protection Officers in Germany but not in the UK: Information 
Commissioner, 'ICO analysis of the Council of the European Union text of the General Data Protection 
Regulation' (2016) <https://ico.org.uk/media/1432420/ico-analysis-of-the-council-of-the-european-union-
text.pdf> accessed 18 October 2016, p. 7). 
25 Peter Hustinx, 'EU Data Protection Law - Current State and Future Perspectives ' (Ethical Dimensions of 
Data Protection and Privacy, Centre for Ethics, University of Tartu / Data Protection Inspectorate, Tallinn, 
Estonia, 9 January 2014) 
<https://secure.edps.europa.eu/EDPSWEB/webdav/site/mySite/shared/Documents/EDPS/Publications/Sp
eeches/2013/13-01-09_Speech_Tallinn_EN.pdf> accessed 18 September 2016, p. 5. 
26 eIDAS above n. 1 Art. 26(b). 
27 An ‘establishment’ is defined as any “effective and real exercise of activity through stable arrangements” 
regardless of the “legal form of such arrangements”: GDPR above n. 11 Rec. 22; see also Judgement of 4 
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the actual processing takes place elsewhere, or, when the data controller or processor are 
established elsewhere but they still process personal data of data subjects who are in the 
Union if one additional condition is met: either “the processing activities are related to the 
offering of goods or services, irrespective of whether a payment of the data subject is 
required, to such data subjects in the Union;”28 or “to the monitoring of their behaviour as 
far as their behaviour takes place within the Union”.29 As a result, as long as eID and trust 
services are targeting data subjects who are in the Union, the GDPR is applicable.  

 

5.3  Other laws 
While the following European laws might have some relevance for the purposes of regulating the 
activities of electronic identification and trust services, the trustworthiness requirements classified 
in section 6 are only based on eIDAS and the GDPR. This is because either these other laws set 
very high-level principles that are particularly relevant to prohibit (and not to set positive 
requirements) certain types of processing (e.g. primary EU law, the European Convention of 
Human Rights (ECHR)), or because they largely duplicate EU laws (e.g. the Convention 108), or 
because they are not applicable to services operating at the application level (e.g. the ePrivacy 
Directive), or because they are not applicable when privacy and data protection issues are at stake 
(e.g. the E-Commerce Directive), or because they contain requirements that are not directly 
related to privacy or data protection, security or confidentiality issues (e.g. the Services Directive) 
or because they are too sector specific (e.g. Directive on patients’ rights) or because precedence 
to eIDAS is given (e.g. NIS Directive). However, because they are important parts of the regulatory 
framework, they are worth mentioning as part of a background overview.  

 

 

 

 

                                                 
July 1985, Gunter Berkholz v Finanzamt Hamburg-Mitte-Altstadt 168/84 EU:C:1985:299 at para. 18 where 
the Court decided that for an establishment is required that “both human and technical resources necessary 
for the provision of particular services are permanently available”; Judgement of 13 May 2014, Google Spain 
SL and Google Inc. v Agencia Española de Protección de Datos (AEPD) and Mario Costeja González C-
131/12 EU:C:2014:317 at paras. 47 – 60 where the Court held that undertakings of a controller (in this 
instance a search engine) should be regarded an extension of the controller’s ‘establishment’ insofar as 
they perform processing of personal data “in the context of the commercial and advertising activity of the 
controller’s establishment on the territory of a Member State,” (at para. 57) which in this case involved 
advertising space among search results; and Judgement of 28 July 2016, Verein für 
Konsumenteninformation v Amazon EU Sàrl C-191/15 EU:C:2016:612 where the court affirmed that, as set 
in Weltimmo (Judgement of 1 November 2015, Weltimmo s.r.o. v Nemzeti Adatvédelmi és 
Információszabadság Hatóság C-230/14 EU:C:2015:639), the stability of the arrangement and the effective 
exercise of activities are criteria to determine the extent of an establishment (at para. 77). 
28 GDPR above n. 11 Rec. 80. 
29 Ibid. 
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5.3.1 Law of the European Union  

The EU legal system is hierarchical in nature. First come EU law’s primary sources, followed by 
secondary sources and case law.30 Autonomy of EU law as a separate legal system was confirmed 
in Van Gent31 and Costa v ENEL.32  

Primary sources of EU law are the founding Treaties (as amended now contained in the Lisbon 
Treaty under Articles 1 and 2 about the Treaty to the European Union (TEU) and the Treaty on 
the Functioning of the European Union (TFEU)) along with their Protocols and Annexes and the 
Charter of Fundamental Rights of the EU (EU Charter). Simply put supremacy of EU law means 
that in cases of conflict between EU law and national laws EU law prevails. Direct effect means 
that EU law creates rights and obligations for EU citizens that are enforceable before national 
courts.33  

Secondary sources of EU law are Regulations, Directives and Decisions that “the [EU] institutions 
shall adopt”,34 along with the rulings of the Court of Justice of the European Union (CJEU) which 
are also binding upon the Member States. Further Article 290 TFEU defines two types of non-
legislative acts, namely Delegated and Implementing Acts. These acts, though inferior to 
legislative acts,35 also have a binding nature. 

 

 

 

 

                                                 
30 If we were to perform a full analysis of the legal systems, there are several layers that come between and 
after the ones mentioned here: Overall it can be said that EU law can be divided into six layers, (1) Primary 
sources, (2) General principles of EU law, (3) External sources derived from international agreements, (4) 
Secondary sources, (5) Atypical acts, such as resolutions, deliberations or conclusions, and (6) the case 
law of the Court of Justice of the European Union. See for more Paul Craig and Cráinne de Búrca, EU Law: 
Text, Cases, and Materials (6th edn, Oxford University Press 2015) pp. 105-122. 
31 Judgement of 5 February 1963, Van Gent en Loos v Nederlandse Administratie der Belastingen C-26/62 
EU:C:1963:1, para. 3. 
32 Judgement of 15 July 1964, Costa v E.N.E.L. C-6/64 EU:C:1964:66, para. 3. 
33 The principles were confirmed by the CJEU in Van Gent v Netherlands above n. 31, para. 3; in Judgement 
of 17 December 1970, Internationale Handelsgesellschaft mbH v Einfuhr- und Vorratsstelle für Getreide und 
Futtermittel C-11/70 EU:C:1970:114, paras. 3-4. the Court stated that EU law enjoys primacy above national 
constitutional law (albeit objections have been raised, see for example the German Constitutional Court in 
its Judgement of 30 June 2009, Lisbon Judgement 2 BvE 2/08, 2 BvE 5/08, 2 BvR 1010/08, 2 BvR 1022/08, 
2 BvR 1259/08, 2 BvR 182/09); in Judgement of 9 March 1978, Smministrazione delle Finanze dello Stato 
v Simmenthal C-106/77 EU:C:1978:49 about enforcement of EU law by national courts at paras. 17-18. 
34 Art. 288 TEU, mentioning also Recommendations and Opinions. However the same provision explicitly 
states that recommendations and opinions have no binding force and therefore are not considered sources. 
Art. 249 TEC, which Art. 288 TEU replaced, was referring to the EU institutions as “the European Parliament 
acting jointly with the Council, the Council and the Commission”. 
35 Art. 289(3) TFEU: “legal acts adopted by legislative procedure shall constitute legislative acts” cf. with Art. 
290(2),(3) TFEU where the basis for adoption of the acts is not the Treaties but other secondary acts. 
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5.3.1.1 Article 16 of the Treaty on the Functioning of the European Union  

Article 16 TFEU, which replaced and expanded on the old Article 286, establishes an explicit right 
to data protection: 

 
1. Everyone has the right to the protection of personal data concerning them. 
2. The European Parliament and the Council, acting in accordance with the ordinary legislative 

procedure, shall lay down the rules relating to the protection of individuals with regard to the 
processing of personal data by Union institutions, bodies, offices and agencies, and by the 
Member States when carrying out activities which fall within the scope of Union law, and the 
rules relating to the free movement of such data. Compliance with these rules shall be subject 
to the control of independent authorities. 

The rules adopted on the basis of this Article shall be without prejudice to the specific rules laid 
down in Article 39 of the Treaty on European Union.36 

 
Article 16 introduced an explicit right to data protection in EU primary law, designed to be a central 
source of data protection within the EU. Article 16’s right to data protection is reinforced by the 
normative strength of the EU Charter37 of equal legal value to the TEU and TFEU.38 However, 
Article 16 allows for derogations,39 specifically in regards to foreign and security policies and police 
and judicial cooperation.40 

 

 

 

 

                                                 
36 Consolidated version of the Treaty on the Functioning of the European Union [2012] OJ C326/47 Title II 
“Provisions of general application” Art. 16. 
37 Charter of Fundamental Rights of the European Union [2012] OJ C326/0002. 
38 Art. 6 TEU; see below nn. 45-46 and accompanying text. Also note that Art. 16(1) TFEU is identical to 
Art. 8(1) of the EU Charter. 
39 Franziska Boehm, Information Sharing and Data Protection in the Area of Freedom, Security and Justice 
(Springer 2012), pp. 116 – 122. 
40 Foreign and security policy is governed by Art. 39 TEU, which derogates from Art. 16 by excluding the 
European Parliament as co-legislator. Further, Declaration 21 annexed to the TEU (Consolidated version of 
the Treaty on European Union [2012] OJ C326/347) acknowledges “that specific rules on the protection of 
personal data and the free movement of such data in the fields of judicial cooperation in criminal matters 
and police cooperation based on Article 16 of the Treaty on the Functioning of the European Union may 
prove necessary because of the specific nature of these fields.” There are also derogations for specific 
Member States so that Art. 16 TFEU will not always apply to them in judicial and police cooperation, such 
as Protocol 21 for the UK ([2012] OJ C326/295) and Ireland and Protocol 22 for Denmark ([2012] OJ 
C326/299). For a complete analysis see Hielke Hijmans and Alfonso Scirocco A, 'Shortcomings in EU Data 
Protection in the Third and the Second Pillars. Can the Lisbon Treaty be Expected to help?' (2009) 46 
Common Market Law Review 1485, pp. 1514-1524. 
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5.3.1.2 The Charter of Fundamental Rights of the European Union  

A right to data protection has also been included in the EU Charter,41 which entails certain rights 
for EU citizens and residents. Data protection as an independent fundamental right has been 
recognized by the EU legislature in Article 8 of the EU Charter,42 in addition to the right to privacy 
as provided for in its Article 7, which echoes the ECHR Article 8.43 The EU Charter applies to EU 
institutions and Member States when they implement EU law.44 It acquired binding legal status 
after the Treaty of Lisbon incorporated it into EU primary law.45  

Article 8 of the EU Charter reads as follows: 
 

Everyone has the right to the protection of personal data concerning him or her. 

Such data must be processed fairly for specified purposes and on the basis of the consent of the 
person concerned or some other legitimate basis laid down by law. Everyone has the right of access 
to data which has been collected concerning him or her, and the right to have it rectified. 

Compliance with these rules shall be subject to control by an independent authority.46 

 

Article 8(1) prohibits interference with the right to the protection of personal data whereas Article 
8(2) establishes that some interferences can be justified to further a certain number of public 
interests such as national security. Article 8 has been used by both the CJEU47 and national 
courts. The CJEU appears to have aligned its case law to that of the European Court of Human 
Rights (ECtHR),48 although on occasion it could appear even more restrictive.49  

Under Article 53 of the EU Charter, the constitutional autonomy of EU law cannot tolerate a 
lowering of the level of fundamental rights protection, meaning that Member States cannot adopt 

                                                 
41 EU Charter above n. 37. 
42 Evelien Brouwer and Frederik Zuiderveen Borgesius, 'Access to Personal Data and the Right to Good 
Governance during Asylum Procedures after the CJEU’s YS. and M. and S. judgment' (2015) 17 European 
Journal of Migration and Law 259, p. 269. 
43 See below section 5.3.2.2. 
44 EU Charter above n. 37 Art. 51(1). 
45 Treaty of Lisbon amending the Treaty on European Union and the Treaty establishing the European 
Community, signed at Lisbon, 13 December 2007 [2007] OJ C306/1 Art. 6(1). 
46 The article is being mirrored in the TFEU: TFEU above n. 36 Art. 16(1); the article can be invoked by 
individuals directly before national courts against a member state measure. 
47 See, for example, the recent Judgement of 6 November 2015, Schrems v Data Protection Commissioner 
C-362/14 EU:C:2015:650. 
48 See, e.g. Judgement of 29 January 2008, Productores de Música de España (Promusicae) v Telefónica 
de España SAU C-275/06 EU:C:2008:54, para. 51; Judgement of 5 October 2010, J. McB. v L. E. C-400/10 
EU:C:2010:582, para. 75; Judgement of 8 April 2014, Digital Rights Ireland and Kärntner Landesregierung 
v Minister for Communications, Marine and Natural Resources and Others Joined cases C-293/12 and C-
594/12 EU:C:2014:238, para. 48 on application of EU Charter Arts. 7 and 8. 
49 See e.g. Judgement of 8 April 2014, Digital Rights Ireland above n. 48. 
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national measures that adversely affect fundamental rights as recognised by EU law, the ECHR 
and Member States’ Constitutions.50 

 

5.3.1.3 Secondary legislation  

5.3.1.3.1 Directive 2016/1148 on security of network and information systems 

In 2001 the European Commission highlighted the importance of network and information 
security.51 A strategy for ‘a Secure Information Society’ was developed, whose main elements of 
security and resilience of ICT infrastructures were endorsed in Council Resolution 2007/068/01.52 
In 2013 the European Commission published the Cybersecurity Strategy of the European Union: 
An open, safe and secure cyberspace.53 The strategy along with an earlier online public 
consultation, led to a proposal for a Network and Information Security Directive54 (NIS Directive). 
The NIS Directive55 was adopted on 6 July 2016 and entered into force on 8 August 2016. Member 
States are required to transpose the NIS Directive into their national legislation by 9 May 2018.56  

The NIS Directive core objective is to achieve minimum regional harmonisation57 and to boost the 
functioning of the internal market by: 

 

                                                 
50 Judgement of 26 February 2013, Stefano Melloni v Ministerio Fiscal C-399/11 EU:C:2013:107, para. 60; 
see also Koen Lenaerts and José Antonio Gutiérrez-Fons, 'The Place of the Charter in the EU Constitutional 
Edifice' in Steve Peers and others (eds), The EU Charter of Fundamental Rights: A Commentary (1 edn, 
Nomos Verlagsgesellschaft mbH & Co. KG 2014), paras. 55 - 60. 
51 European Commission, Communication from the Commission to the Council, the European Parliament, 
the European Economic and Social Committee and the Committee of the Regions - Network and Information 
Security: Proposal for A European Policy Approach (COM/2001/0298 final, 6 June 2001), p. 6: “the Council 
together with the Commission will develop a comprehensive strategy on security of electronic networks 
including practical implementing action. This should be presented in time for the Göteborg European 
Council.” 
52 European Commission, Communication from the Commission to the European Parliament, the Council, 
the European Economic and Social Committee and the Committee of the Regions on Critical Information 
Infrastructure Protection - "Protecting Europe from large scale cyber-attacks and disruptions: enhancing 
preparedness, security and resilience (COM/2009/0149 final, 30 March 2009), p. 2. 
53 European Commission, Joint Communication to the European Parliament, the Council, the European 
Economic and Social Committee and the Committee of the Regions - Cybersecurity Strategy of the 
European Union: An Open, Safe and Secure Cyberspace (JOIN(2013)1 final, 7 February 2013). 
54 European Commission, Proposal for a DIRECTIVE OF THE EUROPEAN PARLIAMENT AND OF THE 
COUNCIL concerning measures to ensure a high common level of network and information security across 
the Union (COM/2013/048 final, 7 February 2013) fn. 1 and accompanying text. 
55 Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 concerning 
measures for a high common level of security of network and information systems across the Union [2016] 
OJ L194/1. 
56 Ibid, Art. 25(1). 
57 Ibid, Art. 1(1): “with a view to [achieve] a high common level of security of network and information systems 
within the Union”. 
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(a) Lay[ing] down obligations for all Member States to adopt a national strategy on the 
security of network and information systems; 

(b) creat[ing] a Cooperation Group in order to support and facilitate strategic 
cooperation and the exchange of information among Member States and to develop 
trust and confidence amongst them; 

(c) creat[ing] a computer security incident response teams network (‘CSIRTs network’) 
in order to contribute to the development of trust and confidence between Member 
States and to promote swift and effective operational cooperation; 

(d) establish[ing] security and notification requirements for operators of essential 
services and for digital service providers; 

(e) lay[ing] down obligations for Member States to designate national competent 
authorities, single points of contact and CSIRTs with tasks related to the security 
of network and information systems. 58 

 

The main provisions of the NIS Directive contain various security and notification requirements for 
‘Operators of Essential Services’59 (in Chapter IV) and ‘Digital Service Providers’60 (in Chapter V). 
However according to Article 1(7) if other sectorial EU legal acts prescribe requirements that are 
“at least equivalent in effect to the obligations laid down in this Directive” exist they will take 
precedence over the NIS Directive. More importantly, TSPs are specifically exempted and are 
subject instead to the security requirements of Article 19 eIDAS.61 Because eIDAS differentiates 
between eID schemes and trust services, it is not clear whether the NIS Directive applies to eIDs 
schemes. Because of this uncertainly and as security and notification requirements will be touched 
upon in Deliverable 2.8, the NIS Directive will be briefly mentioned.  

 

5.3.1.3.2 Directive 2002/58/EC on privacy and electronic communications 

The Directive 2002/58/EC (ePrivacy Directive)62 regulates information exchange through public 
electronic communication services and networks, including Internet access providers. The 
ePrivacy Directive, introduced in 2002 for the first time, aimed to protect confidentiality of 
communications, by imposing rules about processing of personal data in the electronic 
communications sector. It does not overstep the provisions of the DPD though – the ePrivacy 
Directive aims to particularise and complement the DPD in areas not covered by the DPD.63 

                                                 
58 Ibid, Art. 1(2). 
59 According to ibid Arts. 4(4), 5(2) and ANNEX II “a public or private entity” in relation to sectors of Energy, 
Transport, Banking, Financial Market infrastructures, Health, Drinking water supply and distribution or Digital 
Infrastructure which provide a service “essential for the maintenance of critical societal and/or economic 
activities;” “the provision of that service depends on network and information systems; and” “an incident 
would have significant disruptive effects on the provision of that service.” 
60 Which must provide a service of either an “Online marketplace”, an “Online search engine” or a “Cloud 
computing service”: ibid Art. 4(5) and (6) and ANNEX III. 
61 Ibid, Art. 1(3) and Rec. 7; it should be implied that in case of qualified TSPs they should be subject to Art. 
24 of eIDAS above n. 1 as well. 
62 ePrivacy Directive above n. 15. 
63 Ibid, Art. 1(2). 
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The ePrivacy Directive contains provisions such as the principle of the security of the processing 
(Article 4), the principle of confidentiality of communications (Article 5), legal bases for the 
processing of traffic data (Article 6), and location data other than traffic data (Article 9). In order to 
ensure consistency in implementation of the measures referred to in Article 4, under Article 4(5) 
the Commission has been given the power to adopt technical implementing measures concerning 
the circumstances, format and procedures applicable to the information and notification 
requirements referred to in that Article and has adopted a Regulation on 24 June 2013 for this 
purpose.64 

As mentioned the ePrivacy Directive applies to “the processing of personal data in connection with 
the provision of publicly available electronic communications services in public communications 
networks in the EU,”65 and, should not, therefore, apply to eID schemes and trust services,66 
although the CJEU in a very recent judgment formulated the principle of confidentiality of 
communications in very broad terms.67 On 10 January 2017 the Commission published the final 
draft for a proposed ePrivacy Regulation,68 which will replace the ePrivacy Directive. The proposal 
extends the domain rationae personae of the Directive and targets new players or over-the-top 
service providers, such as WhatsApp, Facebook Messenger and Skype.69 It also applies to 
Internet-of-things communications.70 It also tightens the protection against cookies and unsolicited 

                                                 
64 Commission Regulation (EU) No 611/2013 of 24 June 2013 on the measures applicable to the notification 
of personal data breaches under Directive 2002/58/EC of the European Parliament and of the Council on 
privacy and electronic communications [2013] OJ L173/2.  
65 Peter Carey, Data protection: a practical guide to UK and EU law (4th edn, Oxford University Press 
 2015), p. 271. 
66 See e.g. Lukas Feiler, ‘The Legality of the Data Retention Directive in Light of the Fundamental Rights to 
Privacy and Data Protection’ (2010) 1 European Journal of Law and Technology, pp. 2-3. 
67 Judgement of 21 December 2016, Tele2 Sverige AB and Secretary of State for the Home Department v 
Postoch telestyrelsen and Others Joined Cases C-203/15 and C-698/15, EU:C:2016:970 at paras. 85-89. 
68 European Commission, Proposal for a Regulation of the European Parliament and of the Council 
concerning the respect for private life and the protection of personal data in electronic communications and 
repealing Directive 2002/58/EC (Regulation on Privacy and Electronic Communications) (Text with EEA 
relevance) (COM(2017) 10 final, 10 January 2017) (ePrivacy Regulation proposal). 
69 The definition derives from Art. 2(4) of the proposed Electronic Communications Code, under which an 
‘electronic communication service’ is “a service normally provided for remuneration via electronic 
communications networks, which encompasses 'internet access service' as defined in Article 2(2) of 
Regulation (EU) 2015/2120; and/or 'interpersonal communications service'; and/or services 
consisting wholly or mainly in the conveyance of signals such as transmission services used for the 
provision of machine-to-machine services and for broadcasting, but excludes services providing, or 
exercising editorial control over, content transmitted using electronic communications networks and 
services;” (European Commission, Proposal for a DIRECTIVE OF THE EUROPEAN PARLIAMENT AND 
OF THE COUNCIL establishing the European Electronic Communications Code (Recast) (COM/2016/0590 
final/2, 12 October 2016)). The updated definition “encompasses not only internet access services and 
services consisting wholly or partly in the conveyance of signals but also interpersonal communications 
services, which may or may not be number-based, such as for example, Voice over IP, messaging services 
and web-based e-mail services.”: ePrivacy Regulation proposal above n. 68 p. 13. 
70 ePrivacy Regulation proposal above n. 68 p. 14: “[T]his Regulation should apply to the transmission of 
machine-to-machine communications”. 
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communications by aligning the definition of consent with that of the GDPR, introducing a tiered 
framework for sanctions and merging governance mechanisms with those of the GDPR.71 
Because this proposal was issued only very recently, it will be examined in more details in 
Deliverable 2.8.  

 

 

5.3.1.3.1 Directive 2000/31/EC on electronic commerce 

The objective of the e-Commerce Directive is to create a legal framework for certain legal aspects 
of e-commerce in the internal market. Its scope covers Information Society Services72 and 
provides for free movement of electronic services within the internal market. Free movement is 
subject to two conditions, the principle of the country of origin73 – by which each Member State 
needs to apply its national rules and provisions to services established in its territory – and the 
free movement of services – no restrictions should be put on the freedom to provide information 
society services to other Member States, unless such restrictions are necessary for public policy, 
protection of public health, public security or the protection of consumers.74  

The e-Commerce Directive contains more specific provisions, such as obligations of information75 
and liability of intermediaries,76 but it is only applicable to information society services.  

The definition of information society services has been discussed in several court cases. The 
definition under Article 2(a)77 covers services which are (1) provided at a distance, (2) by means 
of electronic equipment for the processing and storage of data (3) at the individual request of a 
recipient of services and (4) normally in return for remuneration. The satisfaction of these 
requirements has been tested against different types of Internet services, from marketplaces to 

                                                 
71 Arts. 8, 9, 16, 18 and 23 of the ePrivacy Regulation proposal above n. 68. 
72 Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal 
aspects of information society services, in particular electronic commerce, in the Internal Market ('Directive 
on electronic commerce') [2000] OJ L 178/0001 Art. 2. 
73 Ibid, Art. 3(1). 
74 Ibid, Art. 3(4). 
75 Ibid, Art. 5. 
76 Ibid, Arts. 12-14. 
77 which refers to Directive 98/34/EC of the European Parliament and of the Council of 22 June 1998 laying 
down a procedure for the provision of information in the field of technical standards and regulations [1998] 
OJ L 204 Art. 1(2) as amended by Directive 98/48/EC. 
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newspapers and search engines,78 with the most recent case deciding that the ancillary provision 
to the public of an access to a Wi-Fi network is an information society service.79 

Importantly, the e-commerce Directive has a limited scope of application, and it does not seem to 
apply to issues covered by the GDPR. Article 1(5)(b) of the e-Commerce Directive states that its 
scope will not apply to “questions relating to information society services covered by Directives 
95/46/EC”. Further, the material scope of the GDPR is defined in Article 2(4) as “without prejudice 
to the application of Directive 2000/31/EC, in particular of the liability rules of intermediary service 
providers in Articles 12 to 15 of that Directive.” This is repeated in Recital 21, where it is clarified 
that the role of the e-Commerce Directive is “to contribute to the proper functioning of the internal 
market by ensuring the free movement of information society services between Member States.” 
It is therefore unclear whether the liability exemptions to be found in the e–Commerce Directive 
could be applied even in case of data protection violations as Article 82 of the GDPR provides that 
“[a]ny person who has suffered material or non-material damage as a result of an infringement of 
this Regulation shall have the right to receive compensation from the controller or processor for 
the damage suffered.” 

 

 

5.3.1.3.2 Directive 2006/123/EC on services in the internal market 

The Directive 2006/123/EC (Services Directive) 80 aims to facilitate the functioning of the EU single 
market for services in the context of cross-border transactions. The directive sets general 

                                                 
78 In Judgement of 23 March 2010, Google France SARL v Louis Vuitton Malletier SA and Others Joined 
cases C-236/08 to C-238/08 EU:C:2010:159 the Court found that a referencing service provider transmits 
information from the recipient of that service (3) over a communication network accessible to the Internet 
users (1) and stores certain data (2) for profit (4) and therefore includes all the necessary features to be 
classified as an information service provider. It also held that a conduct that is “merely technical, automatic 
and passive pointing to a lack of knowledge or control of the data which it stores” is not sufficient to justify 
having knowledge or control – which is required to exempt liability for Information Service Providers under 
Art. 14. (at paras. 53-57, 105); cf. Judgement of 12 July 2011, L'Oréal SA v eBay International AG C-324/09 
EU:C:2011:474 where the Court held that online marketplaces play an active role which gives them 
knowledge or control over the data and, therefore, cannot claim the liability exemption of Art. 14(1) (paras. 
107-124); also Judgement of 11 September 2014, Papasavvas v O Fileleftheros C-291/13 EU:C:2014:2209 
where the Court held that remuneration might be provided indirectly by commercial advertisements and an 
online newspaper which is freely accessible should still be considered an information society service (paras. 
26—30). 
79 Judgement of 15 September 2016, Tobias Mc Fadden v Sony Music Entertainment Germany GmbH C-
484/14 EU:C:2016:689 where the Court found no reason not to qualify a free Wi-Fi network while in the 
context of an economic activity as a service of an economic nature (paras. 36-50). The service does not 
have to be provided for direct remuneration; it suffices that it is used to attract customers and therefore is 
considered part of an economic activity (para. 44-47). 
80 Directive 2006/123/EC of the European Parliament and of the Council of 12 December 2006 on services 
in the internal market [2006] OJ L376. 
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principles, but sectorial EU acts can derogate from them.81 This Directive does not cover privacy 
and data protection issues.82  

Under the Services Directive, Member States need to review their authorisation schemes83 and 
make them compliant with Articles 9-13 of the Services Directive. As per CJEU case law,84 and 
now under Article 9 “Member States shall not make access to a service activity or the exercise 
thereof subject to an authorisation scheme unless” three conditions are met: the scheme is not 
discriminatory, it is justified by an overriding reason relating to the public interest, and “the 
objective pursued cannot be attained by means of a less restrictive measure, in particular because 
an a posteriori inspection would take place too late to be genuinely effective.” 

The most relevant article is Article 8(1) on how public bodies and local government should deliver 
electronic public services: “Member States shall ensure that all procedures and formalities relating 
to access to a service activity and to the exercise thereof may be easily completed, at a distance 
and by electronic means, through the relevant point of single contact and with the relevant 
competent authorities.”85  

Pursuant to Commission Decision 2009/767/EC,86 Member States were required to set up national 
‘trusted lists’ “containing the minimum information related to the certification service providers 
                                                 
81 Ibid, Art. 3(1): “If the provisions of this Directive conflict with a provision of another Community act 
governing specific aspects of access to or exercise of a service activity in specific sectors or for specific 
professions, the provision of the other Community act shall prevail and shall apply to those specific sectors 
or professions.” 
82 The freedom to provide services, which is detailed in Art. 16, does not apply under Art. 17(3) to “matters 
covered by Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the 
protection of individuals with regard to the processing of personal data and on the free movement of such 
data;” whereas under Art. 43 “[t]he implementation and application of this Directive and, in particular, the 
provisions on supervision shall respect the rules on the protection of personal data as provided for in 
Directives 95/46/EC and 2002/58/EC.” 
83 An ‘authorisation service’ is “any procedure under which a provider or recipient is in effect required to take 
steps in order to obtain from a competent authority a formal decision, or an implied decision, concerning 
access to a service activity or the exercise thereof;”: Art. 4(6) Services Direcitve above n. 80. 
84 Judgment of 20 February 2001, Asociación Profesional de Empresas Navieras de Líneas Regulares 
(Analir) and Others v Administración General del Estado C-205/99, EU:C:2001:107, paras. 13-40. 
85 Points of Single Contact were the product of Committees related to the Services Directive: see 
Commission Decision 2011/130/EU of 25 February 2011 establishing minimum requirements for the cross-
border processing of documents signed electronically by competent authorities under Directive 
2006/123/EC of the European Parliament and of the Council on services in the internal market (notified 
under document C(2011) 1081) (Text with EEA relevance) [2011] OJ L53/66; Commission Implementing 
Decision 2014/148/EU of 17 March 2014 amending Decision 2011/130/EU establishing minimum 
requirements for the cross-border processing of documents signed electronically by competent authorities 
under Directive 2006/123/EC of the European Parliament and of the Council on services in the internal 
market (notified under document C(2014) 1640) Text with EEA relevance [2014] OJ L80/7. 
86 Commission Decision 2009/767/EC of 16 October 2009 setting out measures facilitating the use of 
procedures by electronic means through the ‘points of single contact’ under Directive 2006/123/EC of the 
European Parliament and of the Council on services in the internal market (notified under document C(2009) 
7806) (Text with EEA relevance) [2009] OJ L299/18; updated by Commission Implementing Decision 
2013/662/EU of 14 October 2013 amending Decision 2009/767/EC as regards the establishment, 
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issuing qualified certificates to the public who are supervised/accredited by them,”87 with a view 
of facilitating cross-border use.88  

eIDAS provides a special framework for cross-border eID and trust services, which builds upon 
that of the Services Directive and replaces it.89 It expands on the Services Directive’s national 
Trusted List requirement by updating the information contained in them (to include, for example, 
the distinction between qualified and non-qualified TSP). The online location of the national lists 
is included in a Commission’s list of Trusted Lists,90 published in at least a machine-readable 
format, but may also contain a human readable format.91 

 

5.3.1.3.3 Directive 2011/24/EC on patients’ rights 

The Patients’ Rights Directive aims to regulate cross-border health care provision, by detailing 
European patients’ rights such as the right to access one’s health record,92 receive medical care 
in foreign Member States and make use of e-Prescriptions.93 The Patients’ Rights Directive 
together with Directive 2005/36/EC on professional qualifications, which sets up a system for 
cross-border recognition of qualifications, including medical titles, form the basis for provision of 
e-Health across Member States.  

The Commission has published guidelines about e-Health provision which might be relevant in 
case an eID or trust service system accesses medical data. According to the guidelines of the 
eHealth Network on ‘Minimum/Non-exhaustive patient summary dataset’ – which are not binding 
– a ‘Patient summary’ is an identifiable dataset of essential and understandable health information 
to be exchanged in cross-border patient care and that should include in its basic form: 

• A national healthcare patient ID: a country ID unique to the patient in that country that 
enables the univocal identification of the patient; 

• Full name; 

• Date of birth; 

                                                 
maintenance and publication of trusted lists of certification service providers supervised/accredited by 
Member States (notified under document C(2013) 6543) Text with EEA relevance [2013] OJ L306/21. 
87 Commission Decision 2009/767/EC above n. 86 Art. 2(1). 
88 Ibid, Rec. 4. 
89 The limited existing case law on conflicts of the Services Directive with other legislation suggests 
conflicting rules prevail over the Directive: Judgement of 19 June 2008, Commission of the European 
Communities v Grand Duchy of Luxemburg C-319/06 EU:C:2008:350, para. 23. 
90 eIDAS above n. 1 Art. 22(4) and Commission Implementing Decision (EU) 2015/1505 of 8 September 
2015 laying down technical specifications and formats relating to trusted lists pursuant to Article 22(5) of 
Regulation (EU) No 910/2014 of the European Parliament and of the Council on electronic identification and 
trust services for electronic transactions in the internal market (Text with EEA relevance) [2015] OJ L235/26. 
Note that Trusted Lists contain information only on trust services and not on notified eID schemes. 
91 Commission Implementing Decision (EU) 2015/1505 above n. 90 Art. 4(3),(4). 
92 Directive 2011/24/EU of the European Parliament and of the Council of 9 March 2011 on the application 
of patients’ rights in cross-border healthcare OJ L 88/45 Art. 25. 
93 Ibid, Art. 56. 
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• Gender 

The extended dataset could include other identifiers such as address, telephone numbers and 
email and insurance numbers.94 Member States shall have the right to choose freely the way they 
implement Patient Summary data systems and whether they should adopt such guidelines in 
national legislation. 95 As health data is as a matter of principle personal data, “Member States 
shall ensure that communication of identifiable personal health data is subject to secure 
communication and end-to-end security measures”.96 Along the same lines, the ePrescription 
Dataset includes full name, date of birth, gender and a machine-readable personal identifier that 
is unique to the patient.97 

 
5.3.2 Law of the Council of Europe  

The Council of Europe (CoE) is an international organisation created in 1949, which today has 47 
member States. Its purpose is to achieve European unity “by agreements and common action in 
economic, social, cultural, scientific, legal and administrative matters and in the maintenance and 
further realisation of human rights and fundamental freedoms.”98 Legal co-operation, social, 
cultural and scientific affairs are central parts of the CoE’s activity, which led to the CoE playing a 
significant role in the area of human rights.  

 

5.3.2.1 Convention 108 

Convention 10899 is an international treaty of the CoE, enacted in 1981 and entered into force on 
1 October 1985. The Committee of Ministers of the CoE had adopted various resolutions for the 
protections of personal data during the 1970s, usually referring to Article 8 of the ECHR.100 After 
its enactment in 1981, Convention 108 was and still remains the only legally binding international 
instrument on data protection. Convention 108 deals specifically with data protection and is open 

                                                 
94 eHealth Network, 'Guidelines on Minimum/Non-exhaustive Patient Summary Dataset for Electronic 
Exchange in Accordance with the Cross-Border Directive 2011/24/Eu ' (2013) 
<http://ec.europa.eu/health/ehealth/docs/guidelines_patient_summary_en.pdf> accessed 10 September 
2016 Art. 6 and Table 2. 
95 Ibid, Art. 13. 
96 Ibid, Art. 11(2). 
97 eHealth Network, 'Guidelines on ePrescriptions Dataset for Electronic Exchange under Cross-Border 
Directive 2011/24/EU' (2014) <http://ec.europa.eu/health/ehealth/docs/eprescription_guidelines_en.pdf> 
accessed 10 September 2016 Annex C. 
98 Statute of the Council of Europe [1949] 87 U.N.T.S. 103, E.T.S. 1 Art. 1. 
99 Council of Europe, Convention for the Protection of Individuals with regard to Automatic Processing of 
Personal Data, as amended by the Additional Protocol of 2001 [1981] ETS 108. 
100 See section 5.3.2.2; Council of Europe, Committee of Ministers (1973), Resolution (73) 22 on the 
protection of the privacy of individuals vis-à-vis electronic data banks in the private sector (26 September, 
1973); Council of Europe, Committee of Ministers (1974), Resolution (74) 29 on the protection of the privacy 
of individuals vis-à-vis electronic data banks in the public sector (20 September 1974). 
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for signature by countries outside of the 47 States that are members of the CoE.101 An invitation 
to accede has been extended to Uruguay, Cabo Verde, Mauritius, Morocco, Senegal and 
Tunisia.102  

Convention 108 contains high-level rules on the automated processing of personal data that do 
not create, though, rights for individuals.103 The Convention is not directly applicable against 
private parties; it instead obliges States that have acceded to it to implement in their legal 
frameworks the protections that it provides while offering a certain degree of leeway to take into 
account the peculiarities of individual legal systems.104 Convention 108 is applicable to both the 
private and the public sector when they process personal data.  

In its Chapter II Articles 4 – 11 Convention 108 establishes basic principles for data protection,105 
with its Article 5 providing that personal data for automated processing must be: 

 
a. obtained and processed fairly and lawfully; 

b. stored for specified and legitimate purposes and not used in a way incompatible with those 
purposes; 

c. adequate, relevant and not excessive in relation to the purposes for which they are stored; 

d. accurate and, where necessary, kept up to date; 

e. preserved in a form which permits identification of the data subjects for no longer than is 
required for the purpose for which those data are stored.106 

 

                                                 
101 Consultative Committee [ETS NO. 108], 24th Plenary of the Consultative Committee of the Convention 
for the Protection of Individuals with regard to Automatic Processing of Personal Data (T-PD) (Meeting 
Report, Strasbourg, 13-14 March, 2008) at paras. 49 – 54. 
102 Consultative Committee [ETS NO. 108], Opinion on Uruguay's request to be invited to accede to 
Convention 108 and its additional Protocol (T-PD(2011)08rev, 26 May, 2011) (Invitation to accede on 6 July 
2011); Consultative Committee [ETS NO. 108], Convention for the protection of Individuals with regard to 
Automatic Processing of Personal Data (ETS No. 108) - Request by the Kingdom of Morocco to be invited 
to accede (GR-J(2013)3, 10 December, 2012) (Invitation to accede on 30 January 2013); Consultative 
Committee [ETS NO. 108], Opinion of the request for accession of Mauritius (T-PD(2014)10, 18 December, 
2014) (Invitation to accede on 1 April 2015); Consultative Committee [ETS NO. 108], Opinion on the request 
for accession of Senegal (T-PD(2015)05, 22 May, 2015) (Invitation to accede on 1 July 2015); Consultative 
Committee [ETS NO. 108], Opinion on the request for accession of Tunisia (T-PD(2015)14, 15 October, 
2015) (Invitation to accede on 2 December 2015). 
103 Council of Europe Convention 108, Explanatory Report to the Convention for the Protection of Individuals 
with regard to Automatic Processing of Personal Data (Strasbourg, 28 January, 1981) at para. 38. 
104 Council of Europe Convention 108 above n. 99 Art. 3; Council of Europe Convention 108, Explanatory 
Report to the Convention for the Protection of Individuals with regard to Automatic Processing of Personal 
Data above n. 103 at para. 39. 
105 Among others ‘Quality of Data’ (Art. 5), ‘Special categories of Data’ (Art. 6), ‘Data security’ (Art. 7), 
‘Additional safeguards for the data subject’ (Art. 8). 
106 Council of Europe Convention 108 above n. 99 Art. 5. 
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Convention 108 also seeks to regulate trans-border data flows107 by imposing certain restrictions 
on transfers to States that have not acceded to Convention 108 and do not provide equivalent 
protection.108  

Convention 108 has played a key role in the development of data protection as a fundamental 
right.109 It is often referred to in the deliberations of the ECtHR.110 The European Union seems to 
consider that Convention 108 could become the global privacy treaty, and has committed to 
ensure that EU law is consistent with relevant conventions of the CoE.111 The recent GDPR notes 
in Recital 105 that a country’s accession to the Convention should be taken into account when the 
Commission takes adequacy decisions.112  

The CoE has started a process of modernisation of Convention 108 in order to update it in light of 
the technological, social and economic changes that have occurred since its adoption. An ad hoc 
Committee on Data Protection113 has been set up with the task to finalise the proposed 
modernisation of Convention 108. The committee has produced a working document114 with the 
modernisation proposals and the reservations expressed by the EU and Russia. On 16 June 2016 
the ad hoc Committee finalised the draft amending Protocol,115 which now awaits examination by 
the Committee of Ministers. 116 In the meantime, the CoE has published its guidelines on Big Data, 

                                                 
107 Which are in principle free for States that have ratified the Convention – Council of Europe Convention 
108 above n. 99 Art. 12. 
108 In its Additional Protocol Art. 2. 
109 See sections 5.3.1.2 and 5.3.2.2. 
110 Amann v Switzerland (Application 27798/95) [2000] ECHR 88, (2000) 30 EHRR 843, ECHR 2000-II, 
para. 65; Rotaru v Romania (Application 28341/95) (2000) 8 BHRC 449; [2000] ECHR 28341/95, para. 43. 
111 Memorandum of Understanding between the Council of Europe and the European Union (May, 2007), 
paras. 24: legal co-operation should be developed with “a view to ensuring coherence between Community 
and European Union law and the standards of Council of Europe conventions”. 
112 GDPR above n. 11 Rec. 105: “[T]he third country's accession to the Council of Europe Convention of 28 
January 1981 for the Protection of Individuals with regard to the Automatic Processing of Personal Data and 
its Additional Protocol should be taken into account.” 
113 The Committee was established by the Council of Europe, Committee of Ministers, Terms of reference 
of the Ad hoc Committee on Data Protection (CAHDATA) (CM/Del/Dec(2013)1176/51 Appendix 25E, 12 
July 2013). 
114 Ad Hoc Committee On Data Protection, Working Document: Consolidated version of the modernisation 
proposals of Convention 108 with reservations (CAHDATA(2016)01, 3 May 2016). 
115 Ad Hoc Committee On Data Protection, Working document containing the draft Protocol and highlighting 
reservations that have been made thereon. (September 2016). 
116 In its last meeting the Committee discussed the reservations expressed by the EU and Russia (Ad Hoc 
Committee On Data Protection, Abridged Report (CAHDATA(2016)RAPAbr, 16 June 2016) p.4 and 
Appendix 3); however it was unable to reach an agreement and the Committee will submit its report to the 
Committee of Ministers which will decide on the next steps (Data Protection Officer of Cyprus, '4th meeting 
of the ad hoc Committee CAHDATA of the Council of Europe - Modernisation of Convention 108 - 
21/06/2016' ([in Greek] 21 June 2016) 
<http://www.dataprotection.gov.cy/dataprotection/dataprotection.nsf/All/6FF37D592B38DBC5C2257FD90
030BD25> accessed 10 December 2016). 
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highlighting among others the importance of pseudonymisation, privacy and data protection by 
design.117  

 

 

5.3.2.2 The ECHR 

The ECHR is an international treaty administered by the CoE. Its territorial scope covers all 47 
states that are members of the CoE and, as such, covers a broader territory than that of the EU 
instruments. Its aim is to protect human rights and fundamental freedoms within Europe. The 
ECHR encompasses data protection in its protection of privacy as a fundamental right. Article 8 
of the ECHR states: 

 

Everyone has the right to respect for his private and family life, his home and his 
correspondence. 

There shall be no interference by a public authority with the exercise of this right except such 
as is in accordance with the law and is necessary in a democratic society in the interests of 
national security, public safety or the economic well-being of the country, for the prevention of 
disorder or crime, for the protection of health or morals, or for the protection of the rights and 
freedoms of others.118 

 

The ECtHR has interpreted the right to privacy under Article 8 in a generous way and considers 
the ECHR as a ‘living instrument’,119 which allows the Court to apply it to unforeseen situations 
and present-day conditions. The ECtHR considers data protection as paramount for the protection 
of private and family life under Article 8, protection which should be “practical and effective.”120 As 
a result the ECtHR has extended the application of the right to privacy to new technologies such 
as networked communications through the Internet.121 

                                                 
117 Consultative Committee [Convention 108], Guidelines on the Protection of Individuals with Regard to the 
Processing of Personal Data in a World of Big Data (T-PD(2017)01, Strasbourg, 23 January 2017) p. 4. 
118 Council of Europe, European Convention for the Protection of Human Rights and Fundamental 
Freedoms, as amended by Protocols Nos. 11 and 14 [1950] ETS 5 Art. 8. 
119 Tyrer v United Kingdom (Application 5856/72) [1978] ECHR 2; (1980) 2 EHRR 1, para. 31. 
120 Goodwin and Liberty (intervening) v United Kingdom (Application 28957/95) ECHR 2002-VI, para. 74; 
LL v France (Application 7508/02) (2006) ECHR 2006-XI; 50 EHRR 834, para. 43; S and Marper v United 
Kingdom (Application 30562/04) (2008) IHRL 2882 (ECHR 2008), para. 103; I v Finland (Application 
20511/03) [2008] ECHR 20511/03, para. 38 (where the court held that personal information relating to a 
patient undoubtedly belong to their private life and therefore Art. 8 ECHR is applicable); Biriuk v Lithuania 
(Application 23373/03) [2008] ECHR 23373/03, para. 39. 
121 As done, for example, in Verlagsgruppe News GmbH v Austria (Application 59631/09) [2007] EMLR 413 
where the Court held that storage of images about a person on a communal or social website violates their 
private and family life (at paras. 86 and 89-90); Copland v United Kingdom (2007) 45 EHRR 858 where the 
Court held that mere storing of data from an employee's use of telephone, e-mail or Internet use amounts 
to an interference with Article 8, even if data are not disclosed or used (at paras. 45-46 and 48); Segerstedt-
Wiberg and Others v Sweden (Application 62332/00) [2006] ECHR 597 at paras. 91-92, where the Court 
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The ECtHR jurisprudence appears to be of increasing relevance in the EU after the inclusion of 
Article 6(2) in the TEU which provides that the EU “shall accede” to the ECHR122 and Article 6(3) 
of the TEU referring to the rights guaranteed by the ECHR as general principles of EU law. The 
CJEU thus closely monitors ECtHR’s case law123 (and vice versa). 
 

                                                 
decided that informaton on Secret Police registers constitute data pertaining to 'private life' even if they 
include information that were public; Sciacca v Italy (Application 50774/99) (2006) 43 EHRR 400 where the 
Court held that images or videos that contain a person's image fall within the scope of Art. 8 (at para. 29); 
Goodwin v UK above n. 120 at para. 62 about the necessary safeguards to secret surveillance services of 
States; PG and JH v the United Kingdom (Application 44787/98) [2001] Po LR 325, [2002] Crim LR 308, 
(2008) 46 EHRR 51, Times 19-Oct-2001, 44787/98, [2001] ECHR 550, [2001] ECHR 44787/98, ECHR 2001 
IX at para. 57 about files gathered by security services, irrespectful of the method of gathering, fall within 
the scope of Art. 8; Rotaru v Romania above n. 110 at paras. 43 - 44 on the same subject (surveillance) by 
convert methods; M.N. and Others v San Marino (Application 28005/12) [2015] ECHR nyr at paras. 53 and 
80-81 where the Court held that banking data are personal data and surveillance of email communication 
about them breaches Art. 8; Bărbulescu v Romania (Application 61496/08) [2016] ECHR 61 (Chamber 
judgment where the Court held that monitoring of Internet use by employers during working hours was 
limited in scope and proportionate and was justified under Art. 8(2) of the ECHR (paras. 57-60); Szabó And 
Vissy v Hungary (Application 37138/14) [2016] ECHR 579 at para. 53: "Given the technological advances 
[...] the potential interferences with email, mobile phone and Internet services [...] attract the Convention 
protection of private life even more". 
122 Such accession has not happened yet. On 18 December 2014 the CJEU halted the process by delivering 
a ruling that the draft agreement was incompatible with EU law (Opinion of 18 December 2014, Opinion 
pursuant to Article 218(11) TFEU - Draft international agreement - Accession of the European Union to the 
European Convention for the Protection of Human Rights and Fundamental Freedoms - Compatibility of the 
draft agreement with the EU and FEU Treaties (Opinion of the Full Court) Opinion 2/13, EU:C:2014:2454, 
paras. 179-248). 
123 Opinion of 28 March 1996 Accession by the Community to the European Convention for the Protection 
of Human Rights and Fundamental Freedoms Opinion 2/94, EU:C:1996:140, paras. 27, 33 – 34. 
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6. Classification of legal requirements in relation to activities 
6.1 Classification of trustworthiness requirements  

The background picture drawn in section 5 justifies at this stage focusing upon two key pieces of 
EU legislation, eIDAS and the GDPR, in an attempt to formulate trustworthiness requirements 
relevant for both eID and trust services.  

Because for the creation of a Trust Model, be it at a national or international level, it is important 
to identify key actors, their roles, duties and rights and ultimately map relationships between them, 
we have classified the trustworthiness requirements of each layer according to their ratio legis124 
in an attempt to make these actors, roles, duties and rights and ultimately relationships clearly 
emerging out of the legal framework. Ratio legis refers to the underlying reason or purpose that 
law makers aim to serve when adopting or delivering a specific norm, rule, act or tribunal decision. 
Deriving the ratio legis of a law allows its interpreter to adapt it over time, so as to solve issues not 
clearly foreseen by a statute for example.  

Such a preliminary exercise is necessary to then be able to model mechanisms of trust creation 
and maintenance125 at a second stage (which is the objective of Deliverable 2.5). Crucially, it helps 
to identify zones of potential clashes between the two layers of requirements.  

Generally speaking, trustworthiness requirements can be classified in the following way:  

 

1. Legal bases:  

Legal bases as a set of requirements is only relevant for the GDPR and covers the list of grounds 
capable of justifying specific personal data processing activities. The presence of such a set of 
requirements can be explained by the fact that the GDPR sets common principles for all sectors, 
whereas eIDAS is a sectorial piece of legislation, which could be conceived in conjunction with its 

                                                 
124 For a definition of ‘ratio legis’ and its role in legal reasoning, see in general María José Falcón y Tella, 
Case law in Roman, Anglosaxon and continental law (Martinus Nijhoff Publishers 2011); Aharon Barak, 
Purposive interpretation in law (Princeton University Press 2007); Robert Brandom, Between saying and 
doing: Towards an analytic pragmatism (Oxford University Press 2008); Robert Brandom, Making It Explicit. 
Reasoning, Representing, and Discursive Commitment (Harvard University Press 1994). See also 
Judgement of 12 November 1969, Erich Stauder v City of Ulm - Sozialamt C-29/69 EU:C:1969:57 where 
the Court held that uniform interpretation of the law “requires that it be interpreted on the base of both the 
real intention of its author and the aim he seeks to achieve” (at para. 3). 
125 Various trust models exist in the literature, each relying on different aspects of trust: see related Catholijn 
M. Jonker and Jan Treur, 'Formal Analysis of Models for the Dynamics of Trust Based on Experiences' in 
Francisco J. Garijo and Magnus Boman (eds), Multi-Agent System Engineering: 9th European Workshop 
on Modelling Autonomous Agents in a Multi-Agent World, MAAMAW’99 Valencia, Spain, June 30 – July 2, 
1999 Proceedings (Springer Berlin Heidelberg 1999), pp. 221-222; L. Mui, M. Mohtashemi and A. 
Halberstadt, 'A computational model of trust and reputation' (System Sciences, 2002 HICSS Proceedings 
of the 35th Annual Hawaii International Conference on, 7-10 Jan. 2002 2002); Miquel Montaner and others, 
'Developing trust in recommender agents' (Proceedings of the first international joint conference on 
Autonomous agents and multiagent systems: part 1), pp. 189-190. 
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implementing acts as a legal basis of its own in some cases, e.g. when it provides for a minimum 
dataset to be transmitted.126  

 
2. Quality:  

Quality requirements capture requirements that place quality constraints on the way operations, 
including the processing of data, necessary for the purposes of identification and authentication 
(for eID schemes) or creation, verification, validation and preservation of the products of trust 
services (for trust services) shall be conducted, to the exclusion of security requirements.  

 

3. Governance: 

Governance requirements capture requirements relating to “the processes of interaction and 
decision-making among the actors involved”127 in the provision of eID and trust services to end 
users. These requirements therefore relate to the number and roles of actors involved in the 
process of service provisions to end users.  

 

4. Administrative: 

Administrative requirements capture requirements relating to the internal administration and 
management of eID providers and TSPs and their members of staff. They cover for example 
obligations in relation to record keeping, up to date termination plans and the operation of 
databases for certificates.128  

 
5. Security: 

Security requirements capture requirements relating to organisational and technical measures eID 
providers and TSPs have to put in place in order to ensure the security of their services, including 
the ‘trustworthiness’ of their services within the meaning of eIDAS. Our working definition of 
                                                 
126 Commission Implementing Regulation (EU) 2015/1501 of 8 September 2015 on the interoperability 
framework pursuant to Article 12(8) of Regulation (EU) No 910/2014 of the European Parliament and of the 
Council on electronic identification and trust services for electronic transactions in the internal market (Text 
with EEA relevance) [2015] OJ L235/1 ANNEX. 
127 “the processes of interaction and decision-making among the actors involved in a collective problem that 
lead to the creation, reinforcement, or reproduction of social norms and institutions.” Marc Hufty, 
'Investigating Policy Processes: The Governance Analytical Framework (GAF)' in Urs Wiesmann and Hans 
Hurni (eds), Research for Sustainable Development: Foundations, Experiences, and Perspectives 
(Geographica Bernensia 2011), p. 405; Rene Kemp, Saeed Parto and Robert B. Gibson, 'Governance for 
Sustainable Development: Moving from Theory to Practice' (2005) 8 IntJ Sustainable Development 12, p. 
17 “Governance structures organise negotiation processes, determine objectives, influence motivations, set 
standards, perform allocation functions, monitor compliance, impose penalties, initiate and/or reduce 
conflict, and resolve disputes among actors”; Adrian Smith, Andy Stirling and Frans Berkhout, 'The 
governance of sustainable socio-technical transitions' (2005) 34 Research Policy 1491, p. 1498: 
“[Governance] involves interaction between actors in networks”. 
128 Note that one duty or right could have several dimensions, e.g. a duty to conduct audits could be 
classified under both governance and administration.  



Future Trust Services for Trustworthy Global Transactions  
Deliverable 2.7 State of the art in relation to privacy and data protection 
requirements (preliminary report) 
 
 

Document name: 2.8 Legal foundations of trust and trustworthiness Page: 37 of 93 

Reference: D2.7 Dissemination: PU/CO Version: 2.2 Status: Discussion 
document 

 

trustworthiness as mentioned at the beginning of this document is thus broader than eIDAS 
terminology.  

 

6. Third parties’ rights (or data subjects’ rights): 

Third parties’ rights’ requirements capture requirements relating to obligations imposed on 
providers that directly benefit third parties, who are then entitled to expect from providers a specific 
performance and thereby assert rights against these providers. These includes for example rights 
to information, to the benefit of relying parties against TSPs, or to the benefit of data subjects 
against data controllers.  

 

7. Liability: 

Liability requirements capture requirements relating to the identification of the party liable in case 
of damage, allocation of liability share as well as allocation of the burden of proof. The question is 
then whether these requirements should be considered as the counterpart of an implicit right to 
compensation granted to third parties.  

 

6.2 eID scheme and framework requirements 
eID requirements are addressed at Chapter II of eIDAS. eIDAS recognises that identification of 
citizens is a sovereign matter of Member States.129 Instead of attempting to unify how national eID 
schemes should operate, eIDAS establishes rules to allow diverse eID systems to interoperate. 
Member States have the option to notify the Commission that they wish to include their national 
scheme to the list of Article 9 as long as their scheme is eligible for notification. Article 7 sets the 
conditions for eligibility. Once a scheme has been included in the list it can benefit from the 
principle of mutual recognition as per Article 6. Following inclusion in the list of Article 9, mutual 
recognition is mandatory and thereby automatic when:  

(a) the electronic identification means is issued under an electronic identification scheme that 
is included in the list published by the Commission pursuant to Article 9; 

(b) the assurance level of the electronic identification means corresponds to an assurance level 
equal to or higher than the assurance level required by the relevant public sector body to 
access that service online in the first Member State, provided that the assurance level of 
that electronic identification means corresponds to the assurance level substantial or high; 

(c) the relevant public sector body uses the assurance level substantial or high in relation to 
accessing that service online. 

                                                 
129 This was perhaps due to the variety of national eID architectures deployed in the Member States. Initially 
this led to the proposal of separate instruments for legislation of trust services and eIDs (cf. Key actions 3 
and 16 in European Commission, Communication from the Commission to the European Parliament, the 
Council, the European Economic and Social Committee and the Committee of the Regions: A Digital 
Agenda for Europe (COM/2010/0245 f/2, 26 August, 2010)); in the end both were addressed under eIDAS 
but as opposed to the harmonisation in trust services, eID remained under the control of Member States 
(see Rec. 13 of eIDAS above n. 1) with provisions for a mutual recognition of the different national schemes. 
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The purposes of eID schemes under eIDAS are identification (“‘electronic identification’ means 
the process of using person identification data in electronic form uniquely representing either a 
natural or legal person, or a natural person representing a legal person”)130 and authentication 
(“an electronic process that enables the electronic identification of a natural or legal person”).131 
In practice this thus means that an eID means should be created with the use of a person 
identification data, which can then be used for authentication purposes in the context of 
relationships with other online services.  

In other words, while eID schemes are meant to enable electronic identification,132 eID means 
issued under a notified scheme should perform authentication.133 A three-tier process to achieve 
electronic identification is provided by Article 8, which identifies three levels of assurance (LoA): 
low, substantial and high. The technical specifications of LoA are given in Implementing 
Regulation 2015/1502,134 which took into account ISO/IEC 29115 and levels 2, 3 and 4 of the 
STORK pilot.135 The quality constraints will thus vary depending upon the level of assurance 
adopted. Quality constraints also include conditions for eligibility as per Article 7 and in particular 
the obligation to ensure availability of authentication online, the obligation to ensure that the eID 
uniquely identifies the person it is issued for,136 as well as interoperability requirements such as 
the obligation to transmit the Minimum DataSet to identify natural and legal persons.137 

All notified schemes shall be interoperable as per Article 12(1). Towards that end eIDAS sets out 
requirements for the interoperability framework as such, which has to be technology neutral, 
adhere to EU and international standards, facilitate privacy-by-design and comply with data 

                                                 
130 eIDAS above n. 1 Art. 3(1). 
131 eIDAS above n. 1 Art. 3(5). 
132 eIDAS above n. 1 Art. 3(1): “the process of using person identification data in electronic form uniquely 
representing either a natural or legal person, or a natural person representing a legal person”. 
133 Authentication under eIDAS is defined as “an electronic process that enables the electronic identification 
of a natural or legal person, or the origin and integrity of data in electronic form to be confirmed”: eIDAS 
above n. 1 Art. 3(5). 
134 Commission Implementing Regulation (EU) 2015/1502 of 8 September 2015 on setting out minimum 
technical specifications and procedures for assurance levels for electronic identification means pursuant to 
Article 8(3) of Regulation (EU) No 910/2014 of the European Parliament and of the Council on electronic 
identification and trust services for electronic transactions in the internal market (Text with EEA relevance) 
[2015] OJ L235/7. 
135 According to Rec. 4 of Implementing Regulation 2015/1502 above n. 134 “the Large-Scale Pilot STORK, 
including specifications developed by it, and the definitions and concepts in ISO/IEC 29115 should be taken 
into the utmost account”. STORK defined 4 assurance levels with 1 being ‘no assurance’ and 4 ‘high 
assurance’: STORK, 'D2.3 -- Quality authenticator scheme' (2009) <https://www.eid-
stork.eu/index.php?option=com_processes&Itemid=&act=streamDocument&did=577> accessed 10 
September 2016. 
136 Ibid, Art. 7(d): “[T]he notifying Member State ensures that the person identification data uniquely 
representing the person in question is attributed…”. 
137 Commission Implementing Regulation (EU) 2015/1501 above n. 126. 
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protection rules, include a mapping of the associated national LoA and rules on governance and 
administration.138 

Article 9 provides for a series of obligations to notify to be performed by the notifying Member 
States to the European Commission. The Commission is responsible for defining the 
circumstances, formats and procedures of notifications. Article 9 thus provides for both 
governance and administrative requirements.  

Article 10 provides for obligations relating to security breaches and mitigation measures to be put 
in place by notifying Member States, in particular notification obligations.  

Article 10(1) reads as follows: 

  
Where either the electronic identification scheme notified pursuant to Article 9(1) or the 
authentication referred to in point (f) of Article 7 is breached or partly compromised in a 
manner that affects the reliability of the cross-border authentication of that scheme, the 
notifying Member State shall, without delay, suspend or revoke that cross-border 
authentication or the compromised parts concerned, and shall inform other Member States 
and the Commission. 

 

Article 11 caters for liability rules and thereby allocation of liability shares and burden of proof. 
Member States with notified schemes are liable for the non-performance of two obligations: to 
ensure availability of authentication online and to ensure that the person identification data 
uniquely representing the person in question is attributed in compliance with appropriate 
standards.139 The eID means issuer shall be liable for the non-performance of the obligation to 
ensure that the eID means is attributed to the person in question in compliance with appropriate 
standards and the party operating the authentication procedure shall be liable for the non-
performance of the obligation to ensure the correct operation of the authentication.140 These 
provisions are without prejudice to already existing national liability rules.141  

Going further, one question is whether Article 11 therefore indirectly grants to third parties a right 
to compensation in cases in which damage is caused intentionally or negligently to any natural or 
legal person. As Article 11 does not expressly specify the type of remedy to be awarded in case 
of liability, it is doubtful whether Article 11 could be interpreted in this sense.  

The final text of the Regulation shows an attempt to balance liability between all parties involved 
in an eID scheme. Earlier drafts included stricter liability provisions for the Member State,142 which 

                                                 
138 Ibid, Art. 12. 
139 eIDAS above n. 1 Art. 11(1) referring to Article 7(d) and (f). 
140 Ibid, Art. 11(2),(3). 
141 Ibid, Art. 11(4),(5). 
142 Art. 6(1)(c) of Commission proposal for a regulation of the European Parliament and of the Council of 4 
June 2012 on electronic identification and trust services for electronic transactions in the internal market 
(COM(2012)238 final, 2012), on responsibility of unambiguous attribution of eIDs lacks the phrase “at the 
time the electronic identification means under that scheme is issued” (eIDAS above n. 1 Arts. 11 and 7(c)), 
pertaining constant liability of the member state throughout the use of an eID. Mutatis mutandis between 
Art. 7(f) eIDAS above n. 1 and Art. 6(1)(d) of COM(2012) 238 whose wording required Member States 
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had led some commentators to question whether the Member States’ would assume responsibility 
for other parties’ compliance with eIDAS.143 

  

                                                 
guaranteeing availability of the scheme “at any time” and did not allow Member States to limit their liability 
with T&C towards private sector relying parties. 
143 See, for example, Jos Dumortier and Niels Vandezande, 'Critical Observations on the Proposed 
Regulation for Electronic Identification and Trust Services for Electronic Transactions in the Internal Market' 
(September 26, 2012) ICRI Research Paper 9 
<http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2152583> accessed 18 July 2015, p 7. 
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Quality 

requirements 

Governance 

requirements 

Administrative 

requirements 
Security 

requirements 

Third 
parties’ 
rights 

require-
ments 

Liability requirements 

Eligibility conditions 
(Art. 7) for eID schemes 
and in particular:  
- The schemes can be used 
to access (at least) one 
public service 
(Art. 7(b)) 
-schemes should support 
(at least) one of LoA 
(Arts. 7(c), 8(1)) 
-Person identification data 
uniquely representing the 
person appropriately 
attributed 
(Art. 7(d)) 
- eID means appropriately 
attributed  
- Availability of 
authentication online 
(Art. 7(f)) 
 
Interoperability 
requirements for eID 
schemes and in particular: 
- Notified schemes shall 
be interoperable. (Art. 
12(1)) 
-The schemes transmit the 
Minimum DataSet 
(Art. 12(3)(d)) 
 
The framework (and not 
the scheme) in particular 
shall:  
- aim to be technology 
neutral and not 
discriminate among 
different national 
technological solutions 
(Art. 12(3)(a)) 
- facilitate Privacy by 
Design 
(Art. 12(3)(c)) 
 
Compliance with Data 
Protection Law required 
for both schemes and 
framework (Arts. 5 & 12) 

Notified schemes are at 
a minimum recognised 
by the notifying 
Member State 
(Art. 7(a)) 
 
Notified schemes can 
involve 3 parties: the 
Member State, the party 
issuing the eID means 
and the party operating 
the authentication 
procedure (Art. 3) 

 
National schemes are 
notified to the EC (Art. 
9)  
 
The schemes are 
included in the 
Notification List 
published by the EC 
(Arts. 6(1)(a), 9) 

 
The schemes are under a 
supervisory regime 
(Art. 9(1)(b)) 
 
The interoperability 
framework is distinct 
from the schemes (Art. 
12)  

A description of the 
schemes has been 
submitted 
(Art. 9(1)(a)) 
 
A description of the 
liability regime(s) of 
the schemes has been 
submitted 
(Art. 9(1)(b)) 
 
Information of the 
entities that manage 
registration data for 
the schemes 
(Art. 9(1)(d)) 
 
Suspension or 
revocation 
procedures for the 
schemes have been 
arranged 
(Art. 9(1)(g)) 
 
No disproportionate 
technical 
requirements 
imposed on RPs 
(Art. 7(f)) 
 
Requirements 
concerning the 
content of the 
interoperability 
framework (Art. 
12(4))  
 

Immediate 
suspension and 
revocation of 
compromised 
components of 
schemes 
(Art. 10(1)) 
 
Obligation of 
information of 
other Member 
States and the EC 
when breach 
remedied (Art. 
10(2)) 
 
If compromised for 
more than 3 
months, 
withdrawal of the 
scheme 
(Art. 10(3)) 
 
 
The EC shall 
modify the list of 
notified schemes 
when withdrawal of 
the notified 
scheme. (Art. 
10(3)) 
 
Interoperability 
framework 
complies with EU 
& International 
standards 
(Art. 12(3)(b)) 

 Member State liable for a failure 
to ensure (negligently or 
intentionally) that the person 
identification data uniquely 
representing the person in 
question is appropriately 
attributed 
(Art. 11(1)) 
 
Member state liable for a failure 
to ensure (negligently or 
intentionally) the availability of 
authentication online  
(Art. 11(1)) 
 
The party issuing the eID means 
liable for a failure to ensure 
(negligently or intentionally) that 
the eID is appropriately attributed 
to the person 
(Art. 11(2)) 
 
The party operating the 
authentication procedure liable 
for a failure to ensure 
(negligently or intentionally) the 
correct operation of the 
authentication 
(Art. 11(3)) 

 

 

Table 1: eID schemes and framework requirements 
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6.3 Trust Service Providers 
TSPs are natural or legal persons who provide one or more trust services.144 The purposes for the 
processing of data in this context are to ensure creation, verification, and validation of one or more 
products of trust services.145  

Quality requirements depend upon the status of the TSP: it is either a non-qualified or qualified 
TSP.  

A trust service is an:  

electronic service normally provided for remuneration which consists of: 

(a) the creation, verification, and validation of electronic signatures, 
electronic seals or electronic time stamps, electronic registered delivery 
services and certificates related to those services, or 

(b) the creation, verification and validation of certificates for website 
authentication; or 

(c) the preservation of electronic signatures, seals or certificates related to 
those services;146 

 

 

A qualified trust service is a service that meets the applicable requirements laid down in eIDAS,147 
and in particular Article 24.148  

Supervision for TSPs that offer only non-qualified trust services is limited to ex post actions in case 
the supervisory body is notified of breaches of eIDAS. Both ex ante and ex post supervision is 
provided for TSPs with a qualified status.  

Supervision involves at least two types of bodies: a national supervisory body and a conformity 
assessment body.  

A conformity assessment body is a body “defined in point 13 of Article 2 of Regulation (EC) 
No 765/2008, which is accredited in accordance with that Regulation as competent to carry out 
conformity assessment of a qualified trust service provider and the qualified trust services it 
provides” as per Article 3(18).  

The supervisory body is the body responsible for the supervision as per Article 17. As such it is 
designated by the Member State in question and notified to the Commission and its tasks include 
reporting to the Commission, analysing conformity assessment reports produced by conformity 
assessment bodies, informing the Commission, other supervisory bodies and the public of any 
breaches, carrying out audits or requesting conformity assessments, cooperating with other data 
protection authorities, granting and monitoring the qualified status of TSP and monitoring their 

                                                 
144 eIDAS above n. 1 Art. 3(19). 
145 Ibid, Art. 3(16). 
146 Ibid, Art. 3(16). 
147 Ibid, Art. 3(17).  
148 Ibid, Arts. 13, 19, 21, 23, 24. 
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compliance with eIDAS.149 Supervisory bodies have a duty to offer mutual assistance to each 
other.150  

Qualified TSPs have a duty to perform a conformity assessment every 24 months.151 The report 
of the assessment has to be submitted to the supervisory body. Assessment reports or audits 
might be ordered by the supervisory body at any one time.152 In case data protection rules appear 
to have been breached, data protection authorities are notified of the possible breaches. Qualified 
TSPs have a duty to remedy any failures or comply with the requirements of the supervisory body 
at the penalty of having their qualified status withdrawn.153 

National trusted lists are established in every Member State and include information about the 
qualified TSPs and their services.154 Trusted lists have to be electronically signed or sealed and 
notified to the Commission along with information on who maintains them. The Commission then 
makes them available to the public. 

eIDAS imposes a series of high-level security requirements upon TSPs. Article 19(1) imposes a 
general security obligation upon all TSPs:  

 
Qualified and non-qualified trust service providers shall take appropriate technical and 
organisational measures to manage the risks posed to the security of the trust services they 
provide. Having regard to the latest technological developments, those measures shall 
ensure that the level of security is commensurate to the degree of risk. In particular, 
measures shall be taken to prevent and minimise the impact of security incidents and inform 
stakeholders of the adverse effects of any such incidents. 

 

Article 19(2) imposes a breach notification obligation upon all TSPs as well:  

• “any breach of security or loss of integrity that has a significant impact on the trust service 
provided or on the personal data maintained therein” shall be notified to the supervisory 
authority and when applicable other authorities, e.g. the data protection authority (DPA), 
within 24 hours after having become aware of it.  

• “Where the breach of security or loss of integrity is likely to adversely affect a natural or 
legal person to whom the trusted service has been provided,” the natural or legal person 
shall also be notified without undue delay. 

As regards qualified TSPs, Article 24 adds to these security obligations by providing in particular 
that qualified TSPs shall:  

(e)  use trustworthy systems and products that are protected against modification and 
ensure the technical security and reliability of the processes supported by them; 

(f)  use trustworthy systems to store data provided to it, in a verifiable form so that: 

                                                 
149 Ibid, Art. 17. 
150 Ibid, Art. 18. 
151 Ibid, Art. 20(1). 
152 See also ENISA, Auditing Framework for TSPs - Guidelines for Trust Service Providers (version 1, 
December, 2014), pp. 7-10. 
153 eIDAS above n. 1 Art. 20(3). 
154 Ibid, Art. 22. 
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(i)  they are publicly available for retrieval only where the consent of the 
person to whom the data relates has been obtained, 

  

(ii)  only authorised persons can make entries and changes to the 
stored data, 

(iii) the data can be checked for authenticity 
 

 

(g) take appropriate measures against forgery and theft of data; 
 

 

 

TSPs are liable for damages caused intentionally or negligently to any natural or legal person due 
to a failure to comply with the Regulation.155 The claimant of the damage has the burden to prove 
the TSP acted intentionally or negligently.156 TSPs are not liable for any use of services exceeding 
indicated limitations, as long as customers and third parties have been informed about those 
limitations beforehand.157 Qualified TSPs are liable for damages caused intentionally or 
negligently to any natural or legal person due to a failure to comply with the Regulation but 
importantly intention or negligence are presumed until the qualified TSP proves the contrary. The 
burden of proving intention and negligence therefore lies with the qualified TSP, even if the 
presumption of intention or knowledge is rebuttable. Interestingly, Article 24(2)(c) provides that a 
qualified TSP shall: “with regard to the risk of liability for damages in accordance with Article 13, 
maintain sufficient financial resources and/or obtain appropriate liability insurance, in accordance 
with national law.” One could thus make an argument that combining Article 13(1), third paragraph, 
and Article 24(2)(c), it would make sense to derive an implicit right to compensation for natural or 
legal persons having suffered a damage due to a failure to comply with eIDAS. With this said, this 
would the case only to the extent that the qualified TSP is not able to demonstrate that it has not 
been negligent.  

  

                                                 
155 Ibid, Art. 13(1). 
156 Ibid, Art. 13(1)(b). 
157 Ibid, Art. 13(2). 
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*These requirements are additional to those of TSP requirements identified in Table 2 

Table 3: qualified TSP requirements* 
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6.4 The GDPR requirements 
The GDPR requirements can be described using the same categories of requirements used to 
describe eIDAS, with one variation: the category of legal bases that justify the processing of 
personal data before quality requirements apply has been introduced. In this sense eIDAS and/or 
some of its implementing acts158 could probably be conceived as a legal basis of their own as per 
Article 6(1)(b) in some cases.  

As aforementioned, both eIDAS and the GDPR pursue the following high-level twofold aim:  

• To ensure the free flow of data in a cross-border context and in particular the cross-border 
use of electronic identification and trust services.159 

• To ensure secure electronic exchanges160 comprising the personal data of individuals. 
While both the DPD and the GDPR are only concerned with the protection of individual 
personal data, they govern interactions between individuals and businesses or public 
authorities.   

However, compared with eIDAS, the GDPR is both narrower and broader in scope.161  

The categorisation of the GDPR requirements in this section focuses upon the most relevant 
requirements for the purposes of eID and the provision of trust services.  

The term ‘personal data’ refers to any information relating to an identified or identifiable natural 
person (‘data subject’),162 to the exclusion of legal entities, such as public or private sector 
companies and institutions. In this sense the GDPR borrows from the DPD definition. However 
the GDPR goes further than the DPD by adding to the explicitly stated examples of personal data 
and by introducing the notion of ‘singling out’.163 Recital 30 specifies that even online identifiers 

                                                 
158 Commission Implementing Regulation (EU) 2015/1501 above n. 137 mandating the inclusion of a 
minimum dataset. 
159 See e.g. Recs. 8 and 56 of the DPD above n. 10; Rec. 5 of the GDPR above n. 11; Rec. 12 of eIDAS 
above n. 1. 
160 See e.g. Recs. 5 and 25 of the DPD above n. 10; Rec. 7 of the GDPR above n. 11; Rec. 2 of eIDAS 
above n. 1. 
161 See above n. 14 and related discussion. 
162 GDPR above n. 11 Art. 4(1). 
163 GDPR above n. 11 Rec. 26: “…account should be taken of all the means reasonably likely to be used, 
such as singling out…”; in analysing the means likely reasonably to be used the WP29 includes the cost of 
conducting the identification; the intended purpose of the processing; the way the processing is structured; 
the advantage expected by the data controller; the interests of the data subject; and any risk of 
organisational and technical failure. The likely reasonably test appears to be a relativistic or contextual one 
-- see Khaled El Emam and Cecilia Álvarez, 'A critical appraisal of the Article 29 Working Party Opinion 
05/2014 on data anonymization techniques' (2015) 5 International Data Privacy Law 73: “the definition of 
personal data should therefore not be absolute and take into account the context and the role of each 
recipient”. See also Stalla-Bourdillon S and Knight A, 'Anonymous data v. personal data—a false debate: 
an EU perspective on anonymization, pseudonymization and personal data' (2016) Forthcoming WILJ 1 
Part II. 
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can be considered personal data, which would seem to include in some instances IP addresses.164 
Importantly classification of particular information as personal data is context dependent, as 
observed by the CJEU in Breyer v Germany where the Court made clear that the criterion of 
identifiability is relative. 165  

The GDPR also broadens the definition of ‘sensitive personal data’ to include ‘genetic data’ and 
‘biometric data.’166  

A special category of data, data that has undergone pseudonymisation, is introduced: these are 
personal data that have been processed in such a manner that they can no longer be attributed 
to a specific data subject without the use of additional information.167 It is not clear however the 
extent to which organisations that process pseudonymous data benefit from meaningful 
advantages.168 

A ‘data controller’ is “a natural or legal person, public authority, agency or other body which […] 
determines the purposes and means of the processing of personal data.”169 As processing can be 
considered “any operation or set of operations which is performed upon personal data” the 
Regulation does not provide an exhaustive list and many times processing has been interpreted 
widely.170 Controllers are the entities that determine the purposes and means of the processing. 
The criterion of who determines the finality of the processing seems to be the conclusive factor, 
which can create entanglements in complex scenarios (like Web 2.0, for example in the case of 
social media). According to Article 29 Data Protection Working Party (WP29) control can be said 
to stem from explicit legal competence (under national or EU law) or from implicit competence for 

                                                 
164 The inclusion of online identifiers in the definition of personal data should not necessarily condemn the 
contextual approach followed by the CJEU in its recent case law. See Judgement of 19 October 2016, 
Patrick Breyer v Bundesrepublik Deutschland C-582/14 EU:C:2016:779 where the Court decided that 
dynamic IP addresses can constitute personal data; compare with Google Inc v Vidal-Hall & Ors, [2015] 
EWCA Civ 311, [2015] All ER (D) 307 where the UK Court of Appeal held that browser-generated 
information can be considered personal data in as far as they reveal a unique IP address, a browsing history 
and a rough geographic location, as this information sufficiently ‘individuates’ an individual against others 
(at para. 115(ii)); see also fn. 70 in Stalla-Bourdillon S and Knight A above n. 163. 
165 Judgement of 19 October 2016, Patrick Breyer v Bundesrepublik Deutschland C-582/14 EU:C:2016:779 
at paras. 45 – 49; see also Judgement of 17 July 2014, YS v Minister voor Immigratie, Integratie en Asiel; 
see also Minister voor Immigratie, Integratie en Asiel v M and another Joined cases C-141/12 and C-372/12 
EU:C:2014:2081 (at paras. 33-48 where the Court decided that a legal analysis does not constitute personal 
data. See in general Rohan Massey, 'When identifying information is not "personal data": the ECJ Advocate 
General's recent Opinion' (2014) World Data Protection Report 15). 
166 GDPR above n. 11 Art. 9. 
167 Ibid, Art. 4(5). 
168 Ibid, Art. 4. 
169 Ibid, Art. 4(7). 
170 Judgement of 6 November 2003, Criminal proceedings against Bodil Lindqvist C-101/01 EU:C:2003:596 
where Art. 3(1) DPD above n. 10 was interpreted to include mere uploading on an Internet page (at paras. 
24-27); see also how the Court held that DPD applies to non-economic activities as trying to distinguish 
between economic and non-economic activities would make “the field of application of the Directive 
particularly unsure and uncertain” (para. 41) – same also in Judgement of 20 May 2003, Österreichischer 
Rundfunk and Others Joined cases C-465/00, C-138/01 and C-139/01 EU:C:2003:294 (paras. 39-47). 
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example existing traditional roles that normally imply a certain responsibility, or, from factual 
influence (though factual control may differ in form).171 Therefore, in order to be considered a data 
controller, an entity would have to play a key role controlling if, why and how personal data is 
processed. This control amounts to the legal responsibility of the controller. Control is not always 
factual though: if the purposes and means of the processing are determined by Union or Member 
State law, the law might determine that the entity in charge of the processing is regarded as a 
data controller,172 even though the entity in question might lack actual authority over decisions on 
the purposes or means of the data processing. 

A ‘data processor’ is any “natural or legal person […] which processes personal data on behalf of 
the controller.”173 Therefore, a processor should be a legally (and organisationally) separate entity 
from the controller, which processes data on behalf of the controller and after being instructed to 
do so. The controller’s instructions are binding on the processor, who can delegate tasks to a sub-
processor if prior specific or general written authorisation from the controller is obtained. In 
addition, the processor has to comply with a certain number of obligations and in particular security 
obligations as per Article 32 of the GDPR.  

Compared to the DPD, the GDPR burdens the status of data processors, by imposing additional 
obligations such as requirements to maintain adequate documentation,174 implement security 
measures,175 carry out impact assessments,176 appoint a data protection officers177 and cooperate 
with national supervisory authorities.178 A written data processing agreement should be in place 
between the processor and the controller, meeting the requirements of the GDPR.179 Failure to 
meet these requirements can subject the processor to administrative sanctions180 who may also 
have to face compensation claims from individuals.181 

The term ‘data subject’ refers to any natural person whose personal data are processed by a 
controller or its processors. Data subjects are granted specific rights by the GDPR, e.g. right to 
information,182 right to access data,183 right to alter the data collected,184 right to object to further 

                                                 
171 Article 29 Data Protection Working Party, Opinion 1/2010 on the concepts of "controller" and "processor" 
(WP 169, adopted on 16 February, 2010) pp. 10-12; factual influence was used for example in its position 
for cloud client as controllers and the cloud providers as data processors: Article 29 Data Protection Working 
Party, Opinion 05/2012 on Cloud Computing (WP 196, adopted 1 July, 2012), pp. 7—8. 
172 GDPR above n. 11 Art. 4(7). 
173 Ibid, Art. 4(8). 
174 Ibid, Art. 30. 
175 Ibid, Art. 32. 
176 Ibid, Art. 32. 
177 Ibid, Art. 37. 
178 Ibid, Art. 31. 
179 Ibid, Art. 28. 
180 Ibid, Art. 83. 
181 Ibid, Art. 79. 
182 Ibid, Art. 12 - 14. 
183 Ibid, Art. 15. 
184 Ibid, Art. 16. 
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processing185 or profiling186 or withdraw their consent, right to receive a copy of the data and offer 
them to a different controller,187 or right to ask for their deletion (‘right to be forgotten’)188 as well 
as an explicit right to compensation as per Article 83.  

Processing of personal data requires a legitimate ground or legal basis under Article 6.189  

One important legal basis is consent. Consent will only be valid if it is (a) unambiguous, (b) specific, 
(c) informed and (d) freely given.190 Unambiguity of consent requires that there is no doubt about 
the data subject’s wishes. This is particularly important for online services, as it means that any 
consent to processing shall be given through opt-in rather than opt-out principles.191 It is disputed 
whether that consent will need to be explicit or it can be implied.192 Since explicit consent is 
specifically required for sensitive categories of personal data, it is safe to assume that explicit 
consent is not a requirement for processing of general categories of personal data. Consent must 
also be clearly related to the specific act of processing about to take place. Therefore, blanket 
consent is prohibited and the scope and consequences of all processing activities should be made 
clear to the data subject for consent to be valid.193 Consent should be based on accurate and 
extensive information that highlight not only the consequences of processing but also the 
consequences of not giving consent.194 Furthermore, consent needs to be freely given and not 

                                                 
185 Ibid, Art. 18. 
186 Ibid, Art. 22. 
187 IbidArt. 20. 
188 Ibid, Art. 17. 
189 As stated in the opinion of AG Bobek, Opinion of 26 January 2017, Valsts policijas Rīgas reģiona 
pārvaldes Kārtības policijas pārvalde v Rīgas pašvaldības SIA ‘Rīgas satiksme’ C-13/16, EU:C:2017:43 at 
para. 38: “the default rule underpinning that directive is that personal data should, in general, not be 
processed”. 
190 GDPR above n. 11 Arts. 6(1), 4(11) and 7. 
191 Article 29 Data Protection Working Party, The Future of Privacy (WP 168, adopted on 1 December, 
2009), paras. 65-68; Eoin Carolan, 'The continuing problems with online consent under the EU's emerging 
data protection principles' (2016) [in press] Computer Law & Security Review, p. 467. 
192 Article 29 Data Protection Working Party, Opinion 15/2011 on the definiton of consent (WP187, adopted 
on 13 July, 2011), p.24. 
193 Bart W. Schermer, Bart Custers and Simone van der Hof, 'The crisis of consent: how stronger legal 
protection may lead to weaker consent in data protection' (2014) 16 Ethics and Information Technology 171, 
p. 176 noting that users suffer from an information overload which prohibits them from making active, 
informed choices; Antoinette Rouvroy and Yves Poullet, 'The Right to Informational Self-Determination and 
the Value of Self-Development: Reassessing the Importance of Privacy for Democracy' in Serge Gutwirth 
and others (eds), Reinventing Data Protection? (Springer Netherlands 2009); Roger Brownsword, 'Consent 
in Data Protection Law: Privacy, Fair Processing and Confidentiality' in Serge Gutwirth and others (eds), 
Reinventing Data Protection? (Springer Netherlands 2009), pp. 89-90 noting that consent must be respectful 
of the fundamental rights of the data subject. 
194 Article 29 Data Protection Working Party, Working Document 02/2013 providing guidance on obtaining 
consent for cookies (WP 208, adopted 2 October, 2013), p. 3 noting that consent should be ‘an active 
indication of the user’s wishes’ [emphasis in the original]. European Data Protection Supervisor, Europe’s 
Big Opportunity: EPDS recommendations on the EU’s options for data protection reform (Opinion 3/2015, 
2015) fn. 16. 
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based on deception, intimidation, coercion or risk of negative consequences.195 Notably Recital 
43 of the GDPR adds that if there is “clear imbalance between the data subject and the controller, 
in particular where the controller is a public authority“ consent is not an appropriate legal basis. 
And as per Article 6(4), in order to determine whether consent was freely given, account should 
be taken of whether the data unnecessary for the performance of the contract was processed.  

Another legal basis is when the processing happens as part of fulfilment of a contract to which the 
data subject is a party.196 Many existing relationships between data subjects and their national 
eID authorities, eID means issuers and/or eID authenticator as well as their relationships with their 
TSPs of choice are/could be covered by contracts.  

Finally, as regards legal bases, it is worth mentioning the ‘legitimate interest’ of the data controller, 
except “where such interests are overridden by the interests or fundamental rights and freedoms 
of the data subject which require protection of personal data, in particular where the data subject 
is a child,” which is to be found in Article 6(f). Importantly, Recital 47 specifies that “the reasonable 
expectations of data subjects based on their relationship with the controller“ should be taken into 
account to assess the legitimacy of the data controller’s interest.  

Data controllers must comply with quality requirements:  

- Generally speaking, personal data shall be “processed lawfully, fairly and in a transparent 
manner in relation to the data subject”197 under the lawfulness, fairness and transparency 
principles.  

- The purpose limitation principle requires that personal data can only be processed for 
specific purposes and cannot be further processed in a manner incompatible with these 
specific purposes.198 The data controller has an obligation to make known the purposes 
for which the data are acquired.199 Note that this principle is not a prohibition of further 
processing. However, there does not seem to be consensus on the implications of that 
principle. While WP29 seems to require a new legal basis for each act of processing,200 
including acts of further processing, this view does not seem to be shared by everyone.201 
When deciding on incompatibility, the relationship between the original purposes and the 
further processing should be considered, along with the context and the nature of the 
collected data, the reasonable expectations of the data subjects and the safeguards of the 

                                                 
195 European Data Protection Supervisor, Europe’s Big Opportunity: EPDS recommendations on the EU’s 
options for data protection reform above n. 194 p. 5 where concern is expressed about coercion of some 
existing notice practices that offer no meaningful choices; Article 29 Data Protection Working Party, Working 
Document 02/2013 providing guidance on obtaining consent for cookies above n. 194 p. 3. 
196 GDPR above n. 11 Art. 6(2). 
197 Ibid, Art. 5(1).  
198 Ibid, Art. 5(2); Carey, Data protection: a practical guide to UK and EU law above n. 65 p. 59. 
199 “collected for specified […] purposes” [our emphasis] GDPR above n. 11 Art. 5(2). See also Carey, Data 
protection: a practical guide to UK and EU law above n. 65 pp. 58--59. 
200 Article 29 Data Protection Working Party, Opinion 03/2013 on purpose limitation (WP 203, adopted 2 
April, 2013), p. 12. 
201 See e.g. European Union Agency for Fundamental Rights, Handbook on European data protection law 
(2nd edn, Publications Office of the European Union 2014), p. 69.  
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controller to ensure fair processing.202 These considerations have been incorporated into 
Article 6(3a) of the GDPR.203 

- The quantity of data gathered should be proportionate to the relevant purpose and should 
be adequate, relevant and limited to only what is necessary.204 The data minimisation 
principle is considered to be a sub-part of the data-protection-by-design and by-default 
principles.205 It provides that only the data necessary for the specific purpose determined 
before the actual processing should be processed.206 

- Data should be kept accurate and, where necessary, up to date.207 This is the accuracy 
principle.  

- Personal data should only be kept for no longer than is necessary for the purposes for 
which the personal data is processed.208 Compliance with this requirement would, for 
example, require deletion, destruction or anonymization of data that is no longer 
necessary.209 This requirement is already in place in several national eID schemes.210 This 
is the storage limitation principle.  

                                                 
202 Article 29 Data Protection Working Party, WP 203 on purpose limitation above n. 200 p. 13. 
203 During the drafting phase the Council had proposed that controllers should be able to further process 
data for incompatible purposes. This was met with resistance from Member States and EU bodies and was 
not included in the final version: Burton and others, 'The Final European Union General Data Protection 
Regulation' above n. 24 section 1. 
204 GDPR above n. 11 Art. 5(3); Article 29 Data Protection Working Party, Opinion 8/2014 on the on Recent 
Developments on the Internet of Things (WP 223, adopted 16 September, 2014), p. 6. 
205 Also present under eIDAS above n. 1 Art. 1. Cf. Laura German and others, 'Deliverable D2.5: 
Consolidated report on the socio-economic basis for trust and trustworthiness, a deliverable for the EU-
funded project OPTET - Operational Trustworthiness Enabling Technologies, European Commission, 7th 
Framework Programme' (2015) <http://www.optet.eu/wp-
content/uploads/deliverables/OPTET_WP2_D2.5_Consolidated_report_on_the_socio-
economic_basis_for_trust_and_trustworthiness_v1.0.pdf> accessed 10 October 2015, pp. 36-38 about the 
limited scope of the included Privacy-by-design principles in the GDPR (namely data protection by design 
and data minimisation) that overlooks a number of other values and issues (such as intellectual property). 
206 In eID schemes, for example, the minimum requirements are given by Commission Implementing 
Regulation (EU) 2015/1501 above n. 137 under the Minimum Dataset. 
207 GDPR above n. 11 Art. 5(1)(d); this is an obligation of the controller. In Carey, Data protection: a practical 
guide to UK and EU law above n. 65 it is suggested that controllers can comply with the principle as long 
as they can demonstrate they have given data subjects enough controls to monitor the accuracy of their 
data and are acting upon notification of any inaccuracies: pp. 62 – 64. 
208 GDPR above n. 11 Art. 5(1)(e); the principle should be read in light of the “right to be forgotten” (Art. 17 
and Rec. 65--68) in order to ensure the data subject’s consent is still valid in case consent was the legal 
basis of the processing: Luiz Costa, 'Data Protection Law, Processes and Freedoms', Virtuality and 
Capabilities in a World of Ambient Intelligence: New Challenges to Privacy and Data Protection (Springer 
International Publishing 2016). 
209 Carey, Data protection: a practical guide to UK and EU law above n. 65 p. 64. 
210 For example, data used to issue eIDs in Germany under the nPA scheme, where any facial photographs 
or fingerprints must be destroyed after issuance of the eID: Gilad L Rosner, 'Identity management policy 
and unlinkability: a comparative case study of the US and Germany' (PhD thesis, University of Nottingham 
2014) p. 189. 
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Moreover, appropriate technical and organisational measures must be implemented to ensure 
protection against unauthorised or unlawful processing, accidental loss, destruction or damage.211 
This confidentiality and integrity principle is substantiated by Article 32 of the GDPR, which 
provides in its first paragraph that:  

 
Taking into account the state of the art, the costs of implementation and the nature, 
scope, context and purposes of processing as well as the risk of varying likelihood and 
severity for the rights and freedoms of natural persons, the controller and the processor 
shall implement appropriate technical and organisational measures to ensure a level of 
security appropriate to the risk, including inter alia as appropriate: 
(a) The pseudonymisation and encryption of personal data; 

 

(b)  the ability to ensure the ongoing confidentiality, integrity, availability and resilience of 
processing systems and services; 

(c)  the ability to restore the availability and access to personal data in a timely manner in 
the event of a physical or technical incident; 

(d)  a process for regularly testing, assessing and evaluating the effectiveness of technical 
and organisational measures for ensuring the security of the processing. 

 

 
Importantly therefore, both controllers and processors have to comply with the integrity and 
confidentiality principle.  

The GDPR also introduces212 its own data breach notification obligation.213 As the language of 
Article 33 of the GDPR is not exactly the same as the language of Article 19 of eIDAS it is worth 
reproducing it:  

 

In the case of a personal data breach, the controller shall without undue delay and, where 
feasible, not later than 72 hours after having become aware of it, notify the personal data 
breach to the supervisory authority competent in accordance with Article 55, unless the 
personal data breach is unlikely to result in a risk to the rights and freedoms of natural 
persons. Where the notification to the supervisory authority is not made within 72 hours, it 
shall be accompanied by reasons for the delay. 

 

At the same time, Article 34 paragraph 1 provides that: “When the personal data breach is likely 
to result in a high risk to the rights and freedoms of natural persons, the controller shall 
communicate the personal data breach to the data subject without undue delay.” Exceptions to 
                                                 
211 GDPR above n. 11 Art. 5(1)(f). 
212 Following recommendations that have been around for some time: Article 29 Data Protection Working 
Party, Document 01/2011 on the current EU personal data breach framework and recommendations for 
future policy developments (WP 184, adopted 5 April, 2011) . 
213 GDPR above n. 11 Art. 33; the GDPR opted to elevate this as a general data controller obligation 
following in the steps of the ePrivacy directive: P De Hert and V. Papakonstantinou 'The proposed data 
protection Regulation replacing Directive 95/46/EC: A sound system for the protection of individuals' (2012) 
28 Computer law & Security Review 130 section 11. 
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this rule exist however: communication with data subjects is not required if at least one condition 
is met as per Article 34(3).  

Controllers are required to keep a record of all data breaches and permit audits by the supervisory 
authority.214 Generally speaking, controllers are required to “maintain a record of processing 
activities under [their] responsibility.”215 The content of these records is regulated in further 
detail.216  

Furthermore, Article 35 imposes upon the controller to undertake before initiating the processing 
a data-protection impact assessment “[w]here a type of processing in particular using new 
technologies, and taking into account the nature, scope, context and purposes of the processing, 
is likely to result in a high risk to the rights and freedoms of natural persons, the controller shall, 
prior to the processing.” 

What is more, the GDPR imposes new governance rules for certain categories of organisations. 
These organisations are required to appoint a data protection officer (DPO). DPOs must have 
expert knowledge of data protection law and the role can be outsourced to service providers.217 
Organisations that are part of public authorities, process data that by nature, scope or purposes 
require regular and systemic monitoring of data subjects on a large scale or whose activities 
consist of processing sensitive data on a large scale must appoint a DPO.218  

Finally, as regards liability, the GDPR has its own liability rules and in particular sets as a general 
principle that “any person who has suffered material or non-material damage as a result of an 
infringement of this Regulation shall have the right to receive compensation from the controller or 
processor for the damage suffered."219 The controller and processor are therefore jointly liable for 
the damage suffered by the data subject. In addition, the burden of proof is shifted to the detriment 
of both the controller and the processor so that “[a] controller or processor shall be exempt from 
liability under paragraph 2 if it proves that it is not in any way responsible for the event giving rise 
to the damage."220 To be sure, data subjects get more than a right to compensation against the 
controller or processor. They also get a right to lodge a complaint with a supervisory authority as 
per Article 77, as well as right to an effective remedy against a supervisory authority as per Article 
78 of the GDPR. With this said, even though the precise expression ‘right to compensation’ is 
used in the GDPR, it appears that if the controller or processor is able to show that it is not “in any 
way responsible for the event giving rise to the damage,” the data subject will not be able to obtain 
compensation from this controller or processor. 

Interestingly, when full compensation has been paid by the data controller or the processor, one 
has the right to claim back from the other the amount corresponding to its part of responsibility as 
per Article 82(5).  

                                                 
214 GDPR above n. 11 Art. 33(5). 
215 Ibid, Art. 30(1).  
216 Ibid, Art. 30(1) and (2). 
217 Ibid, Art. 37(5),(6). 
218 Cf. n. 24 above about the role of national legislation in appointment of DPOs. 
219 GDPR above 8 Art. 82(1).  
220 Ibid, Art. 82(3).  
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6.5  Combining the two layers of requirements 
While the two layers of requirements aforementioned are meant to be applied in harmony with one 
another, they clash at least on 3 occasions. And on these three occasions, either the GDPR or 
eIDAS is more restrictive. Therefore, this makes it difficult to argue that as a matter of principle 
eIDAS is a ‘lex specialis,’ which would derogate from the GDPR on some specific points. On the 
contrary, because rationae materiae the GDPR is narrower than eIDAS, there is a strong argument 
that the GDPR should prevail when personal data is at stake. As a result, the latter should have 
an impact on eID and TSPs’ architectures and modes of delivering services.  

 

6.5.1 Data protection by design and by default221 

Under Article 25(2) of the GDPR data controllers are under an obligation to: 
implement appropriate technical and organisational measures for ensuring that, by default, only 
personal data which are necessary for each specific purpose of the processing are processed. That 
obligation applies to the amount of personal data collected, the extent of their processing, the 
period of their storage and their accessibility. In particular, such measures shall ensure that by 
default personal data are not made accessible without the individual's intervention to an indefinite 
number of natural persons. 

Pseudonymisation in the GDPR is conceived as a means to implement the principle of data 
minimisation and thereby the principle of data protection by design as per Art. 25  

In Article 4(5), the GDPR includes – for the first time – a definition for pseudonymisation: 

 
‘pseudonymisation’ means the processing of personal data in such a manner that the personal data 
can no longer be attributed to a specific data subject without the use of additional information, 
provided that such additional information is kept separately and is subject to technical and 
organisational measures to ensure that the personal data are not attributed to an identified or 
identifiable natural person; 

 

Selective disclosure protocols allows eID schemes to transmit only those attributes of the eID 
holder that are absolutely necessary for the needs of each service,222 i.e. if a service only needs 
to know whether a user is above a certain age, the system can reply with only a pseudonym for 
the particular user and a Yes/No answer.223 This is a function that is included in modern privacy-

                                                 
221 The first part of this section is based on the discussion in Niko Tsakalakis, Sophie Stalla-Bourdillon and 
Kieron O'Hara, 'What's in a name: the conflicting views of pseudonymisation under eIDAS and the General 
Data Protection Regulation' (2016) P-264 Lecture Notes in Informatics 167. 
222 Andreas Pfitzmann and Marit Hansen, 'Anonymity, Unlinkability, Unobservability, Pseudonymity and 
Identity Management – A Consolidated Proposal for Terminology' version 034 (2010) 
<http://www.maroki.de/pub/dphistory/Anon_Terminology_v0.34.pdf> accessed 12 June 2015 fn. 2 and 
accompanying text. 
223 The given example actually goes a bit beyond simple selective disclosure strictly defined, as aside from 
transmitting only selected attributes it also performs a calculation: it derives the present age from a date of 
birth and compares it with a given value. 
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preserving systems, such as in the German nPA.224 Selective disclosure would thus appear to be 
a means to effectuate the principle of data protection by design and by default. Whether the data 
could be considered as pseudonymised would depend upon the practices of recipients of the eID 
means, and in particular profiling practices.  

As aforementioned and as required by Implementing Regulation 2015/1501,225 it is mandatory for 
the Minimum DataSet to always include all of the identifiers of the mandatory section. It seems, 
therefore, that full selective disclosure would not be an option for cross-border exchanges.226  

Such a choice could be explained by the necessity to accommodate all available national 
architectures,227 since implementation varied and still varies from systems with central 
governmental databases that use a Central Residents Register number as a unique identifier,228 
like Estonia’s,229 to systems employing a varying unique identifier (thus essentially a pseudonym) 
like Austria230 and systems designed specifically to disallow the existence of such unique 
identifiers, like Germany’s nPA231 and UK’s Verify.232 

The use of pseudonyms was not the norm at the time of the adoption of eIDAS, although 
pseudonyms have been integrated into the design of Member States’ national schemes.233 Such 

                                                 
224 Federal Office for Information Security, 'Technical Guideline TR-03127: Architecture electronic Identity 
Card and electronic Resident Permit' (2011) 
<https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/TechGuidelines/TR03127/BSI-TR-
03127_en.pdf> accessed 12 October 2016 pp. 21-23. 
225 Commission Implementing Regulation (EU) 2015/1501 above n. 137 ANNEX. 
226 At least in so far as attribute-based selective disclosure is not possible for the Minimum DataSet. See, 
for example, Harald Zwingelberg and Jan Schallaböck, H2.4 The Proposal for a Regulation on Electronic 
Identification and Trust Services under a Privacy and ABC4Trust Perspective (v10, 31 November, 2013) 
pp. 6-8 where the authors explain how pseudonyms and selective disclosure can enhance system privacy. 
227 See above n. 129. 
228 Note that unique identifiers with a national-wide application do not necessarily have to be National Unique 
Identifiers (in the form, for example, of Austria’s Central Residents Register). Unique identifiers of individual 
systems could be regarded as de facto national unique identifiers if they gain a wide use; such is the case, 
for example, in the US where the Social Security Number is being used across finance, employment and 
governmental agencies (see for example Michigan Department of State v. United States [2001] 166 F Supp 
2d 1228 pp. 1232-1233 on its use when applying for a driving license). Consequently, a unique number that 
links a citizen’s eID with public-sector records about their activity could potentially be regarded as a de facto 
National Unique Identifier. 
229 Tarvi Martens, 'Electronic identity management in Estonia between market and state governance' (2010) 
3 Identity in the Information Society 213 pp. 214-220. 
230 Thomas Rössler, 'Giving an interoperable e-ID solution: Using foreign e-IDs in Austrian e-Government' 
(2008) 24 Computer Law & Security Review 447 pp. 448-451. 
231 Poller A and others, 'Electronic Identity Cards for User Authentication - Promise and Practice' (2012) 10 
IEEE Security & Privacy 46 pp. 46-47. 
232 Paul Beynon-Davies, 'The UK national identity card' (2011) 1 J Inf Technol 12 pp. 12-13. 
233 See above n. 224 and accompanying text. 
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an evolution seems compatible with Article 87 of the GDPR which appears to acknowledge that 
Member States are free to choose any identifier in place of a national identification number.234  

As a result, one could try to argue that235 since the GDPR shall complement eIDAS for all types 
of services (through Article 5(1) eIDAS), Article 25 of the GDPR would require national eID 
schemes to embed full selective disclosure functionalities. To argue the contrary one would need 
to state that the choice not to promote full selective disclosure could be justified in particular by 
taking into account the cost of implementation as well as the nature, scope, context and purposes 
of processing. Yet, as aforementioned at least one Member State has opted for selective 
disclosure236 and a few solutions have already been discussed in the litterature.237  

As the ambition seems to be to ultimately expand the scope of the use of eID means, in particular 
in the context of relationships with private services,238 it is crucial to get the prescription of the 
principle of data protection by design and by default correctly. This is all the more true since Article 
83(4) of the GDPR mandates that infringement of Article 25 is “subject to administrative fines up 
to 10 000 000 EUR, or in the case of an undertaking, up to 2% of the total worldwide annual 
turnover of the preceding financial year, whichever is higher.”  

More generally, it is essential to properly derive the prescription of the data protection by design 
correctly in the context of certificates creation and distribution. The nature and number of attributes 
contained in (qualified or non-qualified) certificates are certainly dependent upon national 
implementations.239 Potentially, certain certificates could be rich in personal data. The distribution 

                                                 
234 “Member States may further determine the specific conditions for the processing of a national 
identification number or any other identifier of general application”: Art. 87 of the GDPR above n. 11. 
235 “Taking into account the state of the art, the cost of implementation and the nature, scope, context and 
purposes of processing as well as the risks of varying likelihood and severity for rights and freedoms of 
natural persons posed by the processing, the controller shall, both at the time of the determination of the 
means for processing and at the time of the processing itself, implement appropriate technical and 
organisational measures, such as pseudonymisation, which are designed to implement data protection 
principles, such as data minimisation, in an effective manner and to integrate the necessary safeguards into 
the processing in order to meet the requirements of this Regulation and protect the rights of data subjects” 
[our emphasis] the GDPR above n. 11 Art. 25(1). 
236 See above n. 224 and Poller A and others, above n. 231, p. 54: “The user is presented with the 
authorization certificate and has the option to deselect data fields from the service authorization.” 
237 See for example Stefan Brands, Rethinking Public Key Infrastructures and Digital Certificates (The MIT 
Press 2000), pp. 91-130; Gergely Alpár and Jaap-Henk Hoepman, 'A secure channel for attribute-based 
credentials' (Proceedings of the 2013 ACM workshop on Digital identity management, Berlin, Germany 
2013), pp. 14-17. 
238 Recital 17 of eIDAS above n. 1. 
239 For example, certificates used for eID and authentication within the Belgian eID scheme contain a serial 
number which is identical to a citizen’s ‘national registration number’ derived from the National Register: 
Pieter Verhaeghe and others, 'Security and Privacy Improvements for the Belgian eID Technology' in 
Dimitris Gritzalis and Javier Lopez (eds), Emerging Challenges for Security, Privacy and Trust: 24th IFIP 
TC 11 International Information Security Conference, SEC 2009, Pafos, Cyprus, May 18–20, 2009 
Proceedings (Springer Berlin Heidelberg 2009) at pp. 238-239. This number includes the date of birth and 
the gender: “The National Registry number consists of 11 digits. The first 6 digits stand for the date of birth 
(2 digits for the year, 2 digits for the month and 2 digits for the day), the 3 following digits stand for the serial 



Future Trust Services for Trustworthy Global Transactions  
Deliverable 2.7 State of the art in relation to privacy and data protection 
requirements (preliminary report) 
 
 

Document name: 2.8 Legal foundations of trust and trustworthiness Page: 59 of 93 

Reference: D2.7 Dissemination: PU/CO Version: 2.2 Status: Discussion 
document 

 

of such certificates internally, within one Member State, but also across borders, between Member 
States, would then raise serious data protection compliance issues, as the sharing of personal 
data requires both security measures and data-protection-by-design measures in place.240 On this 
point, it is striking to note that recent literature in the field of anonymisation attempting to map 
security and data protection by design measures to a spectrum of data sharing scenarios takes 
the view that the sharing to the public of personal data is risky as long as de-identification and 
generalisation techniques such as k-anonymity are not implemented.241  

It should also be noted that certificates are not addressed to public authorities only: in the simple 
scenario where a (qualified) certificate is being used to electronically sign an email, the email 
recipient has the ability to view and store the certificate in order to verify the authenticity of the e-
signature. Besides, digital certificates are also stored in certificate repositories.242  

Yet, eIDAS does regulate the content of certificates (in particular in its annexes such as annex I 
on requirements for qualified certificate for electronic signatures) but simply allows the use of 
pseudonyms instead of real names without making it mandatory, as per Article 5(2). As some 
Member States243 have opted for pseudonyms there is a strong argument that certificates should 
only contain pseudonyms. Truly the principles of data protection by design and by default only 
applies to data controllers but there is a strong argument that providers issuing certificates should 
be characterised as data controllers.244  

                                                 
number of the registration (even numbers are reserved for women) and the last 2 digits form the verification 
number (art. 1 et seq Royal Decree 3 April 1984).” Bert-Jaap Koops, Hans Buitelaar and Miriam Lips, D5.4: 
Anonymity in electronic government: a case-study analysis of governments' identity knowledge (FIDIS, 29 
May 2007) p. 51. 
240 See e.g. the Belgium case where in principle restrictions are in place: the use of the ‘national identification 
number’ is restricted to pre-defined data processing operations by entities pre-authorised by the Belgian 
Privacy Commission and cross-linking of the number across uses is highly regulated. See Jos Dumortier 
and Frank Robben, 'User and Access Management in Belgian e-Government' in Norbert Pohlmann, Helmut 
Reimer and Wolfgang Schneider (eds), ISSE 2009 Securing Electronic Business Processes: Highlights of 
the Information Security Solutions Europe 2009 Conference (Vieweg und Teubner 2010) fn. 5 and related 
text.  
241 Orit Levin and Javier Salido, The Two Dimensions of Data Privacy Measures (Corporate, External and 
Legal Affairs, Mircrosoft, November 2016) <https://fpf.org/wp-content/uploads/2016/11/The-Two-
Dimensions-of-Data-Privacy-Measures.pdf> accessed 26 January 2017, pp. 1-2. 
242 See the Certificate Status Tool, which is described as being “designed to provide certificate status 
information based on manually defined trust anchors as well as the EU Trusted Lists of Certification Service 
Providers (TSL)”: Secure Information Technology Center – Austria, 'Certificate Status Application' (2016) 
<https://demo.a-sit.at/certificate-status-application/> accessed 26 January 2017. 
243 See e.g. Niels Vandezande, 'Identification numbers as pseudonyms in the EU public sector' (2011) 2 
European Journal of Law and Technology, s. 3.2 about ssPIN and digital signatures in Austria; BSI, 
Advanced Security Mechanisms for Machine Readable Travel Documents and eIDAS Token – Part 4: 
Applications and Document Profiles (Technical Guideline TR-03110, Version 22, 21 December 2016), s. 
2.2.4. 
244 As is the case, for example, in the UK e-Science PKI: Science and Technology Facilities Council, UK e-
Science Certification Authority Certificate Policy (Version 20 (20150304), 5 August 2010 - 23 June 2014), 
p. 43 which specifies that “[t]he data controller is the [Certification Authority] Manager” and “[t]he data 
processor is any [Registration Authority] Manager or Operator”. 
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At the very least, it would be good practice if decisions made by data controllers in relation to 
service architectures and modes of delivery were based on preliminary data protection impact 
assessments to identify and evaluate risks to the rights and freedoms of data subjects, in particular 
when these decisions are likely to affect a large number of data subjects at regional, national or 
even supranational level. Processors should assist data controllers in that respect.  

 

6.5.2 Breach notification obligations 

Both eIDAS and the GDPR contain breach notification obligations.  

Article 33 of the GDPR governs personal data breaches and provides that the data controller shall 
react without undue delay and, where feasible, no later than 72 hours after having become aware 
of it. The 72-hour deadline is therefore not meant to be a strict deadline. As a principle the 
controller shall notify the DPA unless the breach is not serious. And within the meaning of Article 
33, the breach is not serious if it “is unlikely to result in a risk to the rights and freedoms of natural 
persons.” 

However, when the risk to natural persons is high then the controller has to notify the data subject 
themselves without undue delay as per Article 34.  

Breach notifications obligations under the GDPR are summed up in Table 5 and divided into three 
categories: non-triggering (i.e. the breach does not trigger an obligation to notify); once triggering 
(i.e. the breach triggers an obligation to notify the DPA); and twice triggering (i.e. the breach 
triggers two obligations to notify, an obligation to notify the DPA and an obligation to notify the 
data subjects).  

 
 

 

 
Table 5: Breach notification obligations under the GDPR 

 

Types of personal data 
breach 

Definition Legal effect 

Non-triggering  It is unlikely to result in a risk 
to the rights and freedoms of 
natural persons  

No obligation to notify  

Once triggering  It is likely to result in a risk to 
the rights and freedoms of 
natural persons  

Obligation to notify the DPA 
within 72 hours if feasible  

Twice triggering  It is likely to result in a high 
risk to the rights and 
freedoms of natural persons 

Obligation to notify both the 
DPA within 72 hours if 
feasible and the data 
subjects without undue delay  
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Article 19(2) of eIDAS appears both more restrictive and broader in scope than Articles 33 and 34 
of the GDPR. Article 19(2) applies to any breach of security or loss of integrity and not only to 
personal data breaches, and concerns both natural and legal persons. In addition, Article 19(2) 
requires TSPs to react without undue delay and in any case within 24 hours after having become 
aware of the breach or loss. The 24-hour deadline is therefore meant to be a strict deadline. 
Personal data breaches that shall trigger notification are defined in a slightly different manner, 
without referring to the rights and freedoms of recipients of the service. They are “any breach of 
security or loss of integrity that ha[ve] a significant impact on the trust service[s] provided or on 
the personal data maintained therein.” 

As regards notification communicated to recipients of trust services, it is simply when the breach 
of security or loss of integrity is “likely to adversely affect a natural or legal person to whom the 
trusted service has been provided,” that the recipients of the trust services shall be notified without 
undue delay.  

Breach notifications obligations under eIDAS are summed up in Table 6 and divided into three 
categories: non-triggering (i.e. the breach does not trigger an obligation to notify); once triggering 
(i.e. the breach triggers an obligation to notify the Supervisory Authority & the DPA); and twice 
triggering (i.e. the breach triggers two obligations to notify, an obligation to notify the Supervisory 
Authority & DPA and an obligation to notify the recipients of the services).  

 

 

 

 

Combining eIDAS with the GDPR creates difficulties because eIDAS does not explicitly draw a 
distinction between serious and very serious breaches as it uses a different language to describe 
breaches that should trigger the notification of the Supervisory Authority and the DPA and 
breaches that should trigger the notification of recipients of services. It is assumed in Table 6 that 
breaches triggering the notification of recipients of trust services are more serious than breaches 
only triggering the notification of the Supervisory Authority and the DPA as the frequency of 

Types of personal data 
breach Definition Legal effect 

Non-triggering  It does not have a significant 
impact on the trust service 
provided or on the personal 
data 

No obligation to notify  

Once triggering  It has significant impact on 
the trust service provided or 
on the personal data 

Obligation to notify the 
Supervisory authority + DPA 
within 24 hours  

Twice triggering It is likely to adversely affect 
a natural or legal person to 
whom the trusted service has 
been provided 

Obligation to notify both the 
Supervisory Authority, the 
DPA within 24 hours and the 
data subjects without undue 
delay  

Table 6: Breach notification obligation under eIDAS 
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notifications to recipients of services can end up being counterproductive and dis-sensitise 
recipients of service.245  

One way to create harmony between eIDAS and the GDPR would be to say that despite the 
difference of language TSPs would be subject to a stricter deadline. This would thus mean that a 
“significant impact on the trust service provided or on the personal data maintained therein”246 that 
is “likely to adversely affect a natural person”247 is the same as a likelihood of a “high risk to the 
rights and freedoms of natural persons”.248 

 

 
6.5.3 Liability and burden of proof  

Once again combining both eIDAS and the GDPR raises questions as regards the issue of liability 
and in particular the allocation of the burden of proof between the different parties. As 
aforementioned, eIDAS reverses the burden of proof only to the detriment of qualified TSPs as 
per Article 13(1).  

Yet, the GDPR seems to provide that, as a matter of principle, the burden of proof should lie with 
the data controller or the data processor. This seems to result from paragraphs 2 and 3 of Article 
82, which read as follows:  

 
2.  Any controller involved in processing shall be liable for the damage caused by processing 
which infringes this Regulation. A processor shall be liable for the damage caused by 
processing only where it has not complied with obligations of this Regulation specifically 
directed to processors or where it has acted outside or contrary to lawful instructions of the 
controller. 
3.  A controller or processor shall be exempt from liability under paragraph 2 if it proves 
that it is not in any way responsible for the event giving rise to the damage. 

 

 

The GDPR rule thus appears stricter than eIDAS rule in the sense that it could apply to both 
qualified and non-qualified TSPs.  

One way to combine the GDPR with eIDAS would be to say that when personal data are at stake 
and damage has been caused due to a violation of a data protection duty or obligation, the GDPR 
rules on liability should apply, rather than eIDAS rules. This would make sense given the precise 
role of TSPs and the importance of remedies, and in particular the right to compensation for data 
subjects, in the GDPR. Given the very broad definition of personal data it is likely that the GDPR 
will often replace eIDAS rules.  

                                                 
245 Francesco Feri, Caterina Giannetti and Nicola Jentzsch, 'Disclosure of personal information under risk 
of privacy shocks' (2016) 123 Journal of Economic Behavior & Organization 138 p. 138; Lillian Ablon and 
others, Consumer Attitudes Toward Data Breach Notifications and Loss of Personal Information (Research 
Reports, RAND Corporation 2016) fn. 8 and related text. 
246 eIDAS above n. 1 Art. 19(2)(a). 
247 Ibid, Art. 19(2)(b). 
248 GDPR above n. 11 Art. 34(1). 
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6.5.4 Lex specialis versus lex generalis 

In the end, the foregoing thus shows that depending upon the nature of the requirement at stake, 
either eIDAS or the GDPR will contain the most restrictive rule.  

To note, during the drafting phase of the GDPR, there have been discussions about the 
relationship of the proposed GDPR to other existing legislation. Clarification on the relationship of 
the GDPR with the ePrivacy Directive was given under Article 95 of the GDPR: 

 
This Regulation shall not impose additional obligations on natural or legal persons in relation 
to processing in connection with the provision of publicly available electronic 
communications services in public communication networks in the Union in relation to 
matters for which they are subject to specific obligations with the same objective set out 
in Directive 2002/58/EC.249 

 
A proposal to amend Article 95 (Article 89 in the draft proposal) and offer a general rule for norm-
conflict resolution was finally rejected. This proposal read as follows: “Each of the provisions of 
this Regulation shall apply in so far as there are no specific provisions with the same objective in 
other Union legislation.”250 
 
Although the GDPR and eIDAS share some common high-level objectives, it is difficult to argue 
that eIDAS is as a matter of principle a ‘lex specialis’ which would derogate on occasion to the 
rules sets forth in the GDPR. It is true that rationae personae eIDAS appears sectorial in 
comparison with the GDPR, as it only targets eID and TSPs but rationae materiae it also appears 
broader than the GDPR as it does not only target personal data exchanges. There is thus a strong 
argument that the GDPR should prevail over eIDAS when processing of personal data is at stake, 
even if in relation to breach notification obligations the eIDAS timeframe is more restrictive.251 This 
is because the GDPR was adopted after the eIDAS. Besides, as a matter of principle it would 
seem odd to have less restrictive solutions for eID and TSPs in relation to data protection by 
design and liability, when these providers and services are conceived as key promotors of trust in 
the information society to the benefit of EU citizens. Note that the 24-hour deadline is not relevant 
for data subjects.   
 

                                                 
249 The WP29 discusses this interplay between the two instruments in light of the forthcoming ePrivacy 
Regulation that will update the ePrivacy Directive: Article 29 Data Protection Working Party, Opinion 
03/2016 on the evaluation and review of the ePrivacy Directive (2002/58/EC) (WP 240, adopted on 19 July, 
2016), p. 4. 
250 The Director General, Annex to Reply from Information Society and Media Directorate General (INFSO) 
on CIS-Net (INFSO B1/RB Ares(2011), Brussels, 22 December 2011), p. 17. The proposal was inspired by 
Article 15(2) of Regulation 765/2008 on Accreditation and Market Surveillance and was envisaged to 
“recapitulate[e] the lex specialis principle” so that “the relationship between the Regulation and all other 
Union legislation is clarified once for all, regardless of the final wording of the Regulation.” 
251 It might be that a provision-by-provision approach would be more appropriate, which would mean that 
the answer to the conflict between eIDAS and the GDPR would need to be given for reach type of 
requirement. This could thus have the effect of always making the most restrictive rule prevail, be it eIDAS 
or the GDPR. 
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7. Challenges relating to the establishment of legal equivalence for elD 
and trust services  

Because we are dealing with two layers of requirements, it is necessary to examine once again 
both eIDAS and the GDPR to identify the challenges related to the ensuring of legal equivalence 
for eID and trust services.  

 

7.1 Legal equivalence under eIDAS 
The concept of ‘legal equivalence’ should be distinguished from the concept of ‘quality 
equivalence’ which is usually used to describe the legal effects of trust services, such as electronic 
signatures. By way of example, Article 25 embeds two principles: a principle of non-discrimination 
in relation to all types of electronic signatures and a principle of assimilation or quality equivalence 
in relation to qualified electronic signature which posits that “qualified electronic signature shall 
have the equivalent legal effect of a handwritten signature.”252 In this line, eIDAS only formulates 
legal effects of trust services in a high-level fashion.  

Notably, Article 14 of eIDAS only defines legal equivalence in relation to qualified TSPs (and not 
in relation to eID or other types of trust services).  

It thus makes sense to examine the definitions and implications of legal equivalence for qualified 
TSPs first, and then determine whether a similar approach can be derived for other types of trust 
services and eventually eID.  

Under Article 14, “an agreement concluded between the Union and the third country in question 
or an international organisation in accordance with Article 218 TFEU” is required as a basis for 
legal equivalence. However, Article 14 goes further by providing that “the requirements applicable 
to qualified TSPs established in the Union and the qualified trust services they provide [shall be] 
met by the TSPs in the third country or international organisations with which the agreement is 
concluded, and by the trust services they provide.” As a result, it is crucial to identify the 
requirements relevant for legal equivalence.  

Chapter 3, section 3 of eIDAS governs qualified TSPs. While several articles of this section impose 
some requirements upon qualified TSPs, Article 24 is entitled: “Requirements for qualified trust 
service providers”. Such an approach raises the question whether the requirements for legal 
equivalence are only contained in Article 24 or whether they should be derived from all the articles 
of section 3. In order to answer this question, it is crucial to assess all the requirements contained 
in section 3 and eventually identify key requirements, which would need to be added to the list of 
Article 24 for the purposes of characterising legal equivalence.  

One thing is sure, but obviously within the perimeter of the European Union, “qualified certificates 
should not be subject to any mandatory requirements exceeding the requirements laid down in 
this Regulation” for cross-border exchanges as per Recital 54 of eIDAS.  

Furthermore, another key issue is whether for the purposes of legal equivalence (at the 
international level and at the international level only) it would be both reasonable and legitimate to 
draw a distinction between relative requirements which could be offset by alternative or additional 

                                                 
252 It appears, therefore, that legal effects of electronic signatures are for the Member States to define and 
may differ across jurisdictions. 
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rules and absolute requirements which should be viewed as sine qua non conditions for the 
purposes of establishing legal equivalence. This raises the question of the interplay between legal 
equivalence mechanisms and private international law, i.e. conflict-of-law rules and of the 
usefulness of approaches such as Svantensson’s model on ‘Layers of Data Protection’.253 

In this line, a Trust Model at the global level would seem to require more than a simple extension 
of the Trusted list model, as one would need to go beyond Article 24 requirements to establish the 
legal equivalence of third-country qualified trust services. In other words, establishing legal 
equivalence between EU services and third country services for the purposes of eIDAS would 
require combining a trusted model list with a comprehensive assessment of both the modalities 
under which each service is to be supplied and the legal framework as such. 

It would in particular be arguable whether liability requirements allocating liability shares and 
burdens of proof should become sine qua non conditions for the purposes of establishing legal 
equivalence, i.e. Article 13 of eIDAS, as trusted lists as such appear to be essentially informative 
documents. Reliance upon trusted list does not seem to trigger (explicit) legal effects, although 
under Article 21(3) “qualified trust service providers may begin to provide the qualified trust service 
after the qualified status has been indicated in the trusted lists referred to in Article 22(1).” With 
this said, if a TSP has been granted the ‘qualified’ characterisation, the relationship between the 
qualified TSP and third parties will be governed by a specific set of rules. However, the question 
then becomes whether liability requirements could be offset by conflict-of-law rules, if they were 
to ensure in many cases the applicability of a Member State’s national tort law integrating Article 
13 of eIDAS.  

 

7.2 Legal equivalence under the GDPR 
While eIDAS mechanism of legal equivalence seems to be only partially regulated and has not 
been tested yet, the GDPR mechanisms of legal equivalence build on those of the DPD, which 
have already been widely used. The validity of the latter has nonetheless been questioned before 
the CJEU, which has recently issued a judgement on the matter in the Schrems case.254  

 

 

                                                 
253 Dan Jerker B. Svantesson, 'A “layered approach” to the extraterritoriality of data privacy laws' (2013) 3 
International Data Privacy Law 278. Svantesson suggests an effective data protection framework should 
adjust its expectations and subsequent requirements depending on the nature of each international data 
transfer, what he calls ‘degree of contact’. He borrows that concept from the `minimum contact test', 
formulated in International Shoe Co. v Washington [1945] 326 US 310, para. 316: “... in order to subject a 
defendant to a judgement [...] he [must] have certain minimum contacts with it such that the maintenance of 
the suit does not offend ‘traditional notions of fair play and substantial justice’...” The author draws upon this 
test so as to classify data protection requirements according to the different degrees of substantial, 
continuous and systematic contact of the third party (e.g. the third country) with the forum of the rules (i.e. 
the State whose data protection rules apply). He formulates three layers: the ‘abuse-prevention layer’, that 
dealt with provision about unauthorised or unreasonable disclosure, the ‘rights layer’ that contained rules 
about data subjects' rights and the `administrative layer' with provisions about procedural safeguards. 
254 Schrems v Data Protection Commissioner above n. 47 at para. 35. 
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7.2.1 The legal bases for third-country data transfer  

International transfers of personal data are regulated by the GDPR, which for the most part keeps 
transfer rules in line with the DPD. Transfers of data outside the EU are permitted only when data 
protection equivalence conditions are met.255  

If the third country, territory or organisation is covered by an adequacy decision, no special 
authorisation is required until that decision is amended or repealed.256 In effect an adequacy 
decision of the Commission guarantees that the third country offers “essentially equivalent” data 
protection law to EU data protection law as per the CJEU in Schrems, 257 although Article 25 of 
the DPD seems less restrictive as it is concerned about third countries that do not ensure an 
“adequate level of protection.”  

Adequacy decisions have been issued for the following countries: 

• Andorra258 
• Argentina259 
• Canada (subject to the Canadian Personal Information Protection and Electronic 

Documentation Act)260 
• Eastern Republic of Uruguay261 
• Faeroe Islands262 
• Guernsey263 
• Isle of Man264 

                                                 
255 GDPR above n. 11 Art. 44. 
256 Ibid, Art. 45(1),(9). 
257 Schrems v Data Protection Commissioner above n. 47, paras. 85--87. 
258 Commission Decision 2010/625/EU of 19 October 2010 pursuant to Directive 95/46/EC of the European 
Parliament and of the Council on the adequate protection of personal data in Andorra (notified under 
document C(2010) 7084) Text with EEA relevance [2010] OJ L277/27. 
259 Commission Decision 2003/490/EC of 30 June 2003 pursuant to Directive 95/46/EC of the European 
Parliament and of the Council on the adequate protection of personal data in Argentina (Text with EEA 
relevance) [2003] OJ L168/19. 
260 Commission Decision 2002/2/EC of 20 December 2001 pursuant to Directive 95/46/EC of the European 
Parliament and of the Council on the adequate protection of personal data provided by the Canadian 
Personal Information Protection and Electronic Documents Act (notified under document number C(2001) 
4539) [2002] OJ L2/13. 
261 Commission Implementing Decision 2012/484/EU of 21 August 2012 pursuant to Directive 95/46/EC of 
the European Parliament and of the Council on the adequate protection of personal data by the Eastern 
Republic of Uruguay with regard to automated processing of personal data (notified under document 
C(2012) 5704) Text with EEA relevance [2012] OJ L227/11. 
262 Commission Decision 2010/146/ of 5 March 2010 pursuant to Directive 95/46/EC of the European 
Parliament and of the Council on the adequate protection provided by the Faeroese Act on processing of 
personal data (notified under document C(2010) 1130) (Text with EEA relevance) [2010] OJ L58/17. 
263 Commission Decision 2003/821/EC of 21 November 2003 on the adequate protection of personal data 
in Guernsey (Text with EEA relevance) (notified under document number C(2003) 4309) [2003] OJ L308/27. 
264 Commission Decision 2004/411/EC of 28 April 2004 on the adequate protection of personal data in the 
Isle of Man [2004] OJ L151/48. 
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• Israel265 
• Jersey266 
• New Zealand267 
• Switzerland268 
• United States (for those organisations that have agreed to the EU-US Privacy Shield 

rules)269 

It should be noted that, even though adequacy decisions adopted under the DPD remain valid,270 
under Article 45(4) and (5) of the GDPR the Commission has an obligation to conduct a periodic 
review of all adequacy findings.  

In the absence of adequacy decisions, “if the controller or processor has provided appropriate 
safeguards, and on condition that enforceable data subject rights and effective legal remedies for 
data subjects are available” data transfers to third countries can take place.271  

Under Article 46(2) of the GDPR the appropriate safeguards are:  

 

(a) a legally binding and enforceable instrument between public authorities or bodies; 

(b) binding corporate rules in accordance with Article 47; 

(c) standard data protection clauses adopted by the Commission in accordance with the 
examination procedure referred to in Article 93(2); 

(d) standard data protection clauses adopted by a supervisory authority and approved by 
the Commission pursuant to the examination procedure referred to in Article 93(2); 

                                                 
265 Commission Decision 2011/61/EU of 31 January 2011 pursuant to Directive 95/46/EC of the European 
Parliament and of the Council on the adequate protection of personal data by the State of Israel with regard 
to automated processing of personal data (notified under document C(2011) 332) Text with EEA relevance 
[2011] OJ L27/39. 
266 Commission Decision 2008/393/EC of 8 May 2008 pursuant to Directive 95/46/EC of the European 
Parliament and of the Council on the adequate protection of personal data in Jersey (notified under 
document number C(2008) 1746) (Text with EEA relevance) [2008] OJ L138/21. 
267 Commission Implementing Decision 2013/65/EU of 19 December 2012 pursuant to Directive 95/46/EC 
of the European Parliament and of the Council on the adequate protection of personal data by New Zealand 
(notified under document C(2012) 9557) Text with EEA relevance [2013] OJ L28/12. 
268 Commission Decision 2000/518/EC of 26 July 2000 pursuant to Directive 95/46/EC of the European 
Parliament and of the Council on the adequate protection of personal data provided in Switzerland (notified 
under document number C(2000) 2304) (Text with EEA relevance.) [2000] OJ L215/1. 
269 Commission Implementing Decision (EU) 2016/1250 of 12 July 2016 pursuant to Directive 95/46/EC of 
the European Parliament and of the Council on the adequacy of the protection provided by the EU-U.S. 
Privacy Shield (notified under document C(2016) 4176) (Text with EEA relevance) C/2016/4176 [2016] OJ 
L207/1. 
270 GDPR above n. 11 Rec. 106. 
271 Ibid, Art. 46. 
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(e) an approved code of conduct pursuant to Article 40 together with binding and 
enforceable commitments of the controller or processor in the third country to apply 
the appropriate safeguards, including as regards data subjects' rights; or 

(f) an approved certification mechanism pursuant to Article 42 together with binding and 
enforceable commitments of the controller or processor in the third country to apply 
the appropriate safeguards, including as regards data subjects' rights.272 

 

A distinction should be drawn between transfers based on a third-country adequacy decision and 
use of approved Standard Contractual Clauses and Binding Corporate Rules on one hand and 
between other transfers based on ‘ad hoc’ contractual clauses under Article 46(3): the former do 
not seem to require any previous authorisation from the competent DPA for the processing 
activities at stake.273 In contrast, transfers based on ‘ad hoc’ contractual clauses require the DPA’s 
prior authorisation.274 

Article 46 of the GDPR thus adds to Article 25 of the DPD, which only mentions “safeguards [that] 
may in particular result from appropriate contractual clauses" and standard contractual clauses 
for which the European Commission has decided that they offer sufficient safeguards.275 

                                                 
272 The GDPR adds two new instruments for international transfers: approved code of conducts under Art. 
46(2)(e) and approved certification mechanisms under Art. 46(2)(f). It is hoped that these new instruments 
will “allow the development of more tailor-made solutions for international transfers, reflecting, for instance, 
the specific features and needs of a given sector or industry, or of particular data flows” and “offe[r] for the 
possibility to provide for appropriate safeguards for data transfers between public authorities or bodies on 
the basis of international agreements or administrative arrangements.”: European Commission, 
Communication from the Commission to the European Parliament and the Council: Exchanging and 
Protecting Personal Data in a Globalised World (COM(2017) 7 final, 10 January 2017), p. 5. 
273 GDPR above n. 11 Art. 46(2): “The appropriate safeguards referred to in paragraph 1 may be provided 
for, without requiring any specific authorisation from a supervisory authority, by: […] (b) binding corporate 
rules in accordance with Article 47; […] (c) standard data protection clauses adopted by the Commission in 
accordance with the examination procedure referred to in Article 93(2); […] (d) standard data protection 
clauses adopted by a supervisory authority and approved by the Commission pursuant to the examination 
procedure referred to in Article 93(2);”. See also European Commission, Communication from the 
Commission to the European Parliament and the Council: Exchanging and Protecting Personal Data in a 
Globalised Worldabove n. 272, 10 January 2017), p. 5: “The reform also reduces red tape by abolishing 
general requirements of prior notification to and authorisation by DPAs of transfers to a third country based 
on SCC or BCR.” 
274 GDPR above n. 11 Art. 46(3): “Subject to the authorisation from the competent supervisory authority…” 
[our emphasis]; For BCR, although authorisation is not needed, approval by the DPA shall be sought: Art. 
47(1) “The competent supervisory authority shall approve…” [our emphasis]. Cf. the optional authorisation 
of contractual clauses and BCR under the DPD above n. 10 Art. 26(2): “…A Member State may authorise…” 
[our emphasis]. 
275 DPD, above n. 10 Art. 25(2) and (4).  
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With the DPD, Standard Contractual Clauses (SCC) have been developed276 as well as Binding 
Corporate Rules (BCR), even if BCR were not initially provided for in the DPD. With this said, BCR 
are now expressly mentioned and regulated by Article 47.277  

Additional safeguards are not meant to apply to all data transfer scenarios. They aim to 
compensate for adequate data protection guarantees that do not already exist in the legal system 
of the third country.278 Use of additional safeguards, therefore, should to be limited to countries 
that are not covered by an adequacy decision.  

With this said, in the absence of an adequacy decision or appropriate safeguards, international 
transfers can still take place for specific situations as long as they are justified on at least one 
ground for derogation as per Article 49 of the GDPR. 279 The GDPR makes a number of changes 
to the legal framework and adds, among other things, a derogation based on a compelling 
legitimate interest of the data controller.280 Notably, derogations should be applied narrowly. WP29 
has issued an opinion whereby consent as a basis for data transfers cannot provide a long term 

                                                 
276 The Commission has issued two sets of standard contractual clauses for transfers from data controllers 
to third-country data controllers and one set for the transfer to third-country processors. See for Controller 
to Controller transfers: Commission Decision 2001/497/EC of 15 June 2001 on standard contractual clauses 
for the transfer of personal data to third countries, under Directive 95/46/EC (Text with EEA relevance) 
(notified under document number C(2001) 1539) [2001] OJ L181/19 (amended by Commission Decision 
C(2004) 5271); Commission Decision 2004/915/EC of 27 December 2004 amending Decision 2001/497/EC 
as regards the introduction of an alternative set of standard contractual clauses for the transfer of personal 
data to third countries (notified under document number C(2004) 5271)Text with EEA relevance [2004] OJ 
L385/74; and for Controllers to Processors Commission Decision 2010/87/EC of 5 February 2010 on 
standard contractual clauses for the transfer of personal data to processors established in third countries 
under Directive 95/46/EC of the European Parliament and of the Council (notified under document C(2010) 
593) (Text with EEA relevance) [2010] OJ L39/5 (repealing Decision 2002/16/EC). 
277 GDPR above n. 11 Art. 47. 
278 Christopher Kuner, 'Extraterritoriality and regulation of international data transfers in EU data protection 
law' (2015) 5 International Data Privacy Law 235 p. 240; see also Christopher Kuner, European Data 
Protection Law: Corporate Compliance and Regulation (2nd edn, Oxford University Press 2007) p. 158 
where the author suggests there seems to be a hierarchy in data transfer methods, with DPAs preferring an 
adequacy decisions applicable to the third country as a whole, followed by use of adequate safeguards 
(such as standard contractual clauses and BCR) and finally use of the derogations of Art. 26(1) DPD above 
n. 10. 
279 As noted at n. 278, in the absence of an adequacy decision, contractual clauses and BCR tend to be 
preferred over derogations of Art. 49. The latter when used to justify a transfer do not imply necessarily that 
the country of destination ensure an adequate level of protection. Therefore, basing a transfer on a 
derogation could put the data subject at risk. See Article 29 Data Protection Working Party, Working 
document on a common interpretation of Article 26(1) of Directive 95/46/EC of 24 October 1995 (WP114, 
25 November, 2005) p. 6. 
280 GDPR above n. 11 Art. 44(1)(h). 
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framework for repeated transfers.281 Importantly, under Article 44(5)(a) Member States can set 
limits to transfers of specific categories of personal data.282 

 

7.2.2 Overview of adequacy decisions, SCC and BCR 

When deciding upon the issuance of an adequacy decision, membership to Convention 108 of the 
CoE283 can be an important factor, although not necessarily sufficient by itself.284 Both substantive 
and procedural criteria should be used to assess adequacy.285  

In particular, the European Commission should take into account the existence of measures 
ensuring compliance with quality requirements such as purpose limitation, transparency as well 
as security requirements and data subjects’ rights requirements such as the rights to access, 
rectification and objection.286  

Administrative and governance requirements are also central to ensure compliance with the 
substantive rules, e.g. provision of support and help to data subjects when they exercise their 
rights, and provision of appropriate redress mechanisms to injured parties when rules are not 
complied with.287 An adequacy finding is specific to a country and cannot be used to justify 
transfers to a different country obviously.288 

                                                 
281 Article 29 Data Protection Working Party, Working document on a common interpretation of Article 26(1) 
of Directive 95/46/EC of 24 October 1995 (WP114, 25 November, 2005) at 11. 
282 GDPR above n. 11 Art. 44(5)(a). 
283 Council of Europe Convention 108 above n. 99. 
284 Article 29 Data Protection Working Party, First orientations on Transfers of Personal Data to Third 
Countries - Possible Ways Forward in Assessing Adequacy (WP4, 26 June 1997), p. 9: “…transfers of 
personal data to countries that have ratified Convention 108 could be presumed to be allowable under Article 
25(1) of the directive…”. See also Recital 105 of the GDPR above n. 11.  
285 Article 29 Data Protection Working Party, Working Document - Transfers of personal data to third 
countries: Applying Articles 25 and 26 of the EU data protection directive (WP12, adopted on 24 July, 1998) 
p. 6. See also Recital 105 of the GDPR, above n. 11. 
286 Article 29 Data Protection Working Party, WP12 above n. 285 pp. 6-7. 
287 The (now defunct) Safe Harbor agreement included many of these substantive principles, such as 
mandatory notification to individuals about the collection of data and its purposes; the choice to opt out of 
disclosure to a third party; the choice to opt out of processing data for uses other than those of collection; 
onward transfer was permissible only after ensuring that the safe harbour notice and choice principles have 
been complied with regarding the transfer; reasonable precautions to protect data from loss, misuse and 
unauthorised access, disclosure, alteration or destruction (security); ensuring the data are relevant for the 
purposes for which they are to be used and not processed in a way incompatible with the collection purposes 
(data integrity); data subjects’ access to all personal data held about them; data subjects’ right to correct, 
amend or delete inaccurate data; self-regulatory privacy programme of alternative dispute resolution or 
cooperation with EU DPAs (enforcement). 
288 Article 29 Data Protection Working Party, Opinion 1/2001 on the Draft Commission Decision on Standard 
Contractual Clauses for the transfer of Personal Data to third countries under Article 26(4) of Directive 95/46 
(WP38, 26 January 2001), p. 5. 
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As regards appropriate safeguards, determinations are made in relation to particular data transfer 
activities and can include considerations related to the applicable sectorial rules.289 Governance 
requirements are also important, such as the existence of public independent bodies or institutions 
in charge of ensuring the compliance with these rules.290  

The European Commission has approved two sets of SCC for transfers from data controllers to 
third-country data controllers and one set for the transfer to third-country processors.291 One 
important distinction between the two sets targeting third-country data controllers is in regards to 
liability.292 Set II as introduced by Commission Decision 2004/915/EC does not hold data 
controllers jointly and severally liable for damages suffered by data subjects. With this said, Article 
47(2)(f) of the GDPR dealing with BCR now provides that a presumption of liability to the detriment 
of controllers and processors should be considered as a minimum standard. 

BCR are internal rules (such as a Code of Conduct) adopted by multinational groups of 
companies, regulating international transfers of personal data within the group but to entities 
located in third countries that do not provide an adequate level of protection. WP29 has advised 
several times on the content of BCR to ensure appropriate safeguards.293  

As Article 47 of the GDPR now lists the minimum standards to be specified by BCR, Article 47 
provides a means to identify key data protection requirements for the purposes of characterising 

                                                 
289 Kuner, European Data Protection Law: Corporate Compliance and Regulation above n. 278 pp. 151 
onwards and in particular, paras. 4.68 and 4.120. 
290 Member States DPAs have published guidelines for controllers who wish to transfer data to third 
countries with no formal adequacy decision. See, for example, the ICO’s guidance on the ‘self-assessment’ 
test controllers should follow to determine if the receiving party offers adequate protections: “…it is for 
exporting controllers to assess adequacy in a way which is consistent with the Directive and the Act.” 
Controllers should assess “…the adequacy of the level of protection afforded by a third country shall be 
assessed in the light of all the circumstances surrounding a data transfer operation or set of data transfer 
operations, particular consideration shall be given to the nature of the data, the purpose and duration of the 
proposed processing operation or operations, the country of origin and country of final destination, the rules 
of law, both general and sectoral, in force in the third country in question and the professional rules and 
security measures which are complied with in that country”: Information Commissioner, Data Protection Act 
1998 - The eighth data protection principle and international data transfers (30 May, 2006), para. 2.3.2. But 
see Kuner, European Data Protection Law: Corporate Compliance and Regulation above n. 278 at p. 178 
noting that the Commission criticises this approach and believes it violates EU law. 
291 Commission Decision 2001/497/EC above n. 276, p. 19–31; Commission Decision 2004/915/EC above 
n. 276, p. 74–84; Commission Decision 2010/87/EU above n. 276, p. 5–18. 
292 For other differences, see Kuner, European Data Protection Law: Corporate Compliance and Regulation 
above n. 278, pp. 195 – 196. 
293 Article 29 Data Protection Working Party, Working Document: Transfers of personal data to third 
countries: Applying Article 26 (2) of the EU Data Protection Directive to Binding Corporate Rules for 
International Data Transfers (WP74, 3 June 2003); Article 29 Data Protection Working Party, Model 
Checklist: Application for approval of Binding Corporate Rules (WP102, 25 November 2004); Article 29 Data 
Protection Working Party, Working Document Setting Forth a Co-Operation Procedure for Issuing Common 
Opinions on Adequate Safeguards Resulting From “Binding Corporate Rules” (WP107, 14 April 2005). 
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equivalence.294 Table 7 shows the importance of quality, governance, administrative, security, 
data subjects’ rights and liability requirements. As some requirements can have more than one 
dimension (e.g. governance and administrative) they have been repeated on occasion.  

Since BCR only govern transfers within a group, transfers to external entities could still require 
SCC or ad hoc contractual clauses. 

Guidance on how adequacy to third-country data protection regimes should be assessed was 
offered in Schrems v Data Protection Commissioner.295 The CJEU invalidated the EU-U.S. Safe 
Harbour framework. More precisely it held the adequacy decision concerning the United States of 
America (U.S.) Commission Decision 2000/520/EC of 26 July 2000296 invalid because in particular 
the Commission’s decision did not contain “sufficient findings regarding the measures by which 
the United States ensures an adequate level of protection, within the meaning of Article 25(6) of 
that directive, by reason of its domestic law or its international commitments.”297 In addition, the 
Commission’s decision did not “contain any finding regarding the existence, in the United States, 
of rules adopted by the State intended” to limit the scope of the safe harbour framework, even if 
these rules had been adopted to pursue legitimate objectives such as national security.298 In other 
words, the Commission’s decision did not adopt an overall approach and only focused upon the 
law as it was in the context of commercial disputes.299 In assessing the legal order of a third 
country, the EU Commission shall “assess the content of the applicable rules in that country 
resulting from its domestic law or international commitments and the practice designed to ensure 
compliance” said the CJEU.300 As a result, the assessment cannot be a purely legalistic one but 
has to be an overall one. As aforementioned the CJEU insisted, just like the AG had done in his 
opinion, that an adequate level of protection is a level of protection that is essentially equivalent 
to that guaranteed within the EU by virtue of the DPD and the Charter read together.301  

  

                                                 
294 See also Article 29 Data Protection Working Party, Working Document setting up a table with the 
elements and principles to be found in Binding Corporate Rules (WP153, adopted on 24 June 2008) pp. 3—
11. 
295 Schrems v Data Protection Commissioner above n. 47. This description is based on a blog post by 
Sophie Stalla-Bourdillon, The CJEU in Schrems v Data Protection Commissioner: Commission Decision 
2000/520 is invalid!, 6 October 2015, https://peepbeep.wordpress.com/2015/10/06/the-cjeu-in-schrems-v-
data-protection-commissioner-commission-decision-2000520-is-invalid/ accessed 25 December 2016.  
296 Commission Decision of 26 July 2000 pursuant to Directive 95/46/EC of the European Parliament and 
of the Council on the adequacy of the protection provided by the safe harbour privacy principles and related 
frequently asked questions issued by the US Department of Commerce (notified under document number 
C(2000) 2441) (Text with EEA relevance.) [2000] OJ L215/7.  
297 Schrems v Data Protection Commissioner above n. 47, para 83. 
298 Ibid, para. 88. 
299 Ibid, para. 89.  
300 Ibid, para. 75. 
301 Ibid, para. 73. 

https://peepbeep.wordpress.com/2015/10/06/the-cjeu-in-schrems-v-data-protection-commissioner-commission-decision-2000520-is-invalid/
https://peepbeep.wordpress.com/2015/10/06/the-cjeu-in-schrems-v-data-protection-commissioner-commission-decision-2000520-is-invalid/
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Quality 
require-
ments 

- Application of the general data protection principles, in particular purpose limitation, data minimisation, limited 
storage periods, data quality, data protection by design and by default, legal basis for processing, processing of special 
categories of personal data, measures to ensure data security, and the requirements in respect of onward transfers to 
bodies not bound by the binding corporate rules (Art. 47(d)) 

Governan
ce 

require-
ments 

- Mechanisms within the group of undertakings, or group of enterprises engaged in a joint economic activity for 
ensuring the verification of compliance with the binding corporate rules. Such mechanisms shall include data 
protection audits and methods for ensuring corrective actions to protect the rights of the data subject. Results of such 
verification should be communicated to the person or entity referred to in point (h) and to the board of the controlling 
undertaking of a group of undertakings, or of the group of enterprises engaged in a joint economic activity, and should 
be available upon request to the competent supervisory authority (Art. 47(j)) 
- Cooperation mechanism with the supervisory authority to ensure compliance by any member of the group of 
undertakings, or group of enterprises engaged in a joint economic activity, in particular by making available to the 
supervisory authority the results of verifications of the measures referred to in point (j) (Art. 47(l)) 
- Mechanisms for reporting to the competent supervisory authority any legal requirements to which a member of the 
group of undertakings, or group of enterprises engaged in a joint economic activity is subject in a third country which 
are likely to have a substantial adverse effect on the guarantees provided by the binding corporate rules (Art. 47(m)) 

Adminis-
trative 

require-
ments 

- Mechanisms within the group of undertakings, or group of enterprises engaged in a joint economic activity for 
ensuring the verification of compliance with the binding corporate rules. Such mechanisms shall include data 
protection audits and methods for ensuring corrective actions to protect the rights of the data subject. Results of such 
verification should be communicated to the person or entity referred to in point (h) and to the board of the controlling 
undertaking of a group of undertakings, or of the group of enterprises engaged in a joint economic activity, and should 
be available upon request to the competent supervisory authority (Art. 47(j)) 
- Mechanisms for reporting and recording changes to the rules and reporting those changes to the supervisory authority 
(Art. 47(k)) 
- Appropriate data protection training to personnel having permanent or regular access to personal data (Art. 47(n)) 
- Mechanisms for reporting to the competent supervisory authority any legal requirements to which a member of the 
group of undertakings, or group of enterprises engaged in a joint economic activity is subject in a third country which 
are likely to have a substantial adverse effect on the guarantees provided by the binding corporate rules (Art. 47(m)) 
- Complaint procedures (Art. 47(i)) 
- Tasks of any data protection officer designated in accordance with Article 37 or any other person or entity in charge 
of the monitoring compliance with the binding corporate rules within the group of undertakings, or group of enterprises 
engaged in a joint economic activity, as well as monitoring training and complaint-handling (Art. 47(h)) 

Security 
require-
ments 

- Application of the general data protection principles, in particular purpose limitation, data minimisation, limited 
storage periods, data quality, data protection by design and by default, legal basis for processing, processing of special 
categories of personal data, measures to ensure data security, and the requirements in respect of onward transfers to 
bodies not bound by the binding corporate rules (Art. 47(d)) 

Data 
subjects’ 

rights 
require-
ments 

- Rights of data subjects in regard to processing and the means to exercise those rights, including the right not to be 
subject to decisions based solely on automated processing, including profiling in accordance with Article 22, the right 
to lodge a complaint with the competent supervisory authority and before the competent courts of the Member States 
in accordance with Article 79, and to obtain redress and, where appropriate, compensation for a breach of the binding 
corporate rules (Art. 47(e)) 

Liability 
require-
ments 

- Acceptance by the controller or processor established on the territory of a Member State of liability for any breaches 
of the binding corporate rules by any member concerned not established in the Union; the controller or the processor 
shall be exempt from that liability, in whole or in part, only if it proves that that member is not responsible for the 
event giving rise to the damage (Art. 47(f)) 

  
Table 7: Requirements to be specified in BCR 
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Importantly, the EU Commission had recognised in a later document302 that:  

 
the United States authorities were able to access the personal data transferred from the 
Member States to the United States and process it in a way incompatible, in particular, with 
the purposes for which it was transferred, beyond what was strictly necessary and 
proportionate to the protection of national security.303  

 

The Commission had also acknowledged that “data subjects had no administrative or judicial 
means of redress enabling, in particular, the data relating to them to be accessed and, as the case 
may be, rectified or erased.”304 

The CJEU therefore insisted upon the importance of data subjects’ rights for the purposes of 
characterising adequacy: 

legislation not providing for any possibility for an individual to pursue legal remedies in 
order to have access to personal data relating to him, or to obtain the rectification or erasure 
of such data, does not respect the essence of the fundamental right to effective judicial 
protection, as enshrined in Article 47 of the Charter.305 

 

This has been confirmed by WP29, which has constructed a four-part test to determine adequacy 
based on the judgement:306 

 
A. “Processing should be based on clear, precise and accessible rules: this means that anyone 

who is reasonably informed should be able to foresee what might happen with her/his data 
where they are transferred; 

B. Necessity and proportionality with regard to the legitimate objectives pursued need to be 
demonstrated: a balance needs to be found between the objective for which the data are 
collected and accessed (generally national security) and the rights of the individual; 

C. An independent oversight mechanism should exist, that is both effective and impartial: this 
can either be a judge or another independent body, as long as it has sufficient ability to 
carry out the necessary checks; 

                                                 
302 European Commission, Communication from the Commission to the European Parliament and the 
Council on the Functioning of the Safe Harbour from the Perspective of EU Citizens and Companies 
established in the EU (COM(2013) 847, 27 November 2013). 
303 Schrems v Data Protection Commissioner above n. 47, para. 90. 
304 Ibid, para. 90.  
305 Ibid, para. 95.  
306 Article 29 Data Protection Working Party, 'Statement of the Article 29 Working Party on the 
Consequences of the Schrems Judgment' (2016) <http://ec.europa.eu/justice/data-protection/article-
29/press-
material/pressrelease/art29_press_material/2016/20160203_statement_consequences_schrems_judgem
ent_en.pdf> accessed 5 October 2016. 
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D. Effective remedies need to be available to the individual: anyone should have the right to 
defend her/his rights before an independent body.” 

 

Since SCC and BCR were not at issue in Schrems, there is an argument that both remain valid 
transfer mechanisms, a point highlighted by the Congressional Research Service after the 
invalidation of the EU-U.S. Safe Harbor.307 However, such a position is difficult to sustain. If there 
is a reason to believe that there is a conflict between the law applicable to the third-country 
controller or processor and SCC or BCR, the answer can only be to terminate or block data 
transfers to the third country at issue.308 Besides, there is no way for Member States’ DPAs to 
enforce decisions in third countries.309 

As a direct response to the Schrems case, the Commission adopted on 12 July 2016 another 
adequacy decision regarding the protection provided by the EU-U.S. Privacy Shield,310 which aims 
to upgrade the invalidated EU-U.S. Safe Harbor, taking into account the criticism of the CJEU in 
Schrems. It also adopted an ‘omnibus’ amending decision on 16 December 2016 replacing 
provisions in existing adequacy decisions that restricted the powers of DPAs to suspend or ban 
transfers to third countries and introduced a requirement for the Commission to monitor 

                                                 
307 Martin Weiss and Kristin Archick, 'U.S. - EU Data Privacy: From Safe Harbor to Privacy Shield' (CRS 
Report, 19 May 2016) <https://www.privacywonk.net/download/R44257.pdf> accessed 12 September 2016 
p. 14. 
308 Kuner, 'Reality and Illusion in EU Data Transfer Regulation Post Schrems' University of Cambridge 
Faculty of Law Research Paper No 14/2016 <http://ssrn.com/abstract=2732346> accessed 9 October 2016 
p. 28; see also Position Paper issued from the German DPA after the Schrems decision whereby under 
point 7 it urges all DPAs to stop authorising new data transfers under BCR or data export contracts: Der 
Hessische Datenschutzbeauftragte, 'Positionspapier der unabhängigen Datenschutzbehörden des Bundes 
und der Länder (Datenschutzkonferenz)' (2015) <https://www.datenschutz.hessen.de/ft-
europa.htm#entry4521> accessed 10 September 2016 [in German]. 
309 Kuner, 'Reality and Illusion in EU Data Transfer Regulation Post Schrems' above n. 308 p. 28. Please 
note that there is an ongoing action before the Irish High Court on the validity of SCC for data transfers 
between the EU and the US: DPC v Facebook Ireland Ltd and Maximilian Schrems (Record Number: 2016 
No 4809P). 
310 Commission Implementing Decision (EU) 2016/1250 of 12 July 2016 pursuant to Directive 95/46/EC of 
the European Parliament and of the Council on the adequacy of the protection provided by the EU-U.S. 
Privacy Shield (notified under document C(2016) 4176) (Text with EEA relevance) C/2016/4176 [2016] OJ 
L207/1. 
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developments in the third countries.311 The Privacy Shield is nevertheless currently being 
challenged before the CJEU for offering an inadequate level of protection.312 

                                                 
311 Commission Implementing Decision (EU) 2016/2295 of 16 December 2016 amending Decisions 
2000/518/EC, 2002/2/EC, 2003/490/EC, 2003/821/EC, 2004/411/EC, 2008/393/EC, 2010/146/EU, 
2010/625/EU, 2011/61/EU and Implementing Decisions 2012/484/EU, 2013/65/EU on the adequate 
protection of personal data by certain countries, pursuant to Article 25(6) of Directive 95/46/EC of the 
European Parliament and of the Council (notified under document C(2016) 8353) (Text with EEA relevance) 
C/2016/8353 [2016] OJ L344/83. See also European Commission, Communication from the Commission to 
the European Parliament and the Council: Exchanging and Protecting Personal Data in a Globalised World 
above n. 272 p. 9: “The Commission will: […] [c]losely monitor the functioning of the existing adequacy 
decisions.” 
312 Action brought on 16 September 2016, Digital Rights Ireland v Commission Case T-670/16 [2016] OJ 
C410/26. 
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8. Conclusions  
After having conducted an overview of the legal framework at the European level, we focused 
upon two key pieces of legislation, eIDAS and the GDPR, in order to derive a list of trustworthiness 
requirements related to broadly defined privacy and data protection interests. This analysis is 
meant to inform Deliverable 2.5, Deliverable 2.8 and more generally the design of the FutureTrust 
architecture (in WP3) and its implementation (in WP4). 

We have therefore derived two layers of requirements: one layer derived from eIDAS and one 
layer derived from the GDPR. Each layer of requirements has been further classified into six or 
seven categories depending upon its level: legal bases requirements, quality requirements, 
governance requirements, administrative requirements, security requirements, third parties’ rights 
requirements and liability requirements. Classifying the two layers of requirements into categories 
is important for two reasons:  

• First, this helps to identify zones of potential clashes between the two layers of 
requirements. While the two layers are meant to be interpreted in harmony, there are at 
least three instances of conflict. One issue could arise for example in relation to the exact 
prescription of the principles of data protection by design and by default in as much as the 
interoperability framework for eID does not seem to support full selective disclosure 
systems and in as much as these principles could constrain the sharing of personal data 
through the means of the distribution of certificates. Another issue could arise when trying 
to determine which security obligations to apply and in particular breach notification 
obligations or when attempting to determine what the burden of proof lying with the service 
provider is when a damage has occurred. What is striking to note is that depending upon 
the nature of the requirement at stake, either eIDAS or the GDPR will contain the most 
restrictive rule. There is a strong argument that the GDPR should prevail over eIDAS when 
processing of personal data is at stake. As a result, both quality requirements (and in 
particular the principles of data protection by design and by default) and liability 
requirements should impact upon the provision of eID and trust services both within 
Member States and across borders.  

• Second, this shows that legal equivalence at the international level cannot rely upon the 
modelling of governance mechanisms only.  

After having derived trustworthiness requirements we then discussed challenges relating to legal 
equivalence for both eID and trust services, as a pre-condition for attaching legal effects to the 
products of these services, i.e. non-discrimination and assimilation. We analysed once again both 
eIDAS and the GDPR and we observed that the mechanism for legal equivalence to be found in 
eIDAS is only partial in as much as it only targets qualified trust services. In addition it is not clear 
what the list of requirements to be considered for the purposes of Article 14 dealing with 
international aspects is and whether one should only consider the list of Article 24 requirements. 
Table 3 clearly illustrates the fact that some requirements for qualified trust services sit outside 
Article 24 of eIDAS. This is all the more true since third parties’ rights, such as data subjects’ 
rights, appear to be crucial to derive legal equivalence for the purposes of the GDPR.  

Furthermore, we noted that it is crucial to make sure all relevant mechanisms of legal equivalence 
have been taken into account, although the approach to legal equivalence adopted by the GDPR 
is slightly different from the approach adopted by eIDAS. As a result, it seems possible to argue 
that establishing legal equivalence between EU services and third-country services for the 
purposes of eIDAS would require combining a trusted model list with a comprehensive 
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assessment of both the modalities under which each service is to be supplied and the legal 
framework as such.  

Finally, as it would seem that Member States’ trusted lists are not more than informative 
documents, in the sense that no express special effect is attached to the reliance upon those lists 
to the detriment of the creators of the those lists, it is arguable whether liability requirements 
allocating liability shares and burdens of proof can become essential requirements for the 
purposes of establishing legal equivalence and in particular with Article 13 of eIDAS. However, 
the question then becomes whether liability requirements could be offset by conflict-of-law rules, 
if they were to ensure in many cases the applicability of a Member State national tort law 
integrating Article 13 of eIDAS.  
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